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Preface

Microsoft Office 365 is a suite of productivity tools and services that can be used both
online as well as through desktop versions. Some of the productivity programs that are
included within Microsoft Office 365 are Word, Excel, PowerPoint, Outlook, SharePoint,
and OneNote, but there are many others.

It can either be called Microsoft Office 365, using Microsoft's brand, or, as in this book, just
Office 365. There are other books that cover the use of Office 365, but this book covers how
to use Office 365 and start using new technologies. This integration is often necessary for
organizations that already have, or will need to have, integration with some level of on-
premises infrastructure for administration or other purposes.

Most organizations leverage Microsoft Active Directory (AD) as their primary identity
system to manage users, groups (distribution or security), and group policies. AD is the
identity management solution that is most widely used in enterprises, and the intention is
not for it to be replaced by Office 365. Most organizations that are migrating to Office 365
have their on-premises email systems, such as Exchange, and leverage on-premises
technologies such as AD for security and authentication purposes.

With Office 365, your organization has the option to utilize some or all of its programs, or
simply use and adapt parts of mailboxes to Office 365 or other programs such as SharePoint
and OneDrive. These are all examples of conclusions that organizations see using studies to
go to cloud, and this book addresses these kinds of everyday operations with planning,
distribution, setup, support, and management of Office 365 programs.

By the end of this book, you will have hands-on experience working with Office 365 and its
collaboration tools and services.

Office 365 being a dynamic technology, the reference links included in the
chapter are subject to timely updates.
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Who this book is for

This book is designed for readers who have a fundamental understanding of Office 365
services, but might not have technical expertise in the administration and configuration of
the on-premises technologies equivalent to those services such as Exchange, SharePoint,
Office, and Skype for Business. Office 365 has various technologies, and this book assumes
that the audience for each of these technologies has the relevant expertise to administer and
change some configurations on those workloads. This book includes information that can
serve multiple audiences and roles, such as information on how to implement the
fundamental workloads in areas such as migration plan, identity plan, network
assessments, and security. The audience must have some operational expertise for
managing AD, running network assessments, and making configuration changes such as
Domain Name System (DNS), proxies, and firewalls. Is not required but is advised in all
implementations to have a separate environment to test in lab and to implement the topics
covered in this book.

What this book covers

Chapter 1, Introduction to Office 365, describes what Office 365 is, gives an introduction to
Microsoft cloud productivity services, what they are where they reside, and what the
vision for the future is.

Chapter 2, Fundamentals of Office 365, explains the fundamentals or deploying technologies
in Office 365.

Chapter 3, Office 365 Basic Workloads, explains the basic workloads of Office 365.

Chapter 4, Identities and Authentication, explains basic identities and how to integrate Office
365 into your organization.

Chapter 5, Configuring Office 365, explains how to configure Office 365 and its services.

Chapter 6, Managing Office 365, understand how to manage Office 365 and who do we
manage.

Chapter 7, Exchange Online, provides an introduction to Exchange Online, planning,
migrating, and administering Exchange Online.

Chapter 8, SharePoint Online, describes what SharePoint Online is and how to implement it.

[2]
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Chapter 9, Skype for Business, describes what Skype for Business is and how to implement
it.

Chapter 10, Working with Microsoft Teams, introduces a new way to work as a team,
understand what is the future and so on.

Chapter 11, Delve, describes what Delve is and how to use it to be more productive.

Chapter 12, Managing Workloads, describes how to manage workloads, from basic to
complex tasks.

Chapter 13, Adopting Office 365, describes how to adopt Office 365.

Chapter 14, Monitoring and Support, describes how to monitor and how to support Office
365.

To get the most out of this book

The software required to this book is Office 365 subscription, it could be a trial that are
described in this book how to be created and also could be necessary additional software
depending on the workloads and scenarios that you need to implement. Those additional
necessary are described in each section of the chapter of the book.

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it from https://www.packtpub.com/sites/default/files/
downloads/Office365Essentials_ColorImages.pdf.

Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLSs, user input, and Twitter handles. Here is an
example: "Fill in your domain name, for example, yourdomainname . com, and click on
the Next button.”

[3]
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A block of code is set as follows:

Start-ADSyncSyncCycle -PolicyType Delta

When we wish to draw your attention to a particular part of a code block, the relevant lines
or items are set in bold:

SUserCredential = Get-Credential
Connect-MsolService —-Credential S$UserCredential

Any command-line input or output is written as follows:

Get-MsolUser -UserPrincipalName user365@o365pt.org | FL

Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"Choose the Sign-in status, assign licenses, and click Next."

Warnings or important notes appear like this.

Tips and tricks appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: Email feedback@packtpub.com and mention the book title in the
subject of your message. If you have questions about any aspect of this book, please email
us at questions@packtpub.comn.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www.packtpub.com/submit-errata, selecting your book,
clicking on the Errata Submission Form link, and entering the details.

[4]
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Piracy: If you come across any illegal copies of our works in any form on the Internet, we
would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packtpub.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in
and you are interested in either writing or contributing to a book, please visit

authors.packtpub.com.

Reviews

Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about our
products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packtpub. com.

[5]
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Introduction to Office 365

In this chapter, we will introduce you to the foundations of Office 365. This chapter will
cover the following topics:

e Office 365 products
e Office 365 plans

e Licensing

e Terminology

With this introduction of the foundations of Office 365, you will have a better
understanding of what Office 365 is.

Products within Office 365

The cloud is the latest innovation in the information technology (IT) world. Companies are
changing the way they use their technologies, migrating their workloads to the cloud to
access new technologies, and optimizing their budgets to be more competitive in the
market. These kinds of technologies have their own innovations and new features that are
only available in the cloud, while others might, eventually, be available on premises at a
later time.

Office 365 is a software as a service (SaaS) product, which means you don't need to worry
about energy, data centers, hardware, redundancy, operating systems, security, or features
updates. It is an enterprise solution available to organizations of all sizes, and one of its big
advantages is that you only pay for what you want to use.
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Office 365 Enterprise versus Office 365
Home

The difference between Office 365 Enterprise and Office 365 Home has to do with the
difference between the requirements of enterprises and large organizations versus those of
home users. Home users simply want to use the email system and simple editing tools, and
be able to share documents and files. Organizations need security auditing and access to
other types of information that the home users do not need.

Office 365 plans

What are the Office 365 plans? Plans are predefined mixes of products and features of Office
365 that you can use in your organization based on your needs.

This mix of products will consist of a combination of Exchange, SharePoint, Skype for
Business, and other workloads and features, for example:

¢ Office 365 ProPlus or Essentials: Desktop productivity suite

¢ Exchange Online: Enterprise-class email solution

¢ SharePoint Online: Collaboration, repository, and file sharing

¢ Skype for Business: Online communication, including video and voice calls

These productivity tools have their own features and, combined with other products, they
will have the integration that the end users need. Organizations need to keep their software
and solutions updated to be competitive in the market, and they need to evaluate their IT
costs based on what is needed and when. But with Office 365, these features are updated on
a weekly or monthly basis to help organizations stay up to date without requiring big
upgrade projects, such as those that are needed for on-premises systems.

While this book is based on a technology that is constantly changing, the core products and
plans have not changed much since the beginning of Office 365. The Office 365 plans differ
with respect to the Enterprise and Business plans according to the size and type of your
organization.

[7]
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At the time of writing this chapter, the plans are divided into six different groups:

e Home
Small business

Education

Nonprofit
e Enterprise
e Firstline Workers

There are also individual services, such as the following:

e Business-class email, for information refer
to https://products.office.com/en/exchange/exchange-online)

e File storage and sharing, for information refer
to https://products.office.com/en/onedrive-for-business/online-cloud-s
torage)

¢ Online meetings, for information refer
k)https://products.office.com/en/skype—for—business/online—meetings)

You can view the updated version of these plans here at https://
products.office.com/en/business/compare-more-office-365-for-

business-plans. The plan that is most used by organizations is the
Enterprise plan.

Periodic table of Office 365

One of the best ways to understand Office 365 is to start with the periodic table of Office
365, created by Matt Wade and Niels Gregers Johansen. To have access to the full-site
experience of the periodic table of Office 365, go to http://jumpto365.com/.

This periodic table was created for potential customers and users to easily and quickly
understand the products that make up Office 365, and to visualize the features combined in
the areas of each workload.

[8]
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Office 365 encompasses several workloads, and the periodic table of Office 365 shows these
as being grouped in several areas:

¢ Presentations: The tools to give and show presentations are as follows:
e Sway: Sway is an app in Office 365 that allows users to easily
create dynamic presentations in a web format. It is the next-
generation tool to create and share information. You can read more

at
https://support.office.com/en-us/article/getting-started-
with-sway-2076c468-63f4-4a89-aeb5f-424796714a8a?ui=en—

US&amp; rs=en-US&amp; ad=US.

e PowerPoint Online: PowerPoint Online is the web version of
PowerPoint, and is the light version of the desktop edition of
PowerPoint. It can be installed on a PC or Mac. You can create
presentations with images, transitions, and videos, among other
features. You can read more at https://support.office.com/en-
us/article/create-a-presentation-in-powerpoint-online-
21360025-7eef-4173-9d7¢c-08281d55f64a.

¢ Office Online: The tools to be more productive are as follows:
e Word Online: Word Online is the web version of Word, and is the
light version of the desktop release of Word. It can be installed on
PC or Mac. You can create and edit documents with basic

commands. You can read more at https://support.office.com/
en-us/article/video-what-is-word-aee9c7ff-f9¢c5-415f-80dc—-

103ad5e344d7?ui=en-USamp; rs=en-USamp; ad=US.

e Excel Online: Excel online is the web version of Excel, and is the
light version of the desktop edition of Excel. It can be installed on
PC or Mac. You can create and edit spreadsheets with basic
features. You can read more at https://support.office.com/en—
us/article/video—-what-is—excel-842fb550-07cb-42d1-9a9f-
c55789%9efed57?ui=en-USamp; rs=en-USamp; ad=US.

¢ OneNote Online: OneNote Online is the web version of OneNote,
and is the light version of the desktop edition of OneNote. It can be
installed on PC or Mac. You can create and edit notes with basic
commands. You can read more at https://support.office.com/
en-us/article/get-started-with-the-new-onenote-ab84fcc2-
£845-41ac-9c29-89b0720c8eb3.
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Introduction to Office 365

Chapter 1

e PowerPoint Online: PowerPoint Online is the web version of

PowerPoint, and is the light version of the desktop edition of
PowerPoint. It can be installed on a PC or Mac. You can create
presentations with images, transitions, and videos among other
features. You can read more at https://support.office.com/en—
us/article/create-a-presentation-in-powerpoint-online-
21360025-7eef-4173-9d7¢c-08281d55f64a.

* File storage and collaboration: The way that you storage and collaborate are as

follows:

e SharePoint Online: SharePoint Online is a web-based

collaboration platform that is designed to be the place where teams
work together in your organization. It can be used to create
intranets and extranets, and can be used to share your work with
other people and take your collaboration to the next level. You can
read more at https://products.office.com/en-us/sharepoint/

sharepoint-online-collaboration-software.

OneDrive for Business: OneDrive for Business is a cloud storage
service delivered by Microsoft that is part of Office 365, and is built
on the top of SharePoint. With OneDrive for Business, you can
store all your files, and share and access them from anywhere. You
can read more at https://support.office.com/en-us/article/
what-is—-onedrive-for-business-187£90af-056f-47c0-9656—
ccOddca7fdc2.

Delve: Delve is a search and discovery experience provided by
Office 365 that gives you a view and a central place to discover
content and people in your organization, with insights powered by
Microsoft Graph. You can read more at https://support.office.
com/en-us/article/what-is-office-delve-1315665a-c6af-
4409-a28d-49f8916878ca.

¢ Business application platform: The applications that you can leverage to the
next level of automation are as follows:
e PowerApps: PowerApps is a no-code tool to create next-

generation business applications that can connect your Office 365
services to your system's data in a fast and easy way. You can read
more at https://powerapps.microsoft.com/en-us/.

¢ Flow: Flow is the new generation of cloud-based workflow engines

created to automate business processes and help you with your
daily repetitive tasks. You can read more at https://flow.

microsoft.com/en-us/.
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Introduction to Office 365

Chapter 1

e Power BI: Power Bl is a powerful data-visualization and

exploration tool that can connect to multiple data sources and
easily generate dynamic and great-looking dashboards. You can
read more at https://powerbi.microsoft.com/en-us/.

¢ Outlook: The tool to work on your daily basis are as follows:
e Mail: Mail is the email service of Office 365 that is based on

Exchange Server provided as a service by Microsoft. You can read
more at https://support.office.com/en-us/article/mail-in-
outlook-web-app-ed7blcb9-ef40-4fbd-a302-278cc7f4dcfb5.

Calendar: Calendar is the part of your mailbox in which you

manage your schedule. You can read more at https://support .
office.com/en-us/article/calendar-in-outlook-web-app-

5219c457-dlfe-4c2f-9032-1a816b88e936.

People: People is the part of your mailbox where you manage your
contacts. You can read more at https://support.office.com/en-
us/article/people-overview—outlook-web—app-5fel73cf-e620-

4f62-9bf6-dab5041f651bf?ui=en-USamp; rs=en-USamp; ad=US.

Tasks: Tasks is the place within your mailbox where you can

create and manage tasks. You can read more at https://support.
office.com/en-us/article/getting-started-in-outlook-web—

app-0062c7be-£f8e3-486e-8b14-5c1£793ceefd

¢ Project management: The way that you have to manage your projects are:
¢ Planner: Planner is a simple and visually based work-management

tool that comes as part of Office 365. It allows you to create plans,
assign tasks to your team, and view these tasks in a Kanban board.
You can read more at https://products.office.com/en-us/

business/task-management-software

Project Online: Project Online is a central management tool that
you can use to manage complex projects and your project portfolio.
You can read more at https://support.office.com/en-us/
article/get-started-with-project-online-e3e5f64f-ada5-
4£9d-a578-130b2d4e5£11.

e Chat and conferencing: The tools to collaborate more efficiently are as follows:
e Skype for Business: Skype for Business is the enterprise unified

communication tool, with support for chat, audio and video calls,
conferencing, and online meetings. You can read more at https://

www.skype.com/en/business/.
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Introduction to Office 365

Chapter 1

e Teams: Teams is the next-generation, team-collaboration tool that

takes the place of the Hub to coordinate teamwork. It leverages
content from SharePoint, email, chat, and other tools to work

seamlessly, according to your daily needs. You can read more at
https://products.office.com/en-us/microsoft-teams/group-

chat-software.

¢ Small business applications: The small business applications are as follows:
* Bookings: Bookings is a simple, self-service scheduling application

designed for small and medium businesses, with native integration
with your calendar and availability. You can read more at https:/
/products.office.com/en/business/scheduling-and-booking—
app.

StaffHub: StaffHub is a simple shift- and schedule-management
tool designed for firstline workers. It helps to manage teams that
work in shifts and facilitates communication between team
members and managers. You can read more at https://staffhub.

office.com/.

e Employee profiles: The way you search the people to collaborate are:
¢ Delve: Delve is a search and discovery experience provided by

Office 365 that gives you a central place to view and discover
content and people in your organization, with insights powered by
Microsoft Graph. You can read more at https://support.office.
com/en-us/article/what-is-office-delve-1315665a-c6af-
4409-a28d-49f£8916878ca.

People: People is the part of your mailbox where you manage your
contacts. You can read more at https://support.office.com/en-
us/article/people-overview-outlook-web-app-5fel73cf-e620-
4£62-9bf6-dab5041f651bf?ui=en-USamp; rs=en-USamp; ad=US.

e Forms: This is where you can do some forms:
e Forms: Forms is a new tool for creating simple forms and polls,

and allows you to collect feedback from your organization's
employees or customers. You can read more at https://forms.

office.com/.

PowerApps: PowerApps is a no-code tool to create next-
generation business applications that can connect your Office 365
services to your systems data in a fast and easy way. You can read
more at https://powerapps.microsoft.com/en-us/.
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e Task management: The daily task management tools to collaborate daily are as
follows:
e Tasks: Tasks is the place within your mailbox where you can

create and manage tasks. You can read more at https://support.
office.com/en-us/article/getting-started-in-outlook—-web-

app-0062c7be-£8e3-486e-8b14-5c1£793ceefd

¢ To-Do: This is a task-management tool that is focused on the
individual. It comes with a mobile companion app and integrates
with Outlook. You can read more at https://products.office.
com/en-us/microsoft-to-do-list—-app.

¢ Planner: Planner is a simple work-management tool that is part of
Office 365, and allows you to create plans, assign tasks to your
team, and view these tasks in a Kanban board. You can read more
at https://products.office.com/en—-us/business/task-

management-software

e Social networking: This is where you can share to the organization using a wide
network:
¢ Newsfeed: Newsfeed is a simplified social experience based on
SharePoint that provides light social features to your intranet. You
can read more at https://support.office.com/en-gb/article/
what-items-appear-in-your—-newsfeed-bd3d9%9268-0408-4ad4-
bc51-2edec5406el6.

e Yammer: Yammer is a secure social network for your organization
that provides many powerful collaboration features not only for
internal users, but also for collaboration with users external to your
organization. You can read more at https://products.office.

com/en/yammer/yammer-overview.

In summary, this periodic table will help you understand the services and tools that are
included in Office 365.

If you are Portuguese like me, you can view the translated version (made
byIne)athttp://jumpt0365.com/#/periodictable/pt.
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Home

In Office 365 Home, there are four plans:

o Office 365 Home

o Office 365 Personal

o Office Home & Student 2016 for PC
e Office Home & Business 2016

These plans have the following features:

o Office 365 Home:
e Office installed on PC, Mac, or mobile devices

e 1 TB of OneDrive for Business

e Office 365 Personal:
e Office installed on PC, Mac, or mobile devices

e 1 TB of OneDrive for Business

o Office 365 Home & Student:
e Office installed on PC, Mac, or mobile devices

e Office 365 Home & Business:
e Office installed on PC, Mac, or mobile devices

To view all the latest features, go to https://products.office.com/en/office-365-home.

Business
In Office 365 Business, there are three plans:
e Office 365 Business

e Office 365 Business Premium
e Office 365 Business Essentials
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The main features of these plans are as follows:

e Office 365 Business:
e Office installed on PC, Mac, or mobile devices

e 1 TB of OneDrive for Business
e Office 365 Business Premium:
e Office installed on PC, Mac, or mobile devices
¢ 50 GB of mailbox
e 1 TB of OneDrive for Business

e Office 365 Business Essentials:
e 50 GB of mailbox

e 1 TB of OneDrive for Business

To view the latest features, go to https://products.office.com/en/business/office-
365-business.

Education

In Office 365 Education, there are two plans:

o Office 365 for Education (100% free)
e Office 365 Education E5

The main features of these plans are as follows:

o Office 365 for Education (100% free):
¢ Office on the web

¢ 50 GB of mailbox
e 1 TB of OneDrive for Business
o Office 365 Education E5:
e Office installed on PC, Mac, or mobile devices
e 100 GB of mailbox
e 1 TB of OneDrive for Business

To view the latest features, goto https://www.microsoft.com/en-us/education/
products/office/default.aspx.
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Nonprofit

In Office 365 Nonprofit, there are five plans:

e Office 365 Nonprofit Business Essentials
¢ Office 365 Nonprofit Business Premium
e Office 365 Nonprofit E1
e Office 365 Nonprofit E3
e Office 365 Nonprofit E5

The main features of these plans are as follows:

e Office 365 Nonprofit Business Essentials:
e Office on the web

e 50 GB of mailbox
e 1 TB of OneDrive for Business

e Office 365 Nonprofit Business Premium:
e Office installed on PC, Mac, or mobile devices

¢ 50 GB of mailbox
e 1 TB of OneDrive for Business
e Office 365 Nonprofit E1:
¢ Office on the web
¢ 50 GB of mailbox
e 1 TB of OneDrive for Business
e Office 365 Nonprofit E3:
¢ Office installed on PC, Mac, or mobile devices
¢ 100 GB of mailbox
e 1 TB of OneDrive for Business
e Office 365 Nonprofit E5:
¢ Office installed on PC, Mac, or mobile devices
¢ 100 GB of mailbox
e 1 TB of OneDrive for Business

To view the latest features, go to https://products.office.com/en/nonprofit/office-
365-nonprofit-plans—-and-pricing?tab=1.

[16]


https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1

Introduction to Office 365 Chapter 1

Enterprise

In Office 365 Enterprise, there are four plans:

o Office 365 ProPlus

e Office 365 Enterprise E1
e Office 365 Enterprise E3
e Office 365 Enterprise E5

The main features of these plans are as follows:

o Office 365 ProPlus:
e Office installed on PC, Mac, or mobile devices

e Office 365 Enterprise E1:
¢ Office on the web
¢ 50 GB of mailbox
¢ 1 TB of OneDrive for Business
e Office 365 Enterprise E3:
e Office installed on PC, Mac, or mobile devices
¢ 100 GB of mailbox
¢ 1 TB of OneDrive for Business
e Office 365 Enterprise E5:
e Office installed on PC, Mac, or mobile devices
100 GB of mailbox
1 TB of OneDrive for Business
Advanced security
Analytics (My Analytics)
Advanced voice features Public Switched Telephony
Network (PSTN)

To view the latest features, go to https://products.office.com/en/business/compare-

more-office-365-for-business-plans.
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Firstline Workers

In Office 365 Firstline there is, currently, only one plan:
o Office 365 F1
In this plan, the main features are:

e Office on the web
e 2 GB of mailbox
e 2 GB of OneDrive for Business

To view the latest features, go to https://products.office.com/en-us/business/

enterprise-firstline-workers.

Office 365 plans — summary

This summary is intended to provide you with a better understanding of the fact that the
plans that Microsoft has created are always based on the type and size of your organization.
It is possible to combine plans in the enterprise that fit your needs based on your
experience of these kinds of products. However, it is advised that you contact a gold
productivity partner to help you select which plans best fit your organization.

You can also see that the Office 365 service descriptions provide additional details about
each plan. For more information you can refer to https://technet.microsoft.com/en-us/

library/office-365-service-descriptions.aspx.

Feature availability across Office 365 plans

For specific information about the plans pricing and features regarding specific business
types, see the following web pages:

¢ Business: Office 365 Business plans and pricing
(https://products.office.com/en-in/compare-all-microsoft-office-produc
ts?tab=2)

¢ Education: Office 365 Education plans and pricing
(https://products.office.com/en-IN/academic/compare-office-365-educati

on-plans#)
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¢ U.S. Government: Office 365 U.S. Government plans
(https://products.office.com/en-IN/government/compare-office-365-gover
nment-plans)

¢ Nonprofit: Office 365 Nonprofit plans and pricing
(https://products.office.com/en-IN/nonprofit/office-365-nonprofit-plan
s—and—pricing?tabzi)

e Office 365 Germany: Office 365 Germany plans
(https://products.office.com/en/business/office-365-germany)

Many of the Office 365 business plans have add-ons that you can buy for your subscription.
An add-on offers added functionality to the subscription. For more information, you can

see the specific add-ons that are available for different versions of Office 365 for Business at
https://support.office.com/en-us/article/buy-or-edit-an-add-on-for-office-365-f

or-business-4e7b57d6-b93b-457d-aecd-0eab8bff07a6?ui=en-US&amp; rs=en-
US&amp; ad=US.

To view the latest features, go to https://technet.microsoft.com/en-

us/library/office-365-plan-options.aspx.

The following table is a summary of features across business subscriptions:

Office . Office . . . Office 3.65 .
365 Office 365 Office Office 3-65 Office 3-65 Enterpr-lse Office 3.65
Features Business 365 Business 365 Enterprise(Enterprise|E5 /Office |Enterprise
. . |Business . Education(E1 E3 365 E5 F1
Essentials Premium .
Education
Administers
Office 365
by using the
Ofﬁc'e 365 Yes Yes Yes Yes Yes Yes Yes Yes
admin
center or
Windows
PowerShell
Protects
content by
using Azure |No No No No No Yes Yes No
Information
Protection

[19]



https://products.office.com/en-IN/government/compare-office-365-government-plans
https://products.office.com/en-IN/government/compare-office-365-government-plans
https://products.office.com/en-IN/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en-IN/nonprofit/office-365-nonprofit-plans-and-pricing?tab=1
https://products.office.com/en/business/office-365-germany
https://support.office.com/en-us/article/buy-or-edit-an-add-on-for-office-365-for-business-4e7b57d6-b93b-457d-aecd-0ea58bff07a6?ui=en-US&rs=en-US&ad=US
https://support.office.com/en-us/article/buy-or-edit-an-add-on-for-office-365-for-business-4e7b57d6-b93b-457d-aecd-0ea58bff07a6?ui=en-US&rs=en-US&ad=US
https://support.office.com/en-us/article/buy-or-edit-an-add-on-for-office-365-for-business-4e7b57d6-b93b-457d-aecd-0ea58bff07a6?ui=en-US&rs=en-US&ad=US
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx
https://technet.microsoft.com/en-us/library/office-365-plan-options.aspx

Introduction to Office 365 Chapter 1
. . Office 365

Office |office [ lOffice  |Office 365 Office 365 |Enterprise|Office 365

Features Busin 365 Busin 365 Enterprise(Enterprise|E5 /Office |[Enterprise

SINESS IBusiness|o > %5 |Education|E1 E3 365 E5 F1
Essentials Premium .
Education

Mlcrc?soft No No Yes No No No No No

Bookings

Microsoft Yes No Yes Yes Yes Yes Yes Yes

Flow

Microsoft Yes Yes Yes Yes Yes Yes Yes Yes

Forms

Microsoft

Graph API Yes Yes Yes Yes Yes Yes Yes Yes

Microsoft No No No No No No Yes No

My Analytics

Microsoft Yes No Yes Yes Yes Yes Yes No

Planner

Microsoft Yes No Yes Yes Yes Yes Yes Yes

PowerApps

Microsoft

StaffHub No No No Yes Yes Yes Yes Yes

Microsoft Yes No Yes Yes Yes Yes Yes Yes

Teams10

Office Delve |Yes Yes Yes Yes Yes Yes Yes Yes

Office 365 Yes No Yes Yes Yes Yes Yes Yes

Groups

Ofﬁce 365 No No No Yes Yes Yes Yes Yes

Video

OneNote

Class No No No Yes No No Yes No

Notebook

Sway Yes Yes Yes Yes Yes Yes Yes Yes

To view the entire table, refer to https://technet .microsoft.com/en-us/

library/mt844095.aspx (Saved%20copy) .
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Licensing

Office 365's licensing is based on the type of organization you have. Office 365 is Microsoft's
productivity solution in the cloud. It is sold as suites that are available for every
organization, regardless of their size. Depending on the suite, Office 365 can include the full
downloadable Office client, also available as a set of web-based applications (Word, Excel,
PowerPoint, and so on), business-class email, file sharing, meeting and communications
solutions, and an internal collaboration social network—all while helping to keep data
private and protected from potential threats. Office 365 provides users with simple
management IT solutions, grants them access to the productivity solution from anywhere,
and comes with a financially backed service level agreement.

Subscription model

Office 365 provides the ability for organizations to add and remove licenses, and
enterprises are billed on an annual or monthly basis, depending on the type of subscription
and the way that you purchased them from our partner.

Office 365 volume licensing

For companies with enterprise agreements or similar contracts with Microsoft, Office 365
can also be licensed in volume. For more information on this, refer to the licensing guide
at: http://docplayer.net/17893150-0ffice-365-1icensing-brief.html.

Office 365 technical dependencies

The previously mentioned Office 365 suites are a collection of online services that, when
purchased together, give customers what we call a suite discount. Customers who do not
need or want to buy full suites can purchase individual services as separate products. Note
that some of these online services have technical dependencies on others. For example,
Exchange Online Protection (EOP) provides an added level of security to the Exchange
Online and/or Exchange server services; customers can't use EOP if they don't have either
Exchange Online or Exchange server deployed.

For more information on the technical dependencies, refer to https://technet.microsoft.

com/en-us/library/office-365-service-descriptions.aspx.
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Terminology

As more and more organizations move to the cloud, Office 365 is continuing to grow in
popularity. With this growth comes a variety of new terms that users and organizations
need to understand. The following is a list of common Office 365 terms that you should
familiarize yourself with as you explore this new world:

Microsoft Office 365: Microsoft Office 365 is a suite of productivity tools and
services that can be used both online and through desktop versions. Microsoft
Office 365 includes many productivity programs, such as Word, Excel,
PowerPoint, Outlook, SharePoint, and OneNote among others. It can be used like
a brand or just Office 365.

Microsoft 365: Microsoft 365 is a packaged offering of Windows, Office 365, and
security products.

OneNote: Microsoft OneNote is an application that helps you to take and share
notes, and supports multiple users editing at the same time. Users can use it to
take both handwritten and typed notes, audio, drawings, and screenshots.

OneDrive for Business: OneDrive for Business allows users to store, modity,
sync, and share files collaboratively in real time. OneDrive is a fully cloud-based
service.

Sway: Sway is a digital storytelling tool that helps to create new types of
presentation or personal stories.

SharePoint: SharePoint allows organizations to create websites to store, share,
and organize information from almost any device. With SharePoint, all of an
organization's important data can be accessed from any web browser and with
any device.

Outlook: Microsoft Outlook is the business email client that is part of the Office
365 suite. Outlook can also refer to a webmail client, Outlook Web Access
(OWA), which can be used to access email through a web browser.

Excel: Microsoft Excel is a spreadsheet tool that offers organizations the ability to
access and analyze many types of data.

PowerPoint: Microsoft PowerPoint is a program that helps to create
presentations. Users integrate data from other Office programs directly into their
presentations for presenting and sharing, and to share knowledge.

[22]



Introduction to Office 365 Chapter 1

e Skype for Business: Skype for Business is an enterprise product that is used for
messaging, voice calling, and video calling. Skype for Business has tools that help
organizations to communicate in an easy way. The following are some of these
tools:

e Skype Meeting Broadcast: Skype Meeting Broadcast is a platform
that helps organizations to broadcast and host online meetings to
large audiences of up to 10,000 attendees

e PSTN Conferencing: PSTN Conferencing is a feature that allows
users to dial into a meeting from a physical phone as opposed to a
mobile device or PC

¢ Cloud PBX with PSTN Calling: Cloud PBX with PSTN Calling
allows people in your organization the ability to connect to the
existing PSTN

¢ Microsoft Teams: Microsoft Teams is a new way of coworking, and is quickly
becoming the next generation of digital workplaces. It combines multiple Office
365 products, and exposes them so that they can be accessed in a central place.
Some examples of these products are Skype for Business, SharePoint, OneDrive,
and Planner, among others.

e Yammer: Yammer is a private social network for your organization. Yammer
helps your organization to connect and share information, and can be configured
to have groups outside of your organization.

e Office Online: Office Online is a suite of full, web-based versions of Word, Excel,
OneNote, and PowerPoint. It helps the users to work with documents from any
device using a browser.

e Microsoft Stream: Microsoft Stream is a new cloud-based video service that uses
the power of intelligent enterprise video to enable knowledge sharing, easier
communication, and connectivity in a secure enterprise environment. Microsoft
Stream is the successor to Office 365 Video, built on Azure Media Services. It
allows playback at scale across any device.

e Azure Rights Management Services (Azure RMS): Azure RMS is an
information-security solution to help organizations protect their data where the
content resides.

e Data Loss Prevention (DLP): DLP in Office 365 allows the management and
monitoring of and response to sensitive information within your organization
through content analysis.
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¢ Delve: Office Delve helps the users of your organization to reach and collaborate
more in a way that can view what is happening within your organization and
across Office 365.

e Azure AD Connect: Azure AD Connect helps your organization to synchronize
its on-premises identities to Office 365.

e PowerShell: PowerShell is another tool that helps organizations to automate and
perform several tasks. It allows administrators to write PowerShell scripts to
create users, create external contacts, and change user attributes.

¢ Admin delegation: Using admin delegation in Office 365, organizations can
assign some or all of Office 365's admin tasks to other users or to a Microsoft
Cloud Partner.

e Hybrid identity: If our organization includes both cloud and on-premises
infrastructure, hybrid identity management provides a method to integrate both
environments. With Azure AD Connect, you can synchronize users, groups,
contacts, and passwords to Office 365.

¢ Exchange Online: Exchange Online is a hosted email messaging solution of
Office 365 cloud-based services.

e Tenant: The word fenant refers to an Office 365 cloud area specific to your
organization.

¢ Tenant name: The tenant name is your domain name, such as
yourdomain.onmicrosoft.com. It is set up when you subscribe to Office 365
and it cannot be changed. When you create your tenant, the wizard that creates
your Office 365 subscription asks for your organization's name. If it is available, it
can be used. Now, with Office 365, within many organizations worldwide you
may have to choose a different name, such as
yourdomaincorp.onmicrosoft.com because some other organization in
another country may have chosen that name already.

e Screenshots and examples: The screenshots, examples, and instructions
described in this book are based on Office 365 with the 2016 versions of the
software in a tenant that has the first release option active, which might include
features that are previews of the final release before this book's publication date.
Given the constant evolution of Office 365, your Office 365 may not match some
of the instructions or screenshots in this book. This book will have regular
updates to address the changes to this new world.
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¢ Trust Center: This is a portal in which Microsoft shows, with great transparency,
a lot of information about security and privacy. In this portal, you can see which
products and services within your location have which certifications. You can
access it at https://www.microsoft.com/en-us/trustcenter/cloudservices/
office365. The Office 365 Trust Center is the portal that aggregates all updated
privacy and security issues related to Office 365 in just one location. The Trust
Center has three pillars:

e Privacy
e Security
e Compliance

In this portal, you will have access to recommended resources, documents, blogs, white
papers, and the service trust platform.

Summary

In this chapter, you learned about the main Office 365 products that are used in
organizations, the Office 365 plans that best fit most companies and which benefits
Microsoft has to give your organization, a summary of licensing that Microsoft uses for
organizations and how it will cover your support, and finally, terminology to help you in
this book to learn or to go over certain points or products that your organization already
has or will have in the near future.

You now have more information on what can be used in Office 365, and this chapter has
helped you understand the foundations of Office 365.

In the next chapter, you will learn the fundamentals of Office 365 to help you implement
Office 365 in your organization successfully.
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Fundamentals of Office 365

In this chapter, we will cover the fundamentals of Microsoft Office 365, based on the
experience and best practices gathered from previous implementations. We will go through
the following topics:

e Planning Office 365

e Evaluating Office 365

¢ Deployment Office 365
e Descriptions Office 365
¢ Analysis Office 365

With this knowledge, you will have a better understanding of how to implement Office 365
in your organization.

There are business challenges in all implementations of Office 365. The following are some
statements from organizations that have gone through the process:

We have to make
sure everything
works on
everyone's
mobile devices

want more
control over
what tools some
of our employees
have

People who don't Nowadays,

work in the same we are more
location need to cost-conscious

work together than ever
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Planning Office 365

Office 365 is a platform that was created to bring Office to the cloud and make it available
not only for large enterprises, but also for small organizations.

All organizations, regardless of size, need careful preparation, even for small migrations.
Organizations that have on-premises solutions need to be integrated with Office 365, and
may require additional preparation, depending on each workload (as is the case with
Exchange, for instance). The requirements and objectives for each type of migration can
vary depending on the complexity of the environment, the on-premises version, and other
factors.

The planning phase is critical to using the base technologies to leverage and implement
Office 365. Office 365 includes several cloud-optimized productivity services, such as
Exchange Online, SharePoint Online, Yammer, Skype for Business, and Microsoft Teams
hosted by Microsoft, that will take your organization to the next level.

Using Office 365, you will have the following advantages:

Anywhere
Access
Trusted
ERra Service

How to plan for Office 365

It is advised that all organizations do a proof of concept to adopt any new technology. It is
the same with Office 365. When you are evaluating a new technology that you are not
familiar with, it is always recommended to pilot this new technology in your organization
to improve the chances of a successful project.

To plan according to the size of your organization, you will need to perform a set of tasks
related to the base service and to each specific workload, such as planning according to
your environment.
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Base service

All projects, regardless of the size of the organization, need to have planning. These are
initial tasks that are needed for a project to be successful, assuming that all workloads work
as expected. We need to remediate some tasks in order to avoid issues during deployment
and to have a good experience with collaborators.

One issue that is common in some organizations when moving to a cloud solution is the
stability and performance of their internet access. Another issue could be how the
organization will manage Office 365 and whether they have the right skills to support,
implement, and maintain it as this book describes.

All these kinds of issues must be resolved before we go live with a project on Office 365.

What is Office 365?

Office 365 is a productivity suite of services hosted in Microsoft's public cloud that also
includes the latest version of Office desktop applications.

To know where your data is stored based on your location, please go to
https://products.office.com/en-us/where-is—your-data-located?geo=Al1l to see all
the regions where Microsoft has data centers that host Office 365 services.

If your organization is based in Europe, and the headquarters is in Portugal, for example,
the data center locations, by default, are as follows:

Ireland
Netherlands
Austria
Finland

If your location is in a specific country, such as the UK, Germany, or
France, then there are other data centers available in your region.
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Continuing with the example of the main services in the Europe region, you can see where
each service resides based on its location:

Exchange Online OneDrive for Business SharePoint Online Skype for Business
Austria Ireland Ireland Ireland
Finland Netherlands Netherlands Netherlands
Ireland
Netherlands
Office 365 Azure Active Directory
Microsoft Teams Sway OneNote Services Azure Active Directory
\reland United States Ireland Ireland
Netherlands Netherlands Netherlands

Yammer United States

Planner United States School Data Sync

Ireland
Netherlands

Ireland
Netherlands
Project Online

Ireland
Netherlands

If you need to know more about where your data is, such as how the data is stored and
who owns and has access to it, you can access the following sites:

o Office 365 Trust Center: For more information refer
to https://products.office.com/en-us/business/office-365-trust-center-
welcome

e Data location: For more information refer to http://0365datacentermap.
azurewebsites.net/

How is a data center built and what components can it
have?

A typical data center can have several components, such as the following:

e Networking
e Computing
e UPS
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o Transformers

¢ Generators

e Power supply

e Computer room air conditioning (CRAC)
Chiller

Condenser

Cooling towers
e Water supply

The following image is a graphical representation of all the components that a data center
can have, along with their connections to the IT load:

P
Transformer  Generators  Power supply
lh ml-las £
= =
CRAC Chiller Condenser Cooling towers  Water supply

The evolution of data centers has now reached the fifth generation, with optimizations in
energy efficiency based on the evolution of engineering, new technologies, and
consolidation.

You can see a video called Discover World Class Security at Microsoft’s Datacenters at https:/
/www .youtube.com/watch?v=rlcyTL8JgRg.

If you need to know more about where your data is located, you can go to
https://www.microsoft.com/en-us/TrustCenter/Privacy/where-your-data-is-located

where you'll find all the information that you need.
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Microsoft is constantly expanding its Azure datacenter regions. You can refer to the
updated datacenter regions at https://azure.microsoft.com/en-us/global-

infrastructure/.

You can see the regions of Office 365 by visiting at https://products.office.com/en-us/

where-is-your—-data—-located?geo=Al11.

Specific products

Office 365 is a suite of products and services provided by Microsoft. All these products,
such as Exchange, Teams, SharePoint, and Office, have their roles in Microsoft's approach
to productivity and the modern workplace. Your organization should know the differences
between them before implementation.

If your organization is moving personal files to OneDrive for Business, the implementation
of Office 365 ProPlus may require some adjustments to your infrastructure. You should
create a plan for deploying each workload required on each phase of your deployment and
project. You need to resolve possible issues and perform the remediation tasks required to
accomplish your goals.

Initiating an Office 365 project

To start the implementation plan for Office 365, you need tools that are required for
enterprise customers. You can use third-party tools that are available to partners to help
you plan your project.

Microsoft has resources that help you to organize projects and, if your organization
requires it, you can also use some of the following:

¢ Deployment guides
Office 365 readiness checks
Service descriptions

Remote connectivity analyzer

Bandwidth and reliability network analyzer

There are many tools available online that can help you. For example, you can have Office
365 Admin center, which is available in your tenant.

[31]


https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://azure.microsoft.com/en-us/global-infrastructure/
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All
https://products.office.com/en-us/where-is-your-data-located?geo=All

Fundamentals of Office 365 Chapter 2

Itisavaﬂabkeusﬁu;https://portal.office.com/adminportal/home#/homepage,ifyOu
already have an Office 365 tenant. In the next section of this chapter, we will see how to
create one.

You can learn more about it at
https://support.office.com/en-us/article/About-the-0Office-365-admin-center-758b

efcd4-0888-4009-9£f14-0d147402£d23 or
https://support.office.com/en-us/office365admin.

There is also the Microsoft Tech Community, which has several communities available at
https://techcommunity.microsoft.com/t5/Communities/ct-p/communities

Evaluating Office 365

In every project or deployment of Office 365, it is advised that you evaluate Office 365
regardless of whether it is for a small, medium, or large organization.

Office 365 is a suite of products that is ready to use. It comes with a basic configuration of
the products, but it's necessary to deploy the featured technologies themselves, such as
Exchange, SharePoint, Skype for Business, and Office. Some preparation may be required
depending on the size of your organization. If it's an enterprise organization, you will
probably want to integrate it with on-premises technologies, such as your Active Directory
(AD).

To try out Office 365, follow the instructions to create the Office 365 trial in the following
section.

Installing the Office 365 trial

In every organization, it is advised that you create a separate, nonproduction Office 365
tenant to achieve several objectives, such as the following;:

¢ Experiment with new releases
e Develop new concepts
e Learn more

Create lab and development initiatives

Test prior to going into production
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To create an Office 365 tenant, go to https://products.office.com/en/try and select the
desired Office 365 plan. You will see how to create an Office 365 E3 trial by going to
http://go.microsoft.com/fwlink/p/?LinkID=403802:

1. At the start of the process, the following screen will appear:

Ofﬁce 365 Enterprlse E3 Tr.\al Want to add this to an existing subscription?

Welcome, let's get to know you
| T

This can't be changed after sign-up. W

First name Last name
Business email address
Business phone number
Company name
Your organization size ~
Next @

2. At this step you need to fill out all the requested data fields, as shown in the
following screenshot. Once you have filled all the data fields, click on Next:
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Office 365 Erterprise £3 Trial o v o s [T
3 3

Welcome, let’'s get to know you

hy notz
Nuno Arias Silva
youremail@domain.com

-1

Your Company Name

50-749 people -

Next @

BT Microsoft  Lecal  Communn ity Privacy & cookies

When you select your country, the Office 365 service will create the tenant
in the datacenters of your region. At the time of creation, the place where
your tenant will reside can't be changed, and if you need to change the
region, you will have to perform a migration.

3. Now fill in the required details, as shown in the following screenshot:

Office 365 Enterprise £5 Ira O

Create your user ID

You need a user ID and ord to sign in to your account.

AdminUsername @ | yourcompanydomain mmicosoft com (@

v AdminUsername@yourcompanydomain.onmicrosoft.com

ganization is bound by s ay

Create my account &
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4. Itis advised that you create an admin account that is used only for Office 365.
Select a username that is different from any other user within your on-premises
system or email system within your organization.

After you choose a tenant name, such as
yourcompanydomain.onmicrosoft.com, you won't be able to change it
anymore, because Microsoft uses this name to differentiate tenants from
each other. It will remain your tenant's name hereafter, without the
possibility of being changed. This tenant name is used, for example, to
access SharePoint Online, proxy addresses for Exchange mailboxes,
OneDrive, and so on.

5. In the next screen you will be asked to prove that it is not an automated system
that is creating the tenant, to avoid the mass creation of tenants:

6. Select either the Text me or Call me option, and you will receive a confirmation
code. I have received the following code to confirm that I'm not a robot:

Office 365 Enterprise E3 Trial LD SR BT m

Prove. You're. Not. A. Robot.

7. After you click Next, Office 365 starts creating your tenant, and will request that
you wait for a few minutes, as shown in the following screenshot:

[35]




Fundamentals of Office 365 Chapter 2

Office 365 Enterprise E3 Trial

Save this info. You'll need it later.

Sign-in page

Your user ID

Please wait

BT Microsoft  Lesal  Community  Privacy & caokoes

8. After the creation of the Office 365 tenant, it will ask you to save the URL of the
Office 365 portal (http://portal.office.com)and your user ID.

9. After you click on the You're ready to go... option, the Office 365 tenant is
created:
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You can now start using Office 365. Since it is a trial version, you will have 25 user
licenses available to use during the period of a month.

10. You can now start by going to the Admin center and clicking on Admin to learn
more as shown in the following screenshot:

Good afternoon

ey |

11. The following is the view of the Office 365 Admin center, where you have access
to the Admin centers of all other services:
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Admin center

Office 365 Enterprise E3 setup is incomplete. Get someone to help you

Welcome to the admin center

3 Support

@ Need belp? O Feedback

In the Admin center, you can do the following;:

e Search for users, groups, settings, or tasks using the search box

e Navigate to the Admin centers, using the menu

e Access the homepage of the Admin centers to find the most-used

and common tasks

This part of the evaluation is the phase in which you, as an administrator, create the Office

365 tenant and prepare for the deployment phase.

Deployment

The deployment phase is a very important part in implementing Office 365. It is where you
set up and start using your products based on the requirements of your organization.
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When you start planning your deployment of Office 365, it is advised that you follow the
best practices described in the following steps:

1.

Start of the project: This stage is initiated when the planning phase described
earlier in this chapter ends and it is accepted. At this time, the project manager
starts coordinating the activities of the team and starts providing feedback to the
sponsor of the project.

Assessment: At this stage, the planning team starts to create an inventory of all
areas needed in the on-premises environment that could necessitate updates to
the infrastructure. This step is essential in order to avoid problems with the
deployment, and requires configuring the relevant features for the integration
with Office 365 workloads, such as Exchange Online, desktops, network, firewall,
and others. We need to see whether the products that will be integrated with the
online services match the currently supported versions. The result of this stage
will be that you find the areas that are in need of remediation and which risks are
critical to fix before the project goes further. It is advised that you create a
checklist based on the workloads that you are going to deploy in order to have
sufficient data for the next phase, based on what has been discovered so far.

Remediation: The issues detected and risks identified in the assessment phase
need to be mitigated by the members of the team to safeguard the deployment.
At the end of this stage of the project, the project manager can confirm that the
enabling phase should start and informs the sponsor of the project.

Enabling: If your organization needs to have a common identity system between
Office 365 (which relies on Azure AD) and the on-premises system, and if you'd
like to have the same login as the email address, then you will need to install and
configure AD Connect to enable synchronization of the objects-users, groups,
and so on with your Office 365 tenant. You'll also need to identify the necessary
team members to perform these tasks and to set up the initial plan.

Migration: In this stage, if your main objective of the project is the migration of
email, you will need to migrate the mailboxes with all information regarding
emails, calendars, and contact data to Office 365. You'll also need to plan what
the best migration type is, depending on the requirements, and to plan according
to best practices.

End phase: The project is completed when all the initially planned objectives are
completed. At this stage, a subset of users starts actually working on Office 365.
The sponsor needs to confirm that the scope of the project is done and all
documentation is completed.
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7. User feedback: It is a best practice in all projects where you implement the latest
technologies, such as cloud services, that your end user accepts the project and
provides feedback that all people are satisfied. Without this important phase, you
will not know how the users are using the products, and what the next projects
are, and you will not be able to start using your system with your users satisfied.

The following is a cycle that you can use in all projects:

Start of the
Project

End Phase
Enabling

Office 365 descriptions

The Office 365 descriptions are what I call the Bible of Office 365. This information can help
any organization to learn about Office 365 and its services. You find information about

many of the services at
https://technet.microsoft.com/en-us/library/office-365-service-descriptions.asp

X.

To learn more about each service, see its description:

Office 365 Platform Service Description

Office Applications Service Description

Office Online Service Description

Exchange Online Service Description

Exchange Online Protection Service Description

Exchange Online Advanced Threat Protection Service Description
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Exchange Online Archiving Service Description

OneDrive for Business Service Description

SharePoint Online Service Description

Skype for Business Online Service Description

Workplace Analytics Service Description

Power BI Service Description

Project Online Service Description
e Yammer Service Description
e Microsoft Dynamics 365 (online) Service Description

In these descriptions, you will find information such as the following;:

e The SLA that the services have
The limitations of your mailboxes

How much storage space you have in SharePoint Online and OneDrive for
Business

What the limits are when sending emails with Exchange Online
The difference between Office 365 plans

Office 365 analysis

To analyze any environment on-premises that might be needed for Office 365 to work, you
can use tools such as the following:

e Deployment guide
Office 365 readiness checks
Service descriptions

Remote connectivity analyzer

Bandwidth and reliability network analyzer
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There are references provided by Microsoft that describe the best practices in starting a
project. The following is a summary of each tool and guide to help you with each project:

Deployment guide: For more information on deploying Office 365 Enterprise in
your organization refer

to https://support.office.com/en-us/article/Deploy-0ffice-365-Enterpri
se-for-your-organization-ee73dafb-be54-492e-bcfd-0fbfb5f65e94

Set up Office 365: To set up Office 365, follow these steps:

Start an Office 365 trial

Assign your domains to Office 365

Install AD Connect to synchronize objects
Configure services and apps on Office 365
Migrate your data to Office 365

Help your employees to adopt and use Office 365

SESUN S

Office 365 readiness checks: For more information on setup with health,
readiness, and connectivity checks, refer

to https://technet.microsoft.com/en-us/library/dn771227.aspx

Service descriptions: For more information on Office 365 service descriptions,
refer

to https://technet.microsoft.com/en-us/library/office-365-service-desc
riptions.aspx

Remote Connectivity Analyzer: For more information on remote connectivity
analyzer refer to https://testconnectivity.microsoft.com/

Bandwidth and reliability network analyzer: For more information fast track
network analysis refer to http://eml-fasttrack.cloudapp.net/o365nwtest

There are many other Microsoft tools that you can use, such as Office 365 Checks, which is
the best way to learn if you are ready to work with Office 365.

You can gotohttps://configure.office.com/Scenario.aspx?sid=11 and choose the
options that you need. I will describe this process as follows:

It is advised that you run this process on a machine that is on your AD
domain and that is connected to your network to do the assessment.
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Select the option that you need:

Quick (basic checks that completes in just a few minutes) is the option that you can
choose if you just want to learn the basics:

] Office 365

Office 365 health, readiness, and connectivity checks
We'll look at how you're set up now and check for settings that might cause problems. Our results will identify possible issues and suggest changes you can make to have the best
experience with Office 365.

Select how we should run our checks and then click Next to get started.

D Quick (basic checks that complete in just a few minutes)

[] Advanced (detailed checks that can take up to an hour to run, including checks for enterprise scenarios such as directory synchronization)

Cancel

When you select Quick, you will see the following screen:

] Office 365

Office 365 health, readiness, and connectivity checks

Wait a moment while we get everything ready...
%

.
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The subsequent steps will be different depending on which option you choose; follow the
steps according to what your preferred option is. At the end, it will evaluate possible issues
that you need to remediate in your on-premises environment prior to implementation, for
example, AD Connect and Exchange hybrid.

Another tool is the Office 365 Best Practices Analyzer for Exchange Servers, which you can

access using https://support.office.com/en-us/article/about-the-office-365-best-
practices-analyzer-for-exchange-server-cl37e46e-c05d-4bdc-b968-67fe5ae6876572ui=

en-USrs=en-USad=US.
You can use the Office 365 Best Practices Analyzer in the following environments:

¢ On-premises Exchange server only (Exchange 2013 or later)
e Hybrid configuration (with Exchange 2013 or later)

You can also go to https://portal.office.com/Tools to have access to several tools
like Skype for Business, SharePoint, OneDrive for Business, Yammer and so on.

Summary

In this chapter, you have learned about the fundamentals of Office 365. Planning is key
whenever you need to execute a project, regardless of its size. Evaluation is a continuous
process that is advisable for any project and implementation. We went through a summary
of a standard deployment process to learn more about successfully deploying Office 365.
You have also learned about the various service descriptions within Office 365, and learned
which Office 365 service maps to which Office 365 plan and how to map them with each
other. You also learned about their service limits and how to analyze their vulnerabilities in
order to always keep them updated.

You now have more information that will help you to understand the fundamentals of
Office 365.

In the next chapter, you will learn the basic workloads of Office 365. It will cover the three
most used workloads of Office 365 to help you get started quickly.
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Office 365 Basic Workloads

In this chapter, you will learn or understand more about the most used workloads on Office
365. This chapter will cover the following topics:

e Exchange
e SharePoint

e Skype for Business and Microsoft Teams

With this foundation, you will learn more about each service and how to use them in the
base system.

Microsoft Exchange Online

Microsoft Exchange Online is the email service provided by Microsoft. At the time of
writing, the most current version is Exchange 2016. This version was designed with Office
365 in mind, specifically to support multiple tenants in each Exchange organization, with
the required logical separation and security controls in place.

The main function of Exchange is to provide a robust and secure email platform that can be
used to communicate, make appointments, manage tasks, and organize emails in inboxes.

Exchange server is an enterprise class server that was first launched in 1996 and is currently
the most widely-used email system in organizations. It provides a rich set of features such
as:

Routing and transport rules

Encrypted and secure mail

In-place hold that allows you to retain emails forever

e eDiscovery features to search for specific content throughout the whole
organization
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Microsoft Exchange Online is divided into three main workloads, depending on where the
mail is stored and what the destination is:

¢ Exchange Online Protection (EOP): It is a Microsoft service that protects the
Exchange platform from malware and spam.

¢ Exchange Online: Exchange Online is the main component of the Exchange
platform and where the user data resides.

¢ Exchange Online Archive: It is a system that is used for archiving the email that
is not needed in an offline device. Some plans have an unlimited storage quota.

The following diagram shows how email messages go through each of the Exchange

platform components:
Exchange Online
Protection ‘ EOP '

Exchange Online Exchange

Exchange Online Archive
Archive

When Office 365 first receives an email, it goes through EOP and the message hygiene is
analyzed; a set of algorithms are run to detect whether the message is safe to be delivered
to its destination. After the email has passed through EOP, it goes to the Exchange Online
mailbox, where you normally work with your inbox and folders. The last service is the
archive, which is the part of the platform that handles old emails as a secondary mailbox.
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In Exchange Online, you can choose from two separate plans, Plan 1 and Plan 2. The main
differences between these plans are as follows:

Exchange Online plan Plan 1 Plan 2

Capacity in primary mailbox 50 GB 100 GB

Capacity in archive 50 GB Unlimited
Communications Not available Instant messaging
Retention and preservation Not available In-place hold

It is possible, in the same tenant, to have different subscriptions and combine the products
needed for each organization to accommodate its needs at any point in time. However, each
user can only be assigned one plan for each workload.

You can switch licenses at any time, but it is advised that the operation of
the switch be done simultaneously, and not in two steps, to avoid
removing and then adding the license. These simultaneous operations will
evict, for example, the deletion of the mailbox and a reconnect to the same
user which may cause some issues.

When you remove a license, the data is removed, and you have 30 days to recover it, if it
was a mistake. Unless the data is under a legal hold, after 30 days of being deleted, it will
no longer be recoverable.

Exchange Online Protection

Exchange Online Protection configuration is integrated into the Exchange Admin Center
(EAC).

This service was created to protect the Exchange system. It holds the responsibility of
protecting, filtering, and maintaining the hygiene of all emails, as a protective layer, before
they hit the inbox of the end users.

As a layer that exists outside of the Exchange core, it creates a protective shield that
mitigates some security risks. This system was created as a distributed computational
platform, across all Microsoft data centers, to have the ability to scan, protect, and deliver
legitimate emails in the fastest way possible.

[47]



Office 365 Basic Workloads Chapter 3

The view of EOP administration is shown in the following screenshot:

Office 365 Admin ; Nuno Arias Silva ﬁ!

Exchange admin center

dashboard malware filter connection filter spam filter outbound spam quarantine action center  dkim
- + 7 [s]
~ ; N ENABLED NAME PRIORITY
Default Lowest Default
Enabled
protection Relative priority: Lowest

1 selected of 1 total @ Need help? FesiTy

Exchange Online

Microsoft Exchange Online is the system where all the main actions of the users happen,
and that is why it is a core part of the platform. It is where users have their inboxes,
calendars, and so on, and where they access the services that they need for their daily tasks,
either using a mobile, tablet, or other devices like a PC.

In Exchange Online, there are some limits to avoid behaviors that could damage your
reputation. For example, it's only possible to send 30 emails per minute from a user's
mailbox. If you need to send emails in bulk, for a marketing campaign, for example, it is
advised that you use third-party services or use other systems with different
infrastructures.
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Here, you can see the view of a mailbox in Office 365, using Outlook Online:

[}
»
<
]

Monitor Filter v From v email@nuno-sika.net

Share availability

Now you can let people see when you'e avai

including people who can't see your free or
status.

=R

K

Exchange Online Archive

The Microsoft Exchange Online Archive is the system that provides the end user with an
archive for the emails that are not needed offline. It is a feature that must be enabled by the
administrator and will help users with large mailboxes before they hit maximum capacity,
by storing older emails in an online archive. As the name says, these emails are only
accessible while the user is online, as in, with internet access to Office 365. If, for example,
you use Outlook desktop and you have offline cache active to your primary mailbox, you
will not have access to the archive if you are working in an offline context, without internet
access.

In Exchange Online Plan 2, you have archive with unlimited storage.
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The following screenshot shows a view of Exchange Online Archive:
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To access EAC, go to https://portal.office.com. Select the Admin option, as shown in
the following screenshot:

Office 365

Good mommg & Install Office 2016

Other installs

[0 11

7|

Planner
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In the Admin center, in the Admin centers section, select the Exchange option:
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After connecting to Exchange Online administrator, you will have access to a website that
allows you to centrally manage everything about Exchange, as shown in the following
screenshot:

Office 365 Admin

Exchange admin center

dashboard Welcome

recipients permissions compliance management

mail flow

mobile public folders unified messaging
mabile device a public foder UM dial pla
public folder mailboxes

hybrid

In chapter 7, Exchange Online, we will dive deeper into Exchange Online.

SharePoint

Microsoft SharePoint is a web-based collaboration platform that allows organizations to
manage content in a secure and central place, and is meant for teams to work together. It
can be used to create the intranet portal for the organization, as well as different types of
sites, such as team sites, Wikis, document repositories, and much more. These sites can
store and organize information, which can be shared with others, and accessed from almost
any device. Microsoft has launched specific mobile applications for the most used mobile
operating systems—Android, iOS, and Windows Mobile.
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SharePoint Online is the cloud hosted version of SharePoint server technology that started
as SharePoint Portal Server 2001 and whose current version is named SharePoint Server
2016. At the time of writing, Microsoft has already announced the next version, SharePoint
Server 2019, to be launched by the end of 2018.

As a productivity service built for collaboration and document management, SharePoint is
well suited to serve as the organization's intranet. With a huge set of features and out-of-
the-box integration with other Office 365 services such as Microsoft Flow and PowerApps,
it can also support business processes and applications.

SharePoint Online has many capabilities that enable scenarios, such as:

e Intranet portals
¢ Extranet portals (supporting external access to company information)
¢ Collaboration portals, as a place for teamwork, or for specific projects

e Document center leveraging metadata, workflows, document templates, and
information policies

¢ Enterprise search supporting powerful relevance-based faceted search across
multiple content stores

o Workflows either using its internal workflow engine or Microsoft Flow

e Forms both using native forms or more advanced forms based on Microsoft
PowerApps

Being a highly extensible platform, you may also develop your own custom applications
(called SharePoint Add-Ins), or install applications developed by third parties and made
available through the SharePoint store, to provide additional capabilities to SharePoint.

For SharePoint Online, there are individual plans—SharePoint Online Plan 1 and Plan 2,
which you can buy separately.

The main differences between the plans are as follows:

SharePoint Online plan Plan 1 Plan 2
Capacity of OneDrive 1TB Unlimited *
Capacity on archive 50 GB Unlimited
Retention and preservation Not available In-place hold
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* For subscriptions of five or more users, Microsoft will initially provide 5 TB of OneDrive
storage per user, but allows customers to request additional storage space by contacting
Microsoft support.

The following screenshot shows an example of a team site in SharePoint Online:

Office 365 SharePoint

o o Office 365 settings ) SHARE Yy K
Home / EDIT LNKS SharePoint settings his site
. Shared with...
Collection-1
Edit page
Home Get started with your site  semove Tris Add a page
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Pages
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Change the look

Recycle Bin

# EDIT LNKS Site settings
Getting started
Newsfeed Documents 7
P —— @ New 1 upload &} sync v
Find a file el

To access the SharePoint Online admin center, go to https://portal.office.com. Select
the Admin option as shown in the following screenshot:

A 3 ? Nuno Arias Sil

¥ Install Office 2016

Other installs

Planner

In the Admin center, in the Admin centers section, select SharePoint option, as shown in
the following screenshot:
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Office 365 Admin center
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After connecting to SharePoint Online administrator, you will have access to a central place
to administer SharePoint, as shown in the following screenshot:
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In chapter 8, SharePoint Online, we will dive deeper into SharePoint Online.
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Skype for Business and Microsoft Teams

Besides SharePoint, Office 365 includes two other important tools in the collaboration
space—Skype for Business and Microsoft Teams.

Skype for Business

Microsoft Skype for Business is the enterprise unified communications tool that supports
chats, audio and video calls, conferencing, and online meetings.

Connect your teams through the applications they use on a daily basis, such as Office. With
Skype for Business Online, you can make things easier within your organization, with one
platform for calling, conferencing, video, and sharing.

This journey started in 2003 when Microsoft released the Live Communications Server
2003, followed by Microsoft Office Communicator and Lync, which later became Skype for
Business in 2014. Skype for Business is available across devices, both mobile and desktop.

To access the Skype for Business Online admin center, go to https://portal.office.com.
Select the Admin option, as shown in the following screenshot:

Office 365

Good morning
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In the Admin centers section, select Skype for Business option, as shown in the following
screenshot:
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After connecting to the Skype for Business admin center, you will have access to a central
place to administer Skype for Business, as shown in the following screenshot:
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Microsoft Teams

Microsoft Teams is a new tool in Office 365. It is the next generation of collaboration tool,
designed to be the hub for teamwork, with deep integration with SharePoint, email, chat,
and other tools.

It became generally available on March 14, 2017 and after just 1 year, thousands of
organizations adopted this powerful tool included in the Office 365 suite. It has become the
ultimate hub for teamwork, allowing team members to perform all their actions without
having to leave the tools interface. Its impressive extensibility enables several integration
scenarios, which also contribute to its popularity in organizations.

The following screenshot shows the Microsoft Teams client application:
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Microsoft is bringing Skype for Business Online capabilities into Microsoft Teams, and you
can read more here at https://blogs.office.com/en-us/2017/09/25/a-new-vision-for-

intelligent-communications—in-office-365/.
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To access Microsoft Teams configuration, go to https://portal.office.com. Select

the Admin option, as shown in the following screenshot:
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In the Admin center, in the Settings section, select Services & add-ins option, as shown in

the following screenshot:
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In the Services & add-ins section, select Microsoft Teams option:
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In this panel, you have the general configuration of Microsoft Teams where you can
configure several settings. To get access to the client version of Microsoft Teams, download
itat https://teams.microsoft.com/downloads:
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On this page, you have access to the client versions both for desktop and mobile platforms.

To get access to new features and see what is coming, go to the Roadmap page of Office 365
at https://products.office.com/en-US/business/office-365-roadmap:

- - = af
= Microsoft Search Office P W Nuno '?)

Office Products Resources v Templates Support Contact sales ~

Office 365 Roadmap

The Office 365 Roadmap lists updates that are currently planned for applicable subscribers. Updates are at various stages from being in development to rolling-out to customers to being generally
available for applicable customers world-wide.

Start typing to search Office 365 Roadmap items. 4l Download Roadmap (3)

&) Launched

_] 90 Fully released updates that are now generally available for applicable customers %
e .

<= Rolling Out

44 Updates that are beginning to roll-out and are not yet available to all applicable customers v

€33 In development
_] 93 Updates that are currently in development and testing AN\

Summary

In this chapter, you have learned about the most widely used workloads in Office 365.
Exchange Online is the platform that is most used to collaborate and communicate,
supporting workloads such as emails and calendars. SharePoint Online is the collaboration
platform used for intranet portals and business processes. Skype for Business Online is a
real-time communication platform.

You now have more information about the most widely used workloads, the contexts they
are commonly applied to, as well as how to access their management portals.

In the next chapter, you will learn basic and advanced scenarios of authentication and
identities used in Office 365. The chapter will cover the three most widely used
architectural scenarios for identity and authentication.
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|dentities and Authentication

In this chapter, you will learn and understand more about identities and the
implementation of the different authentication scenarios supported in Office 365. These
topics are discussed across the following three sections:

o Azure AD
e Core identity scenarios
¢ Office 365 management

With this foundation, you will learn more about each scenario and decide which one best
fits your organization.

Azure AD - user management

Azure AD was the first service made available on Azure, and it is the authority service for
user management in Microsoft Office 365. It is a core service, built on a global
infrastructure, meant to provide a base identity management system to each organization.

What is identity management? It is a foundational system for any environment, which
maintains the identity of each user object in a central location and controls access to other
users, resources, and objects of that environment.
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Identity management has two components—authentication and authorization, as shown in
the following figure:

Authentication £ Authorization

Verifying that a user, device, or Determining which actions an
service such as an application  authenticated entity is
provided on a authorized to perform on the
network server is the entity network

that it claims to be.

As shown in the following figure, your organization may want to connect its on-premises
AD with Office 365:

R

On-premises

What is Microsoft Azure AD?

The following points describes the Microsoft Azure AD:

e Core service used as the identity provider for Office 365 and other Azure services
e It has the ability to be integrated as a solution for enterprise identity

e It has the capability to be used as a single sign-on (SSO) solution for Office 365
as well as other applications and partners

What is Microsoft Azure AD not?

Microsoft Azure AD is not the same as deploying your on-premises AD domain controllers
to Microsoft Azure. However, it is possible to convert an Azure AD into domain
controllers running on Azure in a simple step. This is not necessary for Office 365 though.

It is possible to have your AD running on Azure Virtual Machines (VMs), and it is advised
that you deploy the whole environment in a central and high-availability environment.
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Core identity scenarios

In Microsoft Office 365, we have three basic authentication scenarios:

¢ Cloud identity
¢ Directory and password synchronization
¢ Federated identity

Each scenario fits a different type of organization, as explained in the following figure:

Directory & Password

Synchronization Federated Identity

Cloud Identity

Microsoft Azure Active Directory Microsoft Azure Active Directory Microsoft Azure Active Directory

Suitable for small

organizations with no On-Premises Identity On-Premises Identity

integration with on- Single identity Single federated identity

premises directories suitable for medium and credentials suitable
and large organizations for medium and large
without federation* organizations

Cloud identity

The cloud identity scenario is the default option for all Office 365 environments. Every user
created in Office 365 is provisioned in Azure AD. It is also possible to create users directly
on the Azure portal and through Azure PowerShell.

The information that you fill on an Azure portal is used in your Office 365 environment,
but, for example, passwords are only stored in Azure AD. This happens not only for
security reasons, but also because Azure AD is the authentication authority for Office 365.
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Only Azure PowerShell supports all the available features; that is why, it is used in most
organizations, with scripts to automate some processes and to perform bulk operations
such as assigning permissions, adding licenses, or changing properties.

Directory and password synchronization

This is the most used scenario in organizations because many of them have started the
identity management journey using AD installed on on-premises servers as their own
identity management system.

This authentication scenario leverages your existing identity management architecture by
expanding your on-premises AD and synchronizing your users and groups to Azure AD

using a tool called Azure AD Connect. This tool is responsible for synchronizing the AD

objects to the cloud, namely, users, security groups, distribution groups, and contacts.

It is also possible to synchronize the password hash to Azure AD, providing the user with
the experience of logging in with his/her User Principal Name (UPN), which is usually
his/her email address, and with the same password used in the on-premises AD.

In AD environments, the key features for this scenario are:

¢ Best experience in most contexts
¢ Support for exchange coexistence scenarios

¢ Coupled with Active Directory Federation Services (AD FS) provide the best
option for federation and synchronization of identities

e Supports password synchronization at no additional cost
¢ Does not require any additional software licenses

The following figure summarizes the architecture for an environment where the source
identity is managed on-premises and then synchronized to Azure AD:
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Some facts about synchronization are as follows:

¢ Any existing user, group, or contact object that is deleted from on-premises is
deleted from Office 365.

¢ Existing user objects that are disabled on-premises are disabled in Office 365.

e However, licenses are not automatically unassigned. It is possible to use a feature
named license management using groups, which requires an additional license
called Enterprise Mobility Suite (EMS) E3 or E5. You can read more about this
process at https://docs.microsoft.com/en-us/azure/active-directory/

active-directory-licensing—-group-assignment-azure-portal.

¢ Objects are recoverable within 30 days of deletion.

How synchronization works

The synchronization happens within the Azure AD Connect tool and follows the steps
described here:

e Sync cycle step 1: This is the first step where the process import users, groups,
and contacts from source AD forest

e Sync cycle step 2: The second step is where the users, groups, and contacts are
imported from Microsoft Online services through Autodiscover Web Services
(AWS)

¢ Sync cycle step 3: This is the process where the users, groups, and contacts are
exported, that do not already exist in Microsoft Online services
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The following figure shows these steps for an environment that has on-premises email and
a synchronized identity in a hybrid scenario with Exchange:

DirSync, Single Sign-On & ADFS
Synchronization

Federated identity

This scenario uses AD FS to provide the true SSO experience to the end users. With this
solution, it is also required to have the synchronization of your on-premises AD with Azure
AD using the Microsoft Azure AD Connect.

Most organizations that need an SSO solution use this architecture because besides
providing the best possible user experience, it also supports scenarios where companies
have security restrictions that, for example, require the authentication to be performed in
the on-premises AD infrastructure. With federated identity, a user on a domain-joined
computer connected to the company's on-premises infrastructure and logged in to AD will
be able to access any of the Office 365 resources and tools transparently, without having to
retype a password.
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Some features of the federated identity scenario are as follows:

Single identity and sign-on for on-premises and Office 365 services
Identities mastered on-premises with a single point of management

Directory synchronization to synchronize directory objects into Azure AD
Secure token-based authentication

Client access control based on IP address with AD FS Proxies

e Strong factor authentication options for additional security with AD FS

The following figure summarizes the architecture for federated identity:

Microsoft Azure
Active Directory

Federation Directory
Synchronization

On-Premises Identity
Ex: Domain\Alice

]
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In AD environments, the key features for this scenario are:

e S50

Secure token-based authentication

Support for web and rich clients

e Microsoft supported

e Works with Office 365 hybrid scenarios

¢ Requires on-premises servers, licenses, and support

The following figure shows a standard design for an AD FS environment. The figure also

shows sample scenarios having AD FS infrastructure on premises and AD FS proxies on the
DMZ network:

Internal Perimeter Internet
Network Network
: @
5 5
(@t R
= =
ADF5 2.0 @ ADFS 2.0 @7
Federation Server Proxy Server
. Load Balancer Load Balancer
—k = |
AD FS 2.0 ADF52.0 ('
Federation Server Proxy Server .
[ )
L)

Directony
Synchronization
Server
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The following figure shows how connections between the on-premises infrastructure and
Office 365 are made:

Office 365
Provisioning
Web Service

Office 365
Authentication

Directory 7
Synchronization 4

Ide’l')t'ity
Fedération

Active Directory
Federation Service

Custom
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Other scenarios

You have other scenarios and authentication methods available, namely:

e Azure Active Directory Seamless Single Sign-On (Azure AD Seamless SSO)
Password hash synchronization

Pass-through authentication

Multifactor Authentication (MFA)

Self-service password reset

Azure AD Basic versus Premium

Azure AD Seamless SSO

This scenario was created to be used with Pass-through Authentication or password hash
synchronization. It is an alternative to the AD FS scenario because it provides the user with
the seamless login experience when connected to the on-premises network with a domain
joined machine.

The following figure shows how the user interacts with the network to consume Office 365
services:

Office365, SaaS
A and LoB apps

Microsoft Azure
Active Directory

User sign-in from AD
domain-joined machi

Contoso Corpnet

Identity synchronization &
i A managed authentication
.+ using Azure AD Connect
Azure AD does Kerberos Authentication 3 1
against Windows Server Active Directory H 1
Windows Server . .
Active Directory 1 1
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The following figure shows how the request flows when using this scenario to access any
application:

. Azure AD decrypts
Microsoft Azure Kerberos ticket

Active Directory

' Azure AD

If successful, User tries to % I 2 Challenge - Contoso Corpnet
user gets W access app - ammm " for Kerberos®
access to ap B Use,-;m“ ticket

3 - ugername .~
& . - Browser Windows Server
K forwards ticket " Active Directory
to Azure AD _-'
AD returns o
Domain- Kerberos ticket
Jjoined device >
Request Kerberos
ticket from AD

You can read more about this scenario at https://docs.microsoft.com/en-us/azure/

active—-directory/connect/active-directory-aadconnect-sso.

Password hash synchronization

This is the most common scenario in organizations because it is so easy to set up, and
although it does not provide a seamless sign-on experience, users still access Office 365
with a single domain password. It synchronizes the user object from the on-premises AD to
Azure AD, including the user's password hash.

The following figure illustrates this scenario, using Azure AD Connect on a sign-on
process:
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To know more about the synchronization process, check the following figure:

2.MD5 (unicodePWD)

EEE
A

Windows Server 2016
Domain Controller

1 Request unicodePWD via MS-DRSR

3. Password sync agent decrypts MD5
envelope to retrieve MD4 hash

4. 8-byte binary hash is converted to 64-
byte binary.

5. 10-byte salt added

6. 64-bit hash is input into SHA256.

Azure Active

7 SHA256 hash sent to Azure AD

Directory

Azure AD Connect Server

8. User signs into Azure AD. If their
hashed password matches the stored
password then the user is authenticated.
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To learn more, continue reading from https://docs.microsoft.com/en-us/azure/active—
directory/connect/active-directory-aadconnectsync-implement-password-

synchronization.

Pass-through Authentication

This scenario is an alternate scenario to Azure AD Sync with password synchronization,
which is usually considered for organizations that have concerns about using

user password hashes outside their network. Instead, it uses an agent installed on an on-
premises server to connect Azure AD to your domain controllers and perform the
authentication process for the user.

The following figure shows this architecture, using an agent that receives the authentication

request from Office 365:

Office365, SaaS
and LoB apps

Microsoft Azure
Active Directory

Identity synchronization
ising Azure AD Connect

Pass-through
authentication

Password validation requests are sent to
Windows Server Active Directory ) H
via Pass-through authentication Windows Servert

Active Directory

Pass-through
authentication agent
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The following figure shows the sign-on process of a user when connecting to Office 365

using Azure AD:

Microsoft Azure
Active Directory

access app

On-premises agent =

On-premises

picks up the request

from the queue

Agent decrypts password «
using its private key

Pass-through
authentication agent

The following figure shows how the agent works in the process of registration:
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the Authentication
Agent
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Authentication
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1. Global

Administrator signs
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The process of a user when signing on to Office 365 is shown in the following figure:

8. The Authentication Agent
attempts to validate the
username and password

using the Win32 LogonUser

API

On-premises Active
Directory
o.The 10. The
Authentication Authentication 4. Aaure AD STS
Agent receives the Agent forwards the retrieves public
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Authentication on the tenant m
Agent locates the =
encrypted 6. Authentication TS
password value Agent retrieves the Directory < 11. Azure AD STS
that is specific to password . verifies the results
the public key and validation request and continues the
decrypts it using from the Azure sign-in procedure.

Authentication

2. Azure STS,
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the sign-in page

3. The user signs in
and the usemame
and password are
submitted to the

Azure STS

5. Azure AD STS
places the
password g
validation request
onto the Azure

Service Bus queue

11l

1. User signs in to
Outlook Web
User

|

To learn more about Pass-through Authentication, continue reading at https://docs.
microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-

pass—-through-authentication.

MFA

Office 365 with Microsoft Azure AD is an enterprise-level cloud-based identity and access
management solution.

You can continue reading Office 365 Multi-factor Authentication with Microsoft Azure Active

[ﬁr&ﬁOKyathttps://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from—
the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-—

directory/.

What is Azure Multi-Factor Authentication? at https://docs.microsoft.com/en-us/azure/

multi-factor-authentication/multi-factor—-authentication.

[761]


https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-pass-through-authentication
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://blogs.msdn.microsoft.com/microsoft_press/2015/03/23/from-the-mvps-office-365-multi-factor-authentication-with-microsoft-azure-active-directory/
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication

Identities and Authentication Chapter 4

Self-service password reset

This service was created so that the end users can reset their own passwords to access
Office 365. It can also be configured to support writeback to the on-premises AD. It's a
simple process to activate.

Go tohttp://portal.azure.comand then to your Azure AD panel, and select the
Password reset option.

The following screenshot shows the blade on the Azure Portal showing how to configure it:

Microsoft Azure P sear
Create a resource P rd reset -

MANAGE « R X

Properties

Netifications

B A resources

I customization

Recent
7 On-premises integration

acTry
B Auditlogs
TROUBLESHOGTING + SUPPORT

K Troubleshoot

New support requast

You can also select the Authentication methods option as shown in the following
screenshot:
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If you have Azure AD Connect installed on-premises, you can also enable the writeback
password, as shown in the following screenshot:
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rd it prem X
. 0
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Properties
| ©
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To learn more about self-service password reset, continue reading at https://docs.
microsoft.com/en-us/azure/active-directory/active-directory-passwords—-getting-

started.

Azure AD Basic versus Premium

For some scenarios, you might have to change your edition of Azure AD, depending on the

features you need.

The following screenshot shows the common features in the different plans:

Commeon Features
Directory Objects'
User/Group Management

(add/update/delete)/ User-based
provisioning, Device registration

Single Sign-On (SSQ)

B2B Collaboration’

Self-Service Password Change for
cloud users

Connect (Sync engine that
extends on-premises directories

to Azure Active Directory)

Security/Usage Reports

FREE

500,000 Object Limit

10 apps per user® (pre
integrated SaaS and
developer-integrated

apps)

v

v

Basic Reports

BASIC

No Object Limit

10 apps per user: (free
tier + Application proxy
apps)

v

v

Basic Reports

PREMIUM P1

No Object Limit

No Limit (free, Basic
tiers + Self-Service App
Integration templates®)

v

v

Advanced Reports

PREMIUM P2

No Object Limit

No Limit (free, Basic
tiers + Self-Service App
Integration templates®)

v

v

Advanced Reports

OFFICE 365 APPS

No Object Limit

10 apps per user? (pre
integrated SaaS and
developer-integrated

apps)

v

v

Basic Reports

You can continue reading more about the editions at https://azure.microsoft.com/en-

us/pricing/details/active-directory/.
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AD Connect setup and screenshots of console

To install the Azure AD Connect and configure the synchronization process of your AD or
other Lightweight Directory Access Protocol (LDAP) server to Azure AD, follow https://

docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-

aadconnect.

After the installation and configuration, the user login process can be depicted as shown in
the following image:

Saas
Azure AD Connect Azure Active Applications
— f
Directory Your
A

On-premises Active
Directory /
D Sign-on

User

Devices

After the installation, I advise you to create a script to perform a delta synchronization
whenever you need to force a delta synchronization.

It is a simple script with a single line:

Start-ADSyncSyncCycle -PolicyType Delta
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To use it, just run it using the console, as shown in the following image:

B Administrator: Windows PowerShell ISE
File Edit View Tools

-l o »

StartDeltaSync.ps1 X
Start-ADSyncSyncCycle -PolicyType De

Debug Add-ons Help

Azure AD
Connect

StartDeltaS...

dministrator.CASA\Desktop> Users\administrator.CAS.

Result

Success

PS C:\Users\administrator.CASA\Deskto

esktop'\StartDeltaSy:

Commands X X

Modules:

¥ | |Refresh

Name:

-ADSyncAADServiceAccount
- ADSyncAttributef
-ADSyncConnector

apping

-ADSyncConnectorAnchorConstr
-ADSyncConnect ributelnciu:
-ADSyncConnectorHierarchyProv
-ADSyncConnectol
-ADSyncGlobalSet
-ADSyncloinConditionGroup
-ADSyncRule
-ADSyncRunProfile
-ADSyncRunStep
-ADSyncScopeConditionGroup
-AppvClientConnectionGroup
-AppvClientPackage
-AppvPublishingServer
-AppxPackage

-AppxProvisionedPackage
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You can see the synchronization progress running the Synchronization Service shortcut in
your start menu, as shown in the following screenshot:

e Internet Explorer

4

Snipping Tool

G Paint
q, Services

.

. Azure AD Connect
¢ Azure AD Connect
Synchronization Rules Editor

Synchronization Service

Synchronization Service Key Man...

Synchronization Service WebSer...

Search
Server Manager

Settings

Windows Accessories

(LT

(h

— L

e ™ A

Windows Server

&

Windows
PowerShell

o

Task Manager

m

Windows
Administrativ...

Event Viewer

S

Synchronizati...
Service

2

Windows
PowerShell ISE

Control Panel

File Explorer
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After you run the Delta Synchronization, you can see the various processes and operations

running, as shown in the following screenshot:

4> Synchronization Service Manager on ADCONNECT - =] X
File Teols Actions Help
Name Profile Name Status Start Time End Time
NunoSilva.onmicrosof .. Deta Irnpon in-prng'ess 3/25/2018 8:41:22 PM n/a
nuno-silva Jocal 3/25/2018 8: 21 PM 3/25/2018 8:41:21 PM
IE_ 3/25/2018 8: 3/25/2018 8.35.17 PM
MSIZDIBBBBJ-EFM 3/25/2018 8:39:15 PM
Nt.m&vuormcw Detta Synd'loﬁzuhw success 3/25/2018 8:38:44 PM 3/25/2018 8:38:45 PM
nuno-siva Jocal Detta Synchronization ~ success 3/25/2018 8:38:43 PM 3/25/2018 8:38:44 PM
NunoSilva.onmicrosof... Delta Import success 3/25/2018 8:38:30 PM 3/25/2018 8:38:41 PM
nuno-silva local Detta Import success 3/25/2018 8:38:30 PM 3/25/2018 8:38:30 PM
nuno-silva local Export success 3/25/2018 8:36:30 PM 3/25/2018 8:36:31 PM
NunoSilva.onmicrosof ... success 3/26/2018 8:35:56 PM 3/25/2018 8:36:28 PM
NunoSilva onmicrosof... Delta Synchronization  success 3/25/2018 8:35:54 PM 3/25/2018 8:35:55 PM
nuno-siva Jocal Dekta Synchronization ~ success 3!25/2431833552 PM 3/25/2018 8:35:53 PM
NunoSilva.onmicrosof... Detta Import success 3/25/2018 8:35:50 PM
nuno-siva Jocal Detta Import success 3/25/2018 8:35:37 PM
nuno-silva local Export success 3/25/2018 8:34:35 PM
NunoSilva.onmicrosof... Bxort success 3/25/2018 8:34:34 PM
NunoSilva.onmicrosof... Delta Synchronization  success :34:09 3/25/2018 8:34:10 PM
nuno-siva Jocal Detta Synchronization ~ success 3/25/2018 8:34:07 PM 3/25/2018 8:34:09 PM
Step Type:  Export Partition: DC=nuno-silva,DCocal
StartTime:  3/25/2018 8:3%:17 PM EndTime:  3/25/20188:3%:17PM  Status: success
Sames "~ [[Commecton s [ \
Adds 0 DC201602 nuno silva local-389 success
Updates 0
Renames 0 Export Emors | |
Deletes 0
Delete Adds 0
\ [2030mne) i

Refer to Select which installation type to use for Azure AD Connect to know how to install
Azure AD Connect at https://docs.microsoft.com/en—us/azure/active-directory/

connect/active-directory-aadconnect-select—-installation.
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Office 365 management

Let's learn more about Office 365 management using user roles.

User roles

On the Office 365 administration portal, there are several roles that you can assign to users
in your organization. These roles are based on the most common scenarios for Office 365
daily administration tasks.

The summary of the permissions that each role has are as follows:

Billing administrator | Global administrator | Passwordadministrator | Service administrator L anag et
administrator

View c_ompany_and user Yes Yes S - Voo
information

Manage supporttickets Yes Yes Yes Yes Yes

Yes; with limitations. He or
she cannot reset passwords
for billing, global, and
service administrators.

Perform paing al:]d Yes Yes No No No
purchasing operations

Create and manage user
B No Yes No No Yes

Reset user passwords No Yes Yes No

Yes; with limitations. He or

Create, edit, and delete

she cannot delete a global

eersandaroupsiand bo wee bo DS administrator or create other
manage user licenses s
administrators.
No Yes No No No
Ma_nage COMBENY, No Yes No No No
information
Delegate administrative
roles to others b EE W= e ho
e dlre_cto!'y No Yes No No No
synchronization

There are also additional roles specific to services that you might use, such as Exchange and
SharePoint.

You can read about these roles here at https://support.office.com/en-us/article/
About-0Office-365-admin-roles—-dab585eea-f576-4£55-a1e0-87090b6aaadd.
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Summary

In this chapter, you learned about the basic and advanced scenarios of authentication and
identities used in Office 365. Cloud identity is the scenario where you only have users in
the cloud. Synced identity is where you synchronize your users, groups, and contacts to
Microsoft Azure AD. And federated identity combined with synced identity is the one that
provides you with the possibility to have a single sign-on experience. You now have more
information about how to find the best scenario for identity management to fit your
organization.

In the next chapter, you will learn how to configure Office 365 and its services to start
consuming based on your project timeline.
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Configuring Office 365

In this chapter, you will learn how to implement Office 365 in your organization. This
chapter will cover the following topics:

e Planning Office 365
¢ Implementing Office 365

With this foundation, you will learn more about each scenario and which best fits your
organization.

Planning Office 365

All projects, regardless of size, require planning. In chapter 2, Fundamentals of Office 365, 1
advised you to create a project plan with the following phases:

e Start of the project
¢ Assessment
Remediation
Enabling
Migration

End phase

e User feedback

You can use this process in all your projects, or just adapt it to your methodology:

Start of the

project Assessment Remediation Enabling Migration End phase User feedback
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When you are preparing the migration of an enterprise organization to Office 365, it is very
important to plan the steps in order for your project to be successful. This sample checklist
will help you to start organizing your plan and be prepared for a migration to Office 365.

Sample checklist

List your deployment goals and bear in mind the following factors:

e Who are your internal and external teams?

e What is the scope of the project?

e What will be the tracking mechanism of the project?
e What are the milestone dates?

Then start making decisions about the deployment:

e Make an inventory of what will be migrated from each workload to Office 365:
e Users

e Groups

e Mailboxes (if it is a mailbox migration)

e Computers (operating system, Office client version, and patches)
e File shares (if it is a SharePoint or OneDrive migration)

¢ Intranet sites

¢ Instant messaging

e Web conferencing

¢ Audio conferencing

e Voice

¢ Third-party applications that are integrated with the current
systems

After you have all the data about what type of migration you will perform and the
workloads that are to be migrated, you can make decisions that are relevant to the project.
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Implementing Office 365

To start implementing Office 365, you will first need to set up an environment. As
described in chapter 2, Fundamentals of Office 365, you can use a trial tenant and later add
final licenses to it, or you can create a new tenant for the project.

First, you need to set up the tenant, and there are a few basic steps to do this.

Adding a domain to Office 365

Verify your domain:

1. Sign in to Office 365 and go to the setup wizard at http://portal.office.com
2. Choose Setup on the Office 365 Admin center to start the wizard
3. Enter the domain name you want to use (such as yourdomainname . com):

Office 365 Admin center N B ? Nuno Aias Silva ﬁl

Home Nuno Silva

Office software

Q

@ DirSync Status 8 users > B Biling

+  Add a user Your credit card has expire L Install my software
il Delete a user Total balance: €0.00 = Share the download link
& Editauser Z Update payment details L Software download settings
€ Reseta password @ Troubleshoot installation
@ Domains 3} Support @ Videos
+  New service request I‘>— Admin center overview
Products I View service requests ‘ ~ 4 What's ne
b What's new
Domains r> I Admin mobile app
Data migration @0000
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4. You can also go through the Admin menu and navigate to Setup | Domains:

Office 365 Admin center ﬂ % 7 Nuno Arias Silva #‘

° New Domain X
Add a domain Verify domain  Set up your online services  Update DNS settings
° ° ° °
Enter a domain you own.
esses will look like this: username@yourdomainname.com
Next

5. Add your domain name (for example, yourdomainname.com) and click Next
6. After adding the domain, you can use the verification code sent by email or

follow the steps in the wizard to add a TXT or MX record (for more information,

refer to https://support.office.com/en-us/article/create-dns-records-at—
any-dns-hosting-provider-for-office-365-7b7b075d-79£9-4e37-8a9%e-

fb60c1d951662ui=en-USrs=en-001ad=Us), which will verify your own domain:

Office 365 Admin center ? Nuno Arias Silva ﬁl
° yourdomainname,com
Add a domain Verify domain Set up your online services Update DNS settings
] L] L] L]

Verification email (recommended)

Ple

® Add a TXT record instead

[
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Configuring application settings

To start using services in Office 365, you will need to configure the application settings for
the workloads you are implementing.

The URL https://support.office.com/en-us/office365admin is a gOOd
0 place to start.

Adding users to Office 365

Depending on the identity and authentication scenario you have chosen, as described in
Chapter 4, Identities and Authentication, you now have to configure one of the following
options:

¢ Cloud only
e Directory synchronization
¢ Federated identity

Cloud only

This scenario involves the user residing only on Office 365 and Azure AD. It is used mostly
in small organizations that do not have an on-premises AD or do not require SSO.

Using the portal to create a user

To add a user directly to Office 365, you can use the Office 365 Admin portal and create the
account individually, add multiple accounts in bulk, or use PowerShell.
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To create the account in the portal, go to the Admin center, and click Add a user:

Office 365 Admin center

2 Users >

-+ Add a user
Delete a user

Edit a user

LN =B

Reset a password

New user

new@domain.com

sername * Domain
nuno-silva.net v

Location

Partuga v

~ Contact information
~ Password Auto-generatec
~ Roles

~  Product licenses * Assign a product license
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Using CSV import

If you chose to import from a CSV file, go to Users, select Active users, and select Import
multiple users from the More drop-down menu:

Office 365 Admin center

4 Home > Active users
R Di -+ Import multiple users
RQ il Delete a user
@, Reset a password
B O Refresh
% Setup Azure mult... =
@ M Directory synchronization

Choose the CSV file to upload to Office 365:

Import multiple users

Create and upload the fi Set user options View your results

Create and upload the file

In this step, download one of the CSV files below, save the file, and use Excel or
another app to add your users' information. Then you can come back here,
upload the file and verify that you've got it filled out correctly.

Learn more about importing multiple users ¥

4 Download a CSV file with headers only

| Download a CSV file with headers and sample user information

Browse to upload
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Here is a sample CSV structure:

Headers

User Name First Name Last Name Display Name Job Title
Department offtice Number oftice Phone Mobile Phone Fax
Address Cit State or Province ZIP or Postal Code
country or Region

pData from one user

test@nuno-s1lva. net| chris Green Chris Green IT Manager
Intformation Technology 123451 212121212 212121211
222121222 City Center Lisbon LX 1000 Portugal

After you create your file, choose the file and click on the Verify button:

Import multiple users

Create and upload the fi._.

Create and upload the file

Set user options

View you

r results

In this step, download one of the CSV files below, save the file, and use Excel or
another app to add your users' information. Then you can come back here,

upload the file and verify that you've got it filled out correctly.
Learn more about importing multiple users F

Download a CSV file with headers only

i3

1€

Download a CSV file with headers and sample user information

Import_User_Sample_en (1).csv Browse
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If the file is OK, you will see Your file looks good. Click or tap Next:

Import multiple users

Create and upload the fi...

=

Import_User_Sample_en (1).csv

Set user options

Create and upload the file

In this step, download one of the CSV files below, save the file, and use Excel o
another app to add your users' information. Then you can come back here,
upload the file and verify that you've got it filled out correctly.

Learn more about importing multiple users CF

4 Download a CSV file with headers only

Download a CSV file with headers and sample user information

Browse

@ vour file looks good. Click or tap Next.

Next | Cancel

View your results

In this example of using an CSV file to import users to Office 365, it was
changed the domain name in the CSV file to the example. Change it to

your domain name.
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Clicking on Next will take you to the following screen:

Import multiple users

Create and upload the fi Set user options View your results
Set user options
Choose how you want users to be imported by setting the sign-in status and the
product license that will be assigned to the users.
Sign-in status
®)  Sign-in allowe
1-1N DIOC
. 65 Enter E ~
Location
f ] v
v ft Strear [ | off
9993 of 10000 licenses available
v Office 365 Enterprise E3 Developer l Off
25 of 25 licenses available
v PowerApps and Logic Flows [ | off
9993 of 10000 licenses available
~  Power Bl Pro I Off
1 of 1 licenses available
A Office 365 Enterprise E3 'y o
43 of 50 licenses available

Choose the Sign-in status, assign licenses, and click Next.

After Office 365 creates the user accounts, it will inform you that the operation has
completed successfully. You can then download the results and/or email them to a recipient
of your choice.
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Click on Send and close:
Import multiple users
o o

Create and upload the fi... Set user options View your results

View your results

Here are your results reports. You can either download and save them,

or email them to yourself and others.

@ 5 usors created l Download results

[#  Email the results files to these people

Recipients *
email@nuno-silva.net

When downloaded, the results will look like the following;:
Display name Username Password
Chris Green chris@nuno-silva.net Vuwad365
Ben Andrews ben@nuno-silva.net Xubo9551
David Longmuir david@nuno-silva.net Zuno2828
Cynthia Carey cynthia@nuno-silva.net Tada4966
Melissa MacBeth melissa@nuno-silva.net Bubu2214
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You will also receive an email with the following information:

Subject of the email: New or modified user account information
Content:

Attention: A user account was created or modified. Retrieve your user's
temporary password.

B8 Microsoft

A user account has been created or modified. You can now distribute this
information to your user.

The following list contains temporary passwords for newly created or
modified user accounts.

Please note:

When distributing IDs and passwords to individual users, be sure to do so
in a safe and secure manner

Temporary passwords are valid for 90 days

User Name: chris@nuno-silva.net

Temporary Password: Vuwa4365

User Name: ben@nuno-silva.net
Temporary Password: Xubo9551

User Name: david@nuno-silva.net
Temporary Password: Zuno2828

User Name: cynthia@nuno-silva.net
Temporary Password: Tada4966

User Name: melissa@nuno-silva.net
Temporary Password: Bubu2214

Once your end users have successfully signed in with their temporary
passwords, they can create new passwords by following the instructions on
the sign-in page.

Go to the sign-in page at https://portal.office.com.

Thank you for choosing to host your IT solutions with Microsoft.

Sincerely,
The Microsoft Office 365 Team
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This is end of the contents of the email.

After the import, you can access a user account's information, change the data, or just see

the data that was created:

~ i Mail Settings

v f@a OneDrive Settings

melissa@ nuno-silva.net

melissa@NunoSilva.onmicrosoft.com
Office 365 Enterprise E3

No groups for the user. Click edit to change
group membership.

Sign-in allowed

View and manage which devices this person has
Office apps installed on.

User (no admin access)

Melissa MacBeth
123-555-1215

@ Need help?

[ Feadback
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Using PowerShell

Additionally, you also have the ability to provision accounts with PowerShell, leveraging
the Office 365 PowerShell module. To create user accounts in Office 365 PowerShell, you
must specify values for a set of properties:

Property name Required?(Description

DisplayName Yes The display name of the user

UserPrincipalName|Yes The login name

FirstName No The first name of the user

LastName No The last name of the user
The license plan for the user
To check which license plans are available in your tenant,
you can use the Get-MsolAccount Sku command.

LicenseAssignment [No For more information, see View licenses and services with
C&ﬁce365l%nmﬁ5hdlathttps://docs.microsoft.com/enf
us/office365/enterprise/powershell/view—-licenses—
and-services-with-office-365-powershell

Password No The password for the user.

UsageLocation No The country where the user resides. This f%eld is used to
select the location where the user uses Office 365 the most.

For more information on creating user accounts with Office 365 PowerShell, visit https://
technet.microsoft.com/library/mt628067.aspx.

To create users using PowerShell, you need to connect to Office 365. The article at https://

technet.microsoft.com/en-us/library/dn975125.aspx explains how to connect to Office
365 using PowerShell.

After you install the PowerShell module to connect to Office 365, you can just open
PowerShell and use the following commands:

$UserCredential = Get-Credential
Connect-MsolService -Credential $UserCredential
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The screenshot of the preceding command is as follows:

PS C:\> $UserCredential Get-Credential

cmdlet Get-Credential at command pipeline position 1
Supply values for the following parameters:
Credential

Windows PowerShell credential request

=
".| \

Enter your credentials.

User name:

€} rname@domainname.com

Password: I sesssssssssee
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After connecting, you can create a user with the following command, as shown in the
following screenshot:

new-msoluser -UserPrincipalName user365Q@o365pt.org —-DisplayName "Office 365
User" -FirstName "User" -LastName "365" -UsagelLocation "PT" -
LicenseAssignment "NunoSilva:ENTERPRISEPREMIUM"

N Windows PowerShell — O X
PS C:\> get-help new-msoluser

NAME
New-MsolUser

SYNOPSIS
Adds a new user to Windows Azure Active Directory.
EXAMPLE 1
C:\PS>New-MsolUser -UserPrincipalName user@contoso.com -DisplayName hn Doe™ -FirstName "John" -LastName
Returns a user object.

Description

This command creates a new user. The user will not have any licenses assigned. A random password will be
generated for the user.

EXAMPLE 2

C:\PS>New-MsolUser -UserPrincipalName user@contoso.com -DisplayName "John Doe" -FirstName "John" -LastName "Doe"
-Usagelocation "US" -LicenseAssignment "Contoso:BPOS_Standard"

Returns a user object.

Description

This command creates a new user and assigns them a license.

PS C:\> new-msoluser user365@o365pt.org

Gof67854 user365@o365pt.org Office 365 User True

PS C:\>
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The output of the command will tell you the password, the UPN, the display name, and
whether it is licensed.

After creating the user, you can use the following command to view all the information
about the user, as shown in the following image.

Get-MsolUser -UserPrincipalName user365@o365pt.org | FL

X Windows PowerShell

PS C:\> Get-MsolUser

ExtensionData
AlternateEmailAddresses
AlternateMobilePhones
AlternativeSecurityIds
BlockCredential

City
CloudExchangeRecipientDisplayType
Country

Department
DirSyncProvisioningErrors
DisplayName

Errors

ERS

FirstName

ImmutableId
IndirectLicenseErrors
IsBlackberryUser

IsLicensed

LastDirSyncTime

LastName
LastPasswordChangeTimestamp
LicenseReconciliationNeeded
Licenses

Liveld
MSExchRecipientTypeDetails
MobilePhone

OverallProvisioningStatus
PasswordNeverExpires
PasswordResetNotRequiredDuringActivate
PhoneNumber

PortalSettings

PostalCode

PreferredLanguage

ProxyAddresses

ServiceInformation

SignInName

SoftDeletionTimestamp

State

StreetAddress
StrongAuthenticationMethods
StrongAuthenticationPhoneAppDetails
StrongAuthenticationProofupTime
StrongAuthenticationRequirements
StrongAuthenticationUserDetails
StrongPasswordRequired
StsRefreshTokensValidFrom

Title

Usagelocation
UserLandingPageIdentifierFor0365Shell
UserPrincipalName
UserThemeIdentifierFor0365Shell
UserType

ValidationStatus

WhenCreated

user365@0365pt.org | FL

: System.Runtime.Serialization.ExtensionDataObject

1073741824

{}

: Office 365 User

: User

{}

False

¢ True

365
31-Mar-18
False
{NunoSilva: ENTERPRISEPREMIUM}
1003BFFDASB125F7

10:33:36

2321eb@3-7732-45f5-b56f-b2858e6b178F

PendingInput
False

{smtp:user365@NunoSilva.onmicrosoft.com, SMTP:user365@o365pt.org}
{1

user365@o365pt.org

{
{

{}

¢ True

31-Mar-18 10:33:36
PT

user365@o365pt.org

: Member
: Healthy

31-Mar-18 10:33:37
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When the user is created, a temporary password is generated for the user. By default, the
user is required to change it at first login.

Now you can go to the Office 365 portal and try to log in as the user.

Go to http://portal.office.comand log in with the username provided:

B Microsoft

Sign in
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Enter the temporary password of the user:

B8 Microsoft

user3ES@olssptarg @

Enter password
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The Office 365 portal will ask you to change the password at first login, as shown in the
following screenshot:

B® Microsoft

user365@0365ptorg

Update your password
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After providing the new password and confirmation, click Sign in and you will then be
logged in:

Get your work done
with Office 365
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Some services are not immediately configured, and it will take a few minutes for
everything to be set up. You can see in the following image that almost all services are
available to the user from the start:

Office 365 User ({2

Office 365

Good morning

Apps Install Office apps

A We're still setting a few things up, but feel fre to get started

- OneDrive . e et SharePoint
B2 outlook C Y R word x e B owerpor GE oneNote (51 e
B reams Yz vammer

=
o
g
)

Explore all your apps >

Documents

Recent Pinned Shared w

Share and collsborat

M Feedback .

The user can now start working. To test it out, click on Outlook to go to the email part of
Office 365.
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When you first log in to Outlook, it will present you with the following screens. Follow the
instructions described in the images:
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The next screen will help you select the preferred language and time zone:

First, we need to set up a few things

Language English (United States) -

Time zone UTC-08:00) Pacific Time (US... «
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You can select a theme of your choice, as shown in the following screenshot:

Make it yours with a theme

200600865
$9000. 7000

‘20000000 s
000000302
00-000.0 ©
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You can customize your signature, as shown in the following screenshot:

Add your signature

Sign off with a custom signature at the end of your message.

BJ A~ F & & & rowsas -

Many thanks,

Office 365 Lser
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Your new email address is finally set up!

user365@o365pt.org, you're all set!

Your new email address is user365@0365pt.org
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After the first steps are completed, the user is ready to send and receive emails:

Search Mail and Peagle O @ Mew|v &3 Markall as read
~ Folders Focused Other Filter v
b U Meet Focused Inbox
Sent Items
Drafts
hora
A Groups  # new Mt N svents for the nest hwn days 19 agenda
PRQ Skype for Business

You now have Office 365 Audio Conferencing 335 AM

space for I,
and scheduling

fou now have Office 365 Audia Conterencing - - CFi. \//
e,

2 Discover
+ Creste
Select an item to read
Click here to always select the first item in the list
= & ™
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The user can now create new email messages using the New button. The right side of the
screen will then show an empty email message for the user to add the recipient, subject,
and content, as shown in the following image. After composing your email, just click Send:

Offcs 365 User |
@

~ Falders
Inbox 1
Sent Items
Drafts

Maora

A Groups — # New

AL

E ermail, documents,
and scheduling events.

3 Discover
+ Create

=

Asend B Attach v  Protect Discard  +ee =

To .2 Nuno Arias Sika X
€
First Test emusi]

Many thanks,
Office 365 User

33
L34
<
Le]
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This is the first step of a new user's experience of the Office 365 world:

Office 365 User ,Q@

Search Mail and People O @ New|v [ Delete & Archive Junk|¥ Sweep Maoveto ™  Categories
A Falders Focused Qther Filter v First Test email
Inbox 2 Next: Na events for the nest lwa days [ Agenda
3 q “ Nune Arias Silva - Replyall | v
T Nuno Arias Silva ?. s  Repy
Drafts > First Test amail 402 AM < Office 365 User ¥
3k, Al fine, it's warking and welcome aboard ta your ne
Mare
A~ Groups e Skype for Business Communications Man. 4]
You now have Office 365 Audio Conferencing 335 aM

Ok,

Al fine, it's working and welcome ahaard to your new experience |

Microso \gﬁi[@ September 25 - 29, 2017, Orlando, FL

Before printing this email, assess if it is really needed

Office 365 User
= w A

Directory synchronization

To implement directory synchronization, which is briefly described in chapter 4, Identities
and Authentication, you need to fulfill a few requirements.

¢ In a nutshell, these are the prerequisites you'll need to ensure that you have set

up:
¢ On-premises data prepared and ready

e On-premises Active Directory
Azure AD Connect server
SQL Server

Accounts

Network connectivity

e Component prerequisites

Hardware requirements
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To learn about all the prerequisites, go to https://docs.microsoft.com/
en-us/azure/active-directory/connect/active-directory-

aadconnect-prerequisites.

e Install Azure AD Connect. The installation has the following options:
e Express settings

e Custom settings

Learn about all the settings at https://docs.microsoft.com/en-us/
azure/active-directory/connect/active-directory-aadconnect-
select-installation.

e Plan:

¢ Design concepts: Go to https://docs.microsoft.com/en-us/
azure/active-directory/connect/active-directory-
aadconnect-design-concepts and read the documentation you
find there. This article describes the main concepts of Azure AD
Connect, such as the source anchor, which must be used when
planning an Active Directory synchronization. By following the
steps described in the article, you'll be able to select the best
approach and synchronization schema for your organization.

o TOpOlOgiES: Go tohttps://docs.microsoft.com/en-us/azure/
active-directory/connect/active-directory-aadconnect-

topologies and read the documentation you find there. This
scenario describes the supported topologies when configuring
directory synchronization using Azure AD Connect and Azure
Active Directory.

Certain combinations of scenarios might not be supported, if they are not
described in the article.

¢ Manage:
e To learn how to manage Azure AD Connect, go to https://docs.
microsoft.com/en-us/azure/active-directory/connect/

active-directory-aadconnect-whats—-next.
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The required ports and protocols are shown in the following diagram:

Hybrid Identity Required Ports and Protocols

Table 7a & 7b

Office 365
Table 1 - Azure AD Azure AD Connect
Connect and on- Health for sync and
premises AD Azure AD
P & Azure Active Saas
» Directory U Applications
. Configure, Sync Table 2 - Table 6a & 6b

Azure AD Connect and

Amure AD/’
Table 3 - Azure AD

On-premises Active Azure AD Connect
Directory Server

Table 3 - Azure AD

Connect and Connect and
Federation Federation
Servers / WAP Servers /| WAP

Table 7a & 7b
Azure AD Connect
Health for sync and

Azure AD
< Sign-on
A Table 4 - @ Table - 5 Users and

AD FS and WAP Servers Web Application

Federation Servers
Proxy

User

Devices

You can learn about all the required ports at https://docs.microsoft.
com/en-us/azure/active-directory/connect/active-directory-

aadconnect-ports.

The express installation is used in most organizations. You can set it up by going to the
Admin center and, in Home | Active users, selecting More | Directory synchronization:
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Office 365 Admin center

> .
Home > Active users

R Di -+ Import multiple users

F{“ 5 ] Delete a user
A @, Reset a password

=

= A () Refresh
C -

8 % Setup Azure mult... =
C

Q ™ Directory synchronization
Ll

The preceding steps are described at https://support.office.com/en-us/article/Set-
up-directory-synchronization-for-0Office-365-1b3b5318-6977-42ed-b5c7~-
96£fa74b08846?ui=en-USrs=en-USad=US.

Federated identity

If your organization needs a federated identity, you will still need directory
synchronization as a base requirement. You may use your ADFS servers with Office 365 if
you already have them in your infrastructure.

To use federated identity, you can also create your infrastructure using Azure AD Connect
custom installation. Go to nttps://docs.microsoft.com/en-us/azure/active-directory/
connect/active-directory-aadconnect—-get—-started-custom and Skip to the section
named Create a new AD FS form or use an existing AD FS form.
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Summary

In this chapter, you have learned about the basic planning and how to kick off an
implementation of Office 365. You now have more information on how to plan your Office
365 project and how to implement the basic features of Office 365.

In the next chapter, you will learn how to manage Office 365 and its services based on the
most common workloads.
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In this chapter, you will learn how to manage Office 365 in your organization. It will cover
the following topics:

e Managing basic tasks
e Managing advanced tasks
e Implementing new features

Office 365 Admin center

After setting up a Microsoft Office 365 tenant, you created a user with global administrator
permissions on your tenant. There are several roles and administrative permissions that
you can assign to user accounts based on the access requirements for each workload. You
can assign, for example, the Exchange administrator role to the person who is managing the
Exchange workload and assign the SharePoint administrator to a person of another
department to manage SharePoint. With this separation of roles, you have more granular
security in your tenant, without giving full access to all the workloads in the tenant. The
available roles that you can assign to users are as follows:

e Global administrator

Billing administrator

Exchange administrator
SharePoint administrator

Password administrator

Skype for Business administrator
Service administrator
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¢ User management administrator

Reports reader

Dynamics 365

Dynamics 365 service administrator
Power BI administrator

More details about these roles are available at
https://support.office.com/en-us/article/About-0Office-365-admin-roles-da585eea-

£576-4£55-ale0-87090b6aaadd?ui=en-Ussrs=en-USsad=Us. All these roles are based on
Azure AD, where you can also set them up and assign additional roles, such as the
following;:

e Billing administrator

e Compliance administrator

¢ Conditional access administrator

¢ CRM service administrator

¢ Device administrator

e Directory reader

¢ Directory synchronization account
e Directory writer

¢ Exchange service administrator

e Global administrator/Company administrator
e Guest inviter

e Intune service administrator

¢ Mailbox administrator

e Password administrator/Helpdesk administrator
¢ Power BI service administrator

e Privileged role administrator

¢ Security administrator

e Security reader

e Service support administrator

¢ SharePoint service administrator

e Skype for Business administrator

e User account administrator
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You can find more information at
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-assign

-admin-roles-azure-portal. To access the Office 365 Admin center, go through the
following steps:

1. Gotohttp://portal.office.comOr directly to
https://portal.office.com/adminportal/home#/homepage

2. Log in with credentials that have admin privileges
3. Select the Admin menu
4. Go to the Admin centers drop-down on the left-hand menu:

Office 365 | Admin center B 2 NunoAassiva q)

Home Nuno Silva
Home \ Search users, groups, settings or tasks 0
Users
P DirSync Status > L Users > & Biling > 0 Office software ® Domains >
Groups
© Last directory sync + Addauser Your credit card has expired. L Install my software + Add a domain
Resources fostayne @ Delete a user Total balance: €0.00 = Share the download link @ Delete adomain
© Password sync 2/ Editauser L Software download settings / Editadomain
Bill v recent synchronization & Update payment details
dis @ Reseta password Q Troubleshoot installation = Check health
Support
Settings . @ Support 3 Train yourself [# Message center > % Service health >
For admins Cf
Setup + New service request | 13 Updated Features: Monthly feature updates for... Nov2 X Some services have posted advisories
= Train your people
IS View service requests o | ¢ New feature: Client Access Rules for Exchange. Novi X (@ 5 advisories
or end users o
Reports I I Updated feature: Service Health Dashboard Novi X
Heatth Advanced admin traini 43 unread messages
Delivered by Linkedin Leaming
Admin centers
(I Suggested features > = Help users get started > (Y Setup guides > Lz Active users
Help your users get started with Office A Office 365 ProPlus quick s.. Active users

365 by using ready to send emails
+ Install Office Apps @ Microsoft Exchange Advis.
+ Productivity Solutions
« And more! & Office 365 for small busin.

®000000 1082017 1001722017 10312017

In the home page of the Admin center, you have several options, such as the following:

¢ Home—landing page
e Users—manage users

Groups—manage groups
¢ Resources—manage resources

Billing—manage billing
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Support—manage support
Settings—manage global settings
Setup—set up services
Reports—manage and view reports
Health—view service health status

Admin centers—manage other services

In each section, you'll find the tasks available to manage each piece of your Office 365

tenant.

Home

On the home page of Office 365 Admin center, you can directly access several options
based on the most used tasks, as well as some useful dashboards. You can perform tasks
such as the following:

Search for users, group settings, or tasks in the search pane
Check the directory synchronization status

Go directly to the user management area to create, delete, edit, or reset a
password of a user

Go to the Billing section

Go to Office software section

Manage domains

Manage support

Train yourself

Train your people

Access advanced administration training on LinkedIn learning
Check the Message center

Check the service's health

View suggested features

Help users get started

Access setup guides

Check a dashboard about the distribution of active users across the workloads
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The following screenshot shows the home page of the Office 365 Admin center:

Office 365 | Admin center

Home

Home ‘ Search users, groups, settings or tasks

Users

Q@ DirSync Status >

Groups
© Lastdirectory sync

Resources ast sync ¥

© Password sync

Billing v recent synchronization

Support
3 Settings Q) Support

Setup + New service request

[E View service requests

Reports

Health

Admin centers

M Suggested features >

R Users >

+ Add a user
[ Deletea user
# Editauser

& Reset a password
} Train yourself
For admins
Train your people
For end users =
Advanced admin
Delivered by Linked!

=1 Help users get started >

Help your users get started with Office
365 by using ready to send emails.

« Install Office Apps
+ Productivity Solutions
« And more!

& Biling > a
Your credit card has expired. L
Total balance: €0.00 =

4

2 Update payment details =
Q

[} Message center >

1 Updated Features: Monthly feature updates for..

@ New feature: Client Access Rules for Exchang
B Updated feature: Service Health Dashboard

43 unread messages

M Setup guides >

Active user

A Office 365 ProPlus quick s.

@ Microsoft Exchange Advis..

& Office 365 for small busin...

9000000 1073120

Nuno Silva

Office software @ Domains >
Install my software + Add a domain
Share the download link @ Delete a domain
Software download settings £ Editadomain
Troubleshoot installation =a Check health

% Service health >

Nov 2 X Some services have posted advisories
ge. Nov 1 X (@ 5 advisories
Nov 1 X

L2 Active users

= Exchange ® OneDrive = SharePoint ® Skype for Business & Yammer

R .
17 10172017 10312017

® Need help? O Feedback

Let us now go through each of the home page's sections.

Searching for users, groups settings, or tasks on the

search pane

In the search pane, you can perform several tasks. Click on the search box and it will give
you several suggestions of common search queries:

Home

bearch users, groups, settings or tasks

Try this
Add a group

Add a domain
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If you start typing the word add in the search box, it will provide you with the most
common queries containing the add word, as you can see in the following screenshot:

altdid

0

‘= Actions
Service & add-ins settings
Add 3 site
Add shared mailbox
Edit group members
Download Office Apps

? Get help on...

Create or delete a site collection
Create a shared mailbox in the Office 365 admin center
Create and manage Office 365 groups in the admin center

Users FAQ

If you try searching for a user using the term test (and assuming you have users that
contain this word in your directory), it will perform a search as you type and immediately
show you the results, as depicted in the following screenshot:

test je.

2 People

° test user

testuser2@nuno-silva.net

0 Test User 3
testuserd@nuno-silva.net

a teste 02
teste0? @nuno-silva.net
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If you place your mouse pointer over a user result, it will show a few of the actions that can
be performed over that result on the right-hand side, such as the reset password or edit
user icons, as shown in the following screenshot:

o} Peaple

@ test user % j

testuser2@nuno-silva.net

If you click on the edit user icon, you'll be directed to the edit section of that user, as shown
in the following screenshot:

Office 365 | Admin center

Home

DirSync Status Users Billin
P Dirsy > ol 2 = | testuser2@nuno-silva.net
Groups
+ Add auser Yourcrt proguct license: No products have been assigned
© Last directory sync P g
. last synced 21 90
Resources @ Delete a user Total b
b’ ember WseRemoteAccessUsers
2 Edita user 2 Updatc WseRemoteWebAccessUsers
l
P @ Reseta password
Sign-in allowed
Support
s User (no admin access) £d
Settings v Q Support u, Train yourself @ Messt e
. ame test user
For admins Display iame
Setup + New service request | a Upc
- Train your people
IE View service requests | wner v i vl settings
— Forend users o ?
coors | o
Advanced admin traini. 3 - .
Health 43 unn & OneDrive Settings
Delivered by Linkedin Learning.
Admin centers v ore setting Manage muf-factor authentication £
(¢ Suggested features > 3 Help users get started > M Setup
Help your users get started with Office OneDrive.
365 by using ready to send emails.
Skype for

- lostall Office ApD:
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Directory synchronization status

In the following screenshot, you can see the status about the directory synchronization
when is was last synced and if it has any problem:

%> DirSync Status >

@ Last directory sync

last synced 21 minutes ago

@ Password sync
recent synchronization

This section shows you a summary of the status of the synchronization with your on-
premises AD. When you click on the status, it will take you to the page with the detailed
status of the latest directory synchronization execution, as shown in the following
screenshot:

Home > Directory Sync Status

Integration with local Active Directory

Company Name Nuno Silva
Domains verified

Domains not verified

Directory sync enabled true

Last directory sync last synced 24 minutes ago
Password sync enabled true

Password sync recent synchronization
Directory sync client version 11.647.0

IdFix Tool Download IdFix Tool

Directory sync service account cd@NunoSilva.onmicrosoft com
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Going directly to the users section to create, delete,
edit, or reset a password of a user

In this section, you can directly perform actions such as the following:

¢ Adding a user

¢ Deleting a user

e Editing a user

® Resetting a password

By clicking the Users section, you can access the user management area of the portal, where
you can perform these tasks, as well as some more advanced ones:

e Add a user
e Import multiple users
Delete a user

Reset a user password
Set up multifactor authentication

e Set up directory synchronization

The following screenshot shows the further options available in the More drop-down list:

Home > Active users

~+ Add a user Views ‘ All users . ‘ ‘Search users /C“ ‘ L Export

+ Import multiple users

[i] Delete a user

€, Reset a passward

(O Refresh

7 Setup Azure mult... =

™ Directory synchronization
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Going to the Billing section

In the Billing widget, you can get a glimpse of your current balance, update your payment
details, and view your bill. By clicking the Billing section, you are redirected to the
Subscriptions page inside the billing area of the portal, where you have access to your

subscriptions:

Home > Subscriptions

ACTIVE

Enterprise Mobility + Security E3

Office 365 Enterprise E3 Developer
MSDN

Office 365 Enterprise E3 for MVP
Trial

Office 365 Enterprise E3 Trial

Office 365 Enterprise E5 without
Audio Conferencing for MVP Trial

Power Bl Pro Developer (MSDN)

Power Bl (free)

€OOO user/month

Licenses My bill
Purchased 100 Total balance
Assigned @ 6

Add/Remave licenses

Assign to users View my bill

Payment method

Bank transfer

Commitment: monthly
Payment: monthiy

You can now pay with a
bank account

Change payment method
Update payment details

| + Add subscriptions |

Auto-renews November 14,
2017

Auto-renew (every month)
On ]

@ Ineligible to switch plans:
learn mare

More actions hd

Going to Office software section

The Office software widget allows you to open the My Software page, share the download
link, update the software download settings, and troubleshoot a software installation. By
clicking the button, you'll also land on the My Software page, where you can download
Office software from https://portal.office.com/OLS/MySoftware.aspx.

Need help? Read about it or watch a video at
https://support.office.com/en-US/article/Video-Install-Office-on
—your-PC-or-Mac-for-Office-365-for-business-b7071lece-237d-4£84-

a67d-d8cfldlf2e60.
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Software

Office Office

Tools & add-ins
Manage installs
Skype for Business
Want to deactivate Office on one computer and install it on another? Go to My account > Install status.

Phone & tablet

Install Office 365 ProPlus with the new 2016 apps ~ What happened to Office 20137

Note: Your admin has enabled First Release, so you get early access to the latest Office features. If you have feedback or problems, please contact your admin

I x R TR S SR T 0 SIS I

Word Excel PowerPoint OneNote Access Publisher ~ Outlook  Skype for ~OneDrive
Business for Business

Language: Versien:

[English (United States) ~]  32-bit Advanced

Don't see the language you want? Install one of the languages in the list above and then install a language accessory pack. Additional languages and language accessory packs don't count against your install limit,

Review system requirements
Troubleshoot installation

Install

Managing domains

In the Domains widget, you can add a new domain, delete an existing domain, edit a
domain configuration, or check a domain's health, without leaving the Admin center
homepage. However, if you wish to perform more advanced tasks, you can click on the
widget title, which will bring you to the domain management page as shown in the
following screenshot:

Home > Domains

| + Add domain ‘ [ <+ Buy domain ‘ View {AII domains Search domains L2
Domain name Status
.net (Default) Setup complete

Setup complete

.onmicrosoft.com Setup complete
org Setup complete
silva.net Setup complete
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To add your domain, click on the Add domain button:

° New Domain

Add a domain Verify domain Set up your online services  Update DNS settings
L J [ J [ ] [ ]

Add a domain

Enter @ domain you own

yourdomainname.cor|

Your users' email addresses will look like this: username@yourdomainname.com

Fill in your domain name, for example, yourdomainname . com, and click on the Next
button. Select the method you wish to use to validate its ownership, and click on the Next
button, as shown in the following screenshot:

yourdomainname.com

Add a domain Verify domain Set up your online services  Update DNS settings
(] [ ] [ ] [ ]

Verify domain

To keep your domain secure, we need you to prove that you own it. Select a verification method:

O Verification email (recommended)
We'll email a verification code to the registered contact: ourdomainname.com as provided by
I WHOI P note that the verification code expires in 60 minutes.

@ Add a TXT record instead
We'll provide a TXT record that you'll have to add at Generic instead
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Assuming you wish to validate ownership using a TXT record in your DNS, after you have
created the record with the values explained on the page, click on the Verify button as

shown in the following screenshot:

° yourdomainname.com
Set up your online services Update DNS settings

Add a domain Verify domain
(] [ ] [ L

Verify domain

To keep your domain secure, we need you to prove that you own it. Adding the record below will prove that you
rvices. After the domain is verified as being

own the domain, but it won't affect your existing email or othe
by you and the domain setup is complete, you can safely remov:

]

e the recerd from your DNS hesting

provider.

Follow these step-ty-step instructions to add the TXT records with the values below at your DNS host & (Select your DNS Host)

Verify by TXT record VX Record

TXT name: [ @ or skip if not supported by provider.
TXT value: ™ MS=ms72520431

TTL: [™ 3600 or your pravider default.

Get someone to help you. Let us help you set up your TXT records.

Back H Save and close ‘

Managing support

The Support widget in the home page allows you to create a new service request or view
a service request you have created previously:

@ Support

4+ New service request

View service requests
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Train yourself

By clicking the Train yourself option in the training widget, you'll be shown the available
training lessons. These lessons are as follows:

Roadmap

Get started
Setup

Mobile
Communicate
Store and share
Manage
Support

You can also access this page directly at https://support.office.com/en-us/article/
Office-365-small-business———training-6ab4bbcd-79cf-4000-a0bd-d42ced4dl2816?ui=

en-USrs=en-USad=US.

Train your people

The Train your people option in the training widget is meant for end users and takes you
to the Office 365 Training center. Here, you can learn more about each of the main client
tools in the Office 365 suite:

Outlook: Outlook for Windows video training

at https://support.office.com/en-US/article/8a5b816d-9052-4190-a5eb-494
512343cca?wt .mc_id=otc_home

OneDrive: OneDrive video training

at https://support.office.com/en-US/article/1f608184-b7e6-43ca-8753-2ff
679203132?wt .mc_id=otc_home

Word: Word for Windows video training

at https://support.office.com/en-US/article/7bcd85e6-2c3d-4c3c-a2a5-5ed
8847eae73?wt .mc_id=otc_home

Excel: Excel video training

at https://support.office.com/en-US/article/9bc05390-e%94c—46af-a5b3—-d7c
22f6990bb?wt .mc_id=otc_home
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e PowerPoint: PowerPoint video training

at https://support.office.com/en-US/article/40e8c930-cb0b-40d8-82c4-bd5
3d3398787?wt .mc_id=otc_home

SharePoint: SharePoint online video training

at https://support.office.com/en-US/article/cb8ef501-84db-4427-ac77-ec?2
009fb8e23?wt .mc_id=otc_home

Microsoft Teams: Microsoft Teams video training

at https://support.office.com/en-US/article/4£108e54-240b-4351-8084-b10
89f0d21d7?wt .mc_id=otc_home

You'll also have access to a few courses containing multiple lessons, such as the following:

Office 365 basics

at https://support.office.com/en-US/article/Start—-now—-396b8d9%-e118-42d
0-8a0d-87d1f2f055fb?wt .mc_id=otc_home

Try it with templates

at https://support.office.com/en-US/article/Try-it—-0865d155-bd36-407a-8
2be-929f2cd76f26?wt .mc_id=otc_home

Collaborate with Office 365

at https://support.office.com/en-US/article/See—how—ac05a4le-0b49-4420-
9ebc-190eede744f4?wt .mc_id=otc_home

Office tips and tricks

at https://support.office.com/office-training-center/featured-tips?wt.m
c_1d=0TC_HOME

For quick tips, you can download a few infographics that show interesting use cases when
using some of the Office client tools at
https://support.office.com/en-us/article/Great-ways-to-work-with-Word-Outlook-a
nd-PowerPoint-6£fe70269-b%ad4-4ef0-a96e-7a5858b3bd5a?wt .mc_id=otc_home&ui=en-—

US&rs=en-—

Ussad=Us. Alternatively, you can download the Office Training Center Bill of

Materials, a searchable list of all learning assets, with almost 400 additional training items at
https://www.microsoft.com/en-us/download/details.aspx?1d=54088&WT.mc_id=rss_all
downloads_all.
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https://support.office.com/en-US/article/Try-it-0865d155-bd36-407a-82be-929f2cd76f26?wt.mc_id=otc_home
https://support.office.com/en-US/article/See-how-ac05a41e-0b49-4420-9ebc-190ee4e744f4?wt.mc_id=otc_home
https://support.office.com/en-US/article/See-how-ac05a41e-0b49-4420-9ebc-190ee4e744f4?wt.mc_id=otc_home
https://support.office.com/office-training-center/featured-tips?wt.mc_id=OTC_HOME
https://support.office.com/office-training-center/featured-tips?wt.mc_id=OTC_HOME
https://support.office.com/en-us/article/Great-ways-to-work-with-Word-Outlook-and-PowerPoint-6fe70269-b9a4-4ef0-a96e-7a5858b3bd5a?wt.mc_id=otc_home&ui=en-US&rs=en-US&ad=US
https://support.office.com/en-us/article/Great-ways-to-work-with-Word-Outlook-and-PowerPoint-6fe70269-b9a4-4ef0-a96e-7a5858b3bd5a?wt.mc_id=otc_home&ui=en-US&rs=en-US&ad=US
https://support.office.com/en-us/article/Great-ways-to-work-with-Word-Outlook-and-PowerPoint-6fe70269-b9a4-4ef0-a96e-7a5858b3bd5a?wt.mc_id=otc_home&ui=en-US&rs=en-US&ad=US
https://www.microsoft.com/en-us/download/details.aspx?id=54088&WT.mc_id=rss_alldownloads_all
https://www.microsoft.com/en-us/download/details.aspx?id=54088&WT.mc_id=rss_alldownloads_all
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Advanced admin training on LinkedIn learning

Using the Advanced admin training on LinkedIn Learning option, you can access
advanced courses for Office 365 administrators and IT pros:

e Microsoft Cloud: Explore Cloud

Services: https://support.office.com/en-us/article/Start-training-02ef42
9a-002e-4990-a152-8al1596££925d

o Office 365:

l)qﬂoynuﬂ#:https://support.office.com/en—us/article/Start—training—1b6
d678b-dccc-47e5-9f05-c1e031bald29

e Office 365:
Administration: https://support.office.com/en-us/article/Start-training-
81d31f7b-2ada-4ecb-83d6-20972025be9%4

¢ Office 365: Manage Identities Using Azure AD

Connect: https://support.office.com/en-us/article/Start-training-90991a
1d-c0ab-479a-b413-35c9706f6fed

o Microsoft Cloud Services: Administer Office 365 and

Intune: https://support.office.com/en-us/article/Start-training-c1224e2
0-3d49-4£40-99ee-£d0991880376

e Office 365: Troubleshoot Availability and

Lkageihttps://support.office.com/en—us/article/Start—training—a72bae2d
-6779-49£fd-865f-9932293d2912

e Office 365 for Administrators: Supporting

Users: https://support.office.com/en-us/article/Start-training-6373a517
-d015-46d6-9713-0d5b18364965

These are just some of the options-there are many more!
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Message center

The Message center widget shows you the latest messages at a glance, and allows you to
access the message center area of the portal where you can check all the Office 365
messages:

Home > Message center

Read about staying on top of Office 365 changes

1] Updated feature: Microsoft 1] Updated feature: Office 365

To-Do App launcher
General Availability started Announcement
aining in first
Views | All active messages A B E
Act by Category Message title Published Message ID
I Stay Informed 1 Updated Features: Monthly feature updates... Nov 2 MC124295 X
I Stay Informed @% New feature: Client Access Rules for Exchan... Nov 1 MC124248 X
I Stay Informed 0 Updated feature: Service Health Dashboard Nov 1 MC124245 X
I Stay Informed B> Updated feature: PowerApps and Flow inte... Nov 1 MC124238 X
I Stay Informed B> Updated feature: Web parts on modern Sha... Nov 1 MC124231 X
I Stay Informed 1 New Feature: Free Office 365 training availa... Oct 31 MC124191 X
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These messages are periodically sent by Microsoft and provide you with information about
new features or changes to the Office 365 services or applications:

Updated Features: Monthly feature updates for Office 2016 for Office 365

Previous H Dismiss H Maore ~~ ‘

Fl\
=t

) Updated Features: Monthly feature updates for Office 2016 for Office 365

MC124295
Stay Informed
Published On : Novernber 2, 2017

How does this affect me?
The latest feature updates for Office 2016 for Office 365 are now available.

One of the benefits of Office 365 ProPlus is that Microsoft can provide new features for Office apps on a regular basis,
through rmonthly updates.

This month's update includes new feature updates, as well as other security and bug fixes. Here is a list of sorme of the new
features available in the November update:

- Excel, PowerPoint and Word have updates to the Digital Pencil.

- Word is adding support for Microsoft Translator right in Word.

- Project made improvements to Task Board view, and Agile projects.

- Visio made it easier to create wireframe diagrams for a website, and mobile applications.

A moare complete list of features and descriptions is available by clicking Additional Information.
What do | need to do to prepare for this change?
If you have users configured for Monthly Channel release updates, you may want to get up to speed on the new features this

maonth. Other than that, you do not need to do anything to prepare for this change.

Please click Additional Information to see a complete list of all the updates to Office, in November.

Service health

In the Service health widget, you can see a visual indication of the current health status of
the services, which displays advisories and the number of services that might be affected by
issues. Clicking on the widget title will bring you to the Service health page of the portal,
where you can find additional details about the health of each service and any incidents or
advisories posted for it:
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Home > Service health
Some services have posted advisories 2017-11-05 1443 (UTE)  View histary

All services ® Exchange Online 2 advisories

I @ Microsoft Teams 1 advisary
@ Office 365 Portal 1 advisory

Advisories
@ SharePoint Online 1 advisery
@ Azure Information Protection Service is healthy
@ Identity Service Service is healthy
(©) Microsot Intune Service is healthy
(©) Microsot staffHub Service is healthy
@ Mobile Device Management for Office 365 Service is healthy
@ Office Subscription Service is healthy
@ OneDrive for Business Service is healthy
(©) ptanner Service is healthy
©) powerm Service is healthy
@ Skype for Business Service is healthy
@ Sway Service is healthy
@ Yammer Enterprise Service is healthy

@ sevicerheatny (D acsony A ncgen:

Suggested features

The Suggested features widget shows you small tips and content to help you get the most
out of the many workloads of Office 365:

Home > Suggested features

Suggested features: Get more value from your Office 365 subscription!
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Help users get started

The Help users get started option gives you the possibility to send prepared emails to all
(or a subset) of your users to help them get started with Office 365:

X Help users get started

Help your users get started with Office
365 by using ready to send emails.

+ Install Office Apps
= Productivity Solutions
« And more!

You select one or more users, and an email template to send to them. For example, you can
send them an email about the Productivity library as shown in the following screenshot:

Home > Send helpful information to your organization

[ Help your users get started with Office 365 by using ready to send emails to spread the word.

° Email successfully sent to 1 users.

Email Group Search

Please selact the template that needs to be sent to the user:

Productivity library

Wicrascr, Oice 365

] Office 365 B Microsot

Click Send email at the bottom of the list to send an email to all selected users.

[ Name User ID Status

Search User:| em

[ANune Arias Silva email@nuno-silva.net @ Email sent

Send email

Microsoft Office 365

The Productivity Library is a great place to find resources that can
help you meet your business goals for Office 355. Learn more by
signing in!
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At this point, you will have several templates:

e New Office 365 training
Office apps

OneDrive

Outlook
Productivity library
Skype

e Teams

For additional resources, you can also access the Productivity library
directly at
https://portal.office.com/onboarding/productivitylibrary#/.

Setup guides

In the Setup guides widget, you can browse through the existing guides for the many
Office 365 services. By clicking the widget's title, you'll be presented with the full list of
setup guides, which are specially prepared, self-guided support assets for service setup. As
you select the features and options you want to deploy, the guides and advisers will build
you a step-by-step setup plan that's customized to your needs. You will get a full set of
instructions, videos, reference articles, and scripts.

Creating content

Express your ideas and data with Word, OneNote, PowerPoint, and Excel. You can find the
Office 365 ProPlus quick start guide at https://aka.ms/OPPquickstartguide. Use this
quick start guide wizard to set up apps such as Word, Excel, PowerPoint, and OneNote for
your employees.

Small business quick start

You can refer to the Office 365 for a small business quick start guide at
https://aka.ms/SmallBusinessQuickstartGuide. You can get the most from Office 365
business plans with this small business quick start guide.
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Saving, sharing, and coauthoring

You and your team can store, access, and work together on vital content with OneDrive.
You can refer to the SharePoint quick start guide at https://aka.ms/SPOquickstartguide.

The SharePoint Online quick start guide for small businesses shows you how to make the
most of the SharePoint Online deployment options and steps that work for your
organization.

The OneDrive for Business quick start guide is at https://aka.ms/ODfBquickstartguide.
Set up OneDrive, where your employees can store and access files in the cloud.

Mail and calendars

Keep yourself and your team on the same page with Outlook. For more information on
Microsoft Exchange advisors, you can refer to https://aka.ms/setupexchangepage. With
these tools, you can set up mail, connect your users, set up auditing, track messages, and
help protect email from spam and malware.

Need to migrate? You can find more information at https://aka.ms/sifndc.

Chat, online meetings, and voice

Connect with others near and far with Skype for Business and Intune.

For more information on the Microsoft Teams deployment advisor, please refer

to https://aka.ms/teamsguidance. Microsoft Teams is a chat-based workspace in Office
365. It gives your team a dedicated hub that brings together all their chats, content, people,
and tools.

You can find the Skype for Business quick start guide at
https://aka.ms/SfBquickstartguide. The Skype for Business quick start guide for small
businesses will show you how to quickly set up the client, video, IM, and presence
functions, and allow external screen sharing for your users.

You can refer to the Yammer quick start guide at https://aka.ms/yamquickstartguide.
Use this quick start guide to set up your Yammer corporate network so that your
employees can keep up with what's happening in your company.
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Security and identity

Refer to the Azure AD basic setup guide at https://aka.ms/azureadbasic. Set up the basic
edition of Azure AD for features such as group-based access management, self-service
password resets, and publishing on-premises web applications.

The Azure AD premium setup guide is available at https://aka.ms/aadpguidance. You
can set up Azure AD premium for advanced features such as multifactor authentication,
single sign-on (SSO), device registration, security monitoring, and more.

For more information on the Microsoft Intune deployment advisor refer to
https://aka.ms/intuneguidance. Use Intune to help keep corporate applications, data,
and resources secure on devices (such as mobiles, tablets, and PCs).

For more information on the Azure Information Protection deployment wizard refer to
https://aka.ms/azurermsguidance. Help protect your organization's sensitive information
by setting up permissions for accessing and sharing data in your company.

Videos for IT pros

You may want to refer to a few videos, the links of which are given as follows:

¢ Creating content:
o Click-to-Run and Office 365 ProPlus: https://aka.ms/qo453f

e Overview of Office 365 ProPlus: https://aka.ms/r359zr
e Telemetry and Office 365 ProPlus: https://aka.ms/cipg52

¢ Saving, sharing, and coauthoring
¢ OneDrive for Business Integrated Advantage:
https://aka.ms/f66hqga

¢ Chat, online meetings, and voice

¢ Skype for Business Enablement quick start:
https://aka.ms/cjfutd

e Admin center
o Create users in the Admin center:
https://aka.ms/ac-createusers

e DNS records and the Admin center:
https://aka.ms/ac-dnsrecords

e Verify your domain in the Admin center:
https://aka.ms/ac-verifydns
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¢ Walk-throughs for users
e Walk-throughs for Office 365 users:

https://aka.ms/usertrainingwizards

See the walk-throughs for Office 365 user videos for quick, how-to guidance on things such
as installing Office 365 apps on mobile devices or syncing files to OneDrive for Business.

Active users

The Active users widget presents you with a simplified version of the distribution over
time of your active users for each workload. Clicking the widget title will take you to the
usage reports area, where you can find reports such as the following;:

e Office 365:

Activations
Active users

Office 365 group activity

¢ Exchange:
¢ Email activity
e Email app usage
¢ Mailbox usage
¢ OneDrive:
¢ OneDrive activity
¢ OneDrive usage
e SharePoint:
¢ SharePoint activity
e SharePoint site usage
e Skype for Business:

¢ Skype for Business activity

Skype for Business peer-to-peer activity

Skype for Business conference organizer activity

Skype for Business conference participant activity

Skype for Business device usage

Skype for Business PSTN usage

Skype for Business users blocked
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e Yammer:
e Yammer activity

e Yammer device usage
e Yammer group activity

You can select a report or just take a look at the main usage stats. The following screenshot
shows the main report of active users:

7 days 30 days 90 days 180 days

Active users

W Exchange ® OneDrive ® SharePoint ® Skype for Business ® Yammer

<X

10/3172017

X

10/3/2017

10172017

The following screenshot shows the Email, OneDrive, SharePoint and Skype for Business
activities:

EE Email activity (aOneDrive files E}SharePoint files Skype for Business
6.9K  2sms 79.3K  o1se 9.3 0.1% 4 acztl\flt)‘
M Sent M Received M Read W Storage used M Files synced
8K 259.84GB
K 258.91GB ) .
257.98GB N
oK 257 05GB » ,
5K 256.11GB 30
i 255.18GB 25 15
2542568 20
o 253.32GB 15 1
2K 252.39GB o )
K 251.46GB . 0.5
250.53GB
0 10/1/2017 103012017 0
Active users - 4 of 8 Active users - 4 of 9 Active users - 1 of 9 Active users - 10f 9
I I — —
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The following screenshot shows the Office activations, Yammer and the link to more
reports using Office 365 Adoption preview that is powered by PowerBI:

IJ Office activations < Yammer activity Office 365 Adoption
15 ~ 9.1% (Preview)

Get more insights. Analyze and
explore Office 365 data in the preview
B Desktops B Devices M Posted B Read Liked of content pack in Power BI.

@ Your data is ready. Go to Power B
N 10 to view reports.

- First visit? Start by connecting to the
7.6 8 content pack. Use this tenant ID:
74 85a3e8838-9f90-46ae-a5b4-

72 . cb2fce234099

7 4 How do | use the content pack?
6.8 5
6.6
6.4 0

Go to Power Bl
Activated users - 6 of 9 Active users - 1 0f 3
I I

Office 365 Adoption preview

If you want to have more access to information and insights about service usage, you can
use the Office 365 Adoption content pack for Power BI. This invaluable tool will provide
you with dashboards such as the ones described in the following screenshot:
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The Office 365 Adoption content pack for Power BI provides an extensive set of information
about how your organization is using the Office 365 workloads, how they are used, what
the usage trends are, and which workloads require attention to foster adoption. You can
also use it to make decisions about which licensing needs your organization actually has
and which provide a great opportunity for optimization. Since it is a content pack for
Power BI, you can also customize the dashboards and set it up in the way that makes the
most sense to you. It is truly an invaluable tool.

What is in the Office 365 Adoption content pack?

¢ Adoption: You can quickly get a big picture view of your Office 365
environment, as well as the license usage in your Office 365 tenant, and use that
information to make fast decisions. You can view how many licenses of each
product are assigned to the users and which users are using the features of a
particular product on Office 365 per month. These metrics are based on a user
having used a product at least once.

e Communication: You can look at Exchange, Yammer, and Skype for Business
data to see how users are communicating. You can easily see whether your
organization prefers email, Yammer posts, or Skype calls to stay in the loop and
get work done.

¢ Collaboration: Great teams work together, and by analyzing OneDrive and

SharePoint site usage patterns, you'll see how users in your organization
collaborate.

e Access from anywhere: No more wondering which clients and devices are used
to connect to email, Skype for Business, or Yammer when users are on the
go—you can see that information right here.

¢ Storage use: Track cloud storage consumption for mailboxes, OneDrive, and
SharePoint sites to help users stay under limits and to help quantify how much
data your organization is storing.

¢ Office activation: When you assign a license for Office, users can install the apps

on up to five devices. In this report, you can now easily see the device types on
which users have installed Office apps.
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You can go to the initial dashboard or you can browse through additional reports, such as
the following:

Adoption overview
Product usage
Communication
Collaboration

Access from anywhere
Storage

Office activation
Exchange usage

Skype for Business usage
Yammer usage

OneDrive for Business usage
SharePoint usage
Exchange—user activity
Skype for Business—user activity
Yammer—user activity
OneDrive—user activity
SharePoint—user activity
User adoption by product
Adoption by department
Adoption by region
Assigned licenses

[148]




Managing Office 365 Chapter 6

The following are a few examples of the reports that can be compiled in a demo tenant:

¢ Adoption overview: The Adoption overview report is shown in the following

atest ContentDate
[ sclctaproductiosee Adoplion overview
Understanding adoptic Exchange @EnabledUsers @Activelsers @ MoMReturningUsers @ FirstTimeUsers @ CumulativeActiveUsers
. . W Office365 * ’ 9 9 9 9 9 9
After you assign a license to &
user, they're eAnabled to OneDrive . - - - - . - -
access the Office 365 produci SharePoint
This report lets you see mont Skype 6 ¢ ¢ ¢ ¢ b ¢ ¢ ¢ ¢ ¢
55 H
over month, how many users,
actively use the products Yammer M
you've assigned them and ho
many return the next month t 2
use the products . Reviewing
adoption trends can help you 0 o ° e o ¢ ° o
identify where users need hel 2016 November 2016 Decsmber 2017 lanusry 2017 February 2017 March 2017 April 2017 May 2017 June. 2017 uly 2017 August 2017 September 2017 October
aetting started. - : Offce365 Oficees Ofice3ts Ofvca3ts offce3es Oficeits offca3ts Ofica365 Ofice3ts Offce365 Oficeits
Microsoft FastTrack S b _ _
N eptember ... Adoption overview
Explore Microsoft Fastlrack Product  Year 4 MonthName 4 EnabledUsers ActiveUsers ) Fi CumulativeActiveUsers  ActiveUsers(%)  MoMRetumningUsers(%)
Qguidance on how to Increase Last menth - Active users. Office365 2016 November 9 7 6 0 7 8% 000%
adoption of Office 365 in your Office365 2016  December 9 7 7 0 7 T18% 100.00 %
organization. Office363 2017 January 9 6 6 o 7 66.7 % 8T %
Office365 2017 February 9 7 6 ] 7 8% 100.00%
Find ideas and free Office365 2017 March [ 6 6 0 7 667 % 8571%
downloadable r rces to Office363 2017 April 9 6 6 o 7 66.7% 10000 %
N —— Office365 2017 May 9 6 6 0 7 667 % 100,00 %
drive more value for your Office365 2017 June 9 6 6 [ 7 66.7% 10000 %
Office 365 investments. Last month - Returning ... Office365 2017 July 9 6 6 [ 7 667% 10000 %
Office365 2017 August 9 5 5 ] 7 556 % 8333%
Inspire your users by sharing Office365 2017 September [ 6 5 0 7 667 % 10000 %
i Office363 2017 October 9 6 6 o 7 66.7% 100.00 %
relevant use cases with
training links through the Fast 1 0 0 . 0 0 % Total 108 " n ° o 683 % 000%
Track Productivity Library.
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e Product usage: The Product usage report is shown in the following screenshot:

] Office 365 Product usage overview 10/30/20...
| atest ContentDate
[ ot kol e acive naprout | e e ]
75.00 % . _
sag Product @Exchange @Office365 ®OneDrive © SharePoint @S Yammer
Product usage September 2017 / - " e
In this report, you can see which B3I%,
products are being used in your 2
organization and how they're oy
being used. For activily reports, M11% —— 66.67% = —_—
select a product to analyze, or dick. 5
to expand the product name and . " e
select a spedific action. Looking at \2222% s .
activity trends can show which s
Office 365 products people prefer
for commurication and - :
collaboration. °
W16 W6 A AT A7 A7k DMy 0kne ATk W 07 2017
Product @Exchange @Office365 @OneDrive © SharePoint @Skype © Yammer November Decamber lamuary  Fetmany  March Mugust Septems.. Octber

Microsoft FastTrack
Explore use cases for each product Amount of activity within a product

in the FastTrack Productivity
Library

Number of users performing the a

a product

ProductActivityCombo @ EXO - Email . @EXO - Email .. @EXO-Email.. @ODB-Files.. b || ProductActivityCombo @EXO - Email.. @EXO-Email.. @EXO-Email.. @ODB- Files ...

ODB - Files...
= 5
B -
Select a product or a .
s
+ K Exchange
VK OneDrive .
+ K& SharePoint
VK Skyee 2
+ B Yammer ES
849 93 533 5157
3085 3685 00 2 3im2 ¥ AR qpes b
o 0
e ae  ww  aw  mw  aw  mw @y W mw @ awn e A w7 Ww 20 WA DTMy AThne ATMy 2T v 0w
Nevem. Diem. iy Femary Mach Al May  hne kb Auum Seme Onoer Nowember Decomber iy Feuay  Mach August Septems. Ocober
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e Communication: The Communication report is shown in the following

screenshot:

] Office 365

10/30/20...

| atest ContentDate

Communication

Communication — EXO- EmailRead
4

YAM - Message.
1
The reports on this page show you VAM - Me.
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¢ Collaboration: The Collaboration trends are shown in the following screenshot:
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e Access from anywhere: The Access from anywhere,

shown in the following screenshot:
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e Storage: The report for the amount of storage used is shown in the following
screenshot:

1] Office 365 Storage used 10/31/20...
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e Office activation: The Office activation report is shown in the following

screenshot:
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¢ Exchange Online usage: The Exchange Online usage report is shown in the

following screenshot:
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¢ Skype for Business usage: The Skype for Business usage report is shown in the
following screenshot:
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e Yammer usage: The Yammer usage report is shown in the following screenshot:
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¢ OneDrive for Business usage: The OneDrive for Business usage report is shown
in the following screenshot:
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e SharePoint usage: The SharePoint usage report is shown in the following
screenshot:
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Users

The first area of the Admin center is the user management area. By clicking the Users item
in the left-hand navigation menu, you will have access to these sub items as shown in the
following screenshot:

Office 365 Admin center

Home

Users
Active users
Contacts
‘Guest users

Deleted users

Groups

Resources

Billing

Support

Settings

Setup

Reports

Health

Admin centers

Groups

The Groups area will provide you with access to the following:

e Groups (security groups as well as Office 365 groups)
e Shared mailboxes
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Resources

The Resources area allows you to manage the following;:

¢ Rooms and equipment
e Sites

Billing
The Billing area provides you with access to the following:

e Subscriptions

e Bills

¢ Licenses

o Purchase services

Billing notifications

Support
The Support area allows you to do the following:
¢ Create a new service request

e View previous service requests
e View customer lockbox requests (if you have E5 licenses)

Settings

In the Settings area, you have access to the following:

e Services & add-ins

¢ Security & privacy

¢ DirSync errors (directory synchronization)
¢ Organization profile

Partner relationships
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Services & add-ins

By clicking the Services & add-ins option, you can configure detailed options for some of
the services of Office 365, which are as follows:

Azure multifactor authentication: Manage your settings for Azure multifactor
authentication

Bing: Turn Bing for Business access on or off for your company employees
Calendar: Let people share their calendars with external users

Cortana: Turn Cortana access on or off for your entire organization
Directory Synchronization: Sync users to the cloud, using AD

Docs.com: Manage and update your Docs . com settings

Dynamics Customer Insights Preview: Manage and update your Dynamic
Customer Insights Preview settings

Integrated Apps: Manage your Integrated Apps settings
Mail: Set up auditing, track messages, and protect email from spam and malware

Microsoft Azure Information Protection: Update your settings for Microsoft
Azure Information Protection

Microsoft Forms: Manage and update your Microsoft Form settings
Microsoft Teams: Manage and update your Microsoft Team settings
Office 365 Groups: Control settings for Office 365 groups

Office Online: Let people use third-party hosted storage services

Office Software Download Settings: Control versions and which Office apps are
available to download

Office Store: Manage your Office Store settings

Reports: Show anonymous IDs instead of names in all reports or enable the
Power BI content pack

Sites: Update your site's settings

Skype for Business: Set up domain exceptions and dial-in conferencing, and
allow external sharing

StaffHub: Turn StaffHub on or off for your entire organization
Sway: Manage your Sway settings
To-Do: Manage and update your To-Do settings
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Security & privacy

By clicking the Security & privacy option, you can configure the following options:
e Password policy
e Customer Lockbox

e Sharing
¢ Let your people reset their own passwords

The following is a screenshot of the Security & privacy option:

Home > Security & privacy

Password policy

Set the password policy for all users in your organization.
Days before passwords expire 20

Days before a user is notified about expiration 14

Customer Lockbox

Set requirements for data access

Sharing

Control access for people outside your organization.

Let users add new guests to the organization On

Let your people reset their own passwords
You can turn it on in the Azure AD admin center.

After you turn on self-service password reset, you need to send users to the following website so they can set up their
alternate phone number or email address. Don't lose access to your account.
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DirSync errors
The following screenshot shows us the different possible errors for the objects that have
been synced:

Home > DirSync errors
This report shows errors for objects you have synced from your on-premises directory to the cloud. These are caused by attributes that are required to be unique,
like UserPrincipalName and Proxy Address, being added to multiple users, groups, or contacts. To resolve the issue, ensure that the conflicting value only exists on a

single object in your company. Click each error to learn more.

Provisioning error Value Display name Object type

No results found

Organization profile

The Organization profile options provide the following properties:

e Release preferences

e Manage custom themes for your organization

¢ Add custom tiles for your organization

¢ Provide customized help desk contact information

Partner relationships

In the Partner relationships section, you can view and manage the partners that can help
you on your Office 365 environment.
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Setup

The Setup area provides access to the following;:

¢ Products (subscribed products and licensed assignments)

¢ Domains (configured custom domains, with the possibility of adding or buying
additional domains)

¢ Data migration (helpful tools for mailbox migrations, as well as guidance for
other workloads)

Reports

The Reports area allows you to access the following:

e The usage report area with all the dashboards, as described previously
e Security and compliance reports, which can be further explored in the Security &
Compliance center.

Health

The Health navigation item aggregates the following areas:

e Service health page
¢ Message center
e Directory sync status page
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Admin centers

Some of the other services included in Office 365 have additional administration centers,
which you can access through the Admin centers navigation item at the bottom of the left-
hand menu:

Admin centers
Exchange CF

Skype for Business =f
SharePoint
OneDrive
Yammer O
PowerApps

Flow

Security & Compliance

Azure AD CF

Intune CF

These Admin centers will be discussed in later chapters.

Summary

In this chapter, you have learned about managing Office 365 services to keep up to date
with the state-of-the-art of cloud productivity services. You now have more information on
how to manage your Office 365 tenant and services, and how to keep updated with the
latest updates of Office 365. In the next chapter, you will learn how to implement Exchange
Online.
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In this chapter, you will be introduced to Exchange Online. We will cover the following
topics:

Exchange Online in Office 365
Planning Exchange Online

Implementing and migrating Exchange Online

Administering Exchange Online

In the previous chapter, you learned how to manage Office 365 workloads and you got a
detailed tour of the Office 365 Admin center portal. In this chapter, we'll go deeper into
Exchange Online, one of the core components of Office 365, and you'll learn more about
how to plan and execute a good implementation of Exchange Online in your organization.

Exchange Online in Office 365

Microsoft Exchange Online is the enterprise email service offered by Microsoft and is the
most widely used workload of Office 365.

Exchange Online is a service hosted by Microsoft to provide organizations with an email
system that can be employed to communicate using email features, schedule appointments
using calendar features, create tasks, and organize emails in the inbox or archive them.
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Exchange Server is an enterprise-class server that was born in 1996 and is the most widely
used email system by organizations around the world. It has many features:

Routing and transport rules

Encrypt and secure mail

In-Place Hold, allowing you to retain the email forever
e eDiscovery, to search content across the whole organization

Microsoft Exchange Online is divided into three main workloads, depending on where the
mail is and its destination:

¢ Exchange Online Protection (EOP): EOP is the system by Microsoft Services that
protects the Exchange system from malware, spam, and other threats.

¢ Exchange Online: Exchange Online is the core component of Exchange and
where the main data accessed by the users resides.

¢ Exchange Online Archive: This is a system that is used for archiving email that
is not needed in an offline device. In some plans, users have an unlimited space
quota for the archive:

Exchange

————

Archive
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In Exchange Online, you have two subscriptions plans available—Plan 1 and Plan 2. The
following table summarizes the main differences between them:

Exchange Online Plan Plan 1 Plan 2

Capacity in primary mailbox 50 GB 100 GB

Capacity in archive 50 GB Unlimited
Communications Not available Instant messaging
Retention and preservation Not available In-Place Hold

It's possible for the same tenant to have different subscriptions and to combine the products
needed by each organization to accommodate their needs, at any point in time. A user may

only be assigned to a single plan within the same workload. For instance, a user may not be
assigned to both Exchange Online Plan 1 and Plan 2.

You can switch licenses at any time, but it is advised that the switch
operation is performed simultaneously and not in two steps, to avoid
removing and then adding the license. Performing these operations
simultaneously (that is, atomically) will avoid, for example, the deletion of
the mailbox and then a reconnection to the same user, which can cause
some issues for the end user. When you remove a license, you have 30
days to recover that data; otherwise, the data will be lost and will not be
recoverable. 30 days after deletion, it is not possible to recover any data
from that mailbox.

EOP

EQOP is a service that is integrated in Office 365.

This system was created to protect the Exchange system, and it holds the responsibility of
protecting, filtering, and ensuring the hygiene of your email, as an outer layer before
messages hit the end user's inbox.

Because it operates at an outer level, before the core of Exchange is reached, it constitutes a
powerful protection that mitigates several risks. This system was created as a distributed
computational system, across all Microsoft data centers, to have the ability to scan, protect,
and deliver the legitimate email in the fastest possible way.
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Exchange Online

Microsoft Exchange Online is the system where all the main user actions happen. It is
where the users have their inboxes, calendars, and other objects, and where they access the
features they need for their daily tasks, either using a smartphone, tablet, or other device,
such as a PC.

Exchange Online establishes some limits to avoid problems that could impact your
reputation. For example, it's only possible to send 30 messages per minute from a user's
mailbox. If you need to send email in bulk, for a marketing campaign for example, it is
advised that you rely on third-party services or use a different system in another
infrastructure.

Exchange Online Archive

The Microsoft Exchange Online Archive is the system that allows the end user to archive
the emails that they do not need to keep online. This will store the user's older email in an
Online Archive, which, as the name states, is only available if you have internet access to
Office 365. For example, if you use the Outlook desktop and you have offline cache set to
active for your primary mailbox, you will not have access to the archive if you are working
offline, without internet access.

In Exchange Plan 2, you have unlimited storage in Exchange Online
Archive.

To access the Exchange Online Admin center:

1. Gotohttps://portal.office.com
2. Select the Admin option

3. On the Admin center, in the Admin centers section, select the Exchange option,
as shown in the following screenshot:
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Office 365 Admin center

Home
| Search users, groups, settings or tasks pe)
Q> DirSync Status > K Users >
Groups
®© Last directory sync + Add a user
Resaliees last synced 16 minutes ago il Delete a user
® Password sync / Editauser
Billing recent synchronization
@, Reset a password

Support
Settings £ Support @ Videos

Setup ~+ New service request I‘ﬁ- Admin center overview

View service requests

| DIA What's new

I > I Admin mobile app

@0000

Reports

Health

Admin centers

> Service health >

Exchange CF
Some services have posted advisories

(D 1 advisory

Skype for Business T

SharePoint Cf

OneDrive T
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4. After connecting to Exchange Online admin, you will have access to a central
place where you can manage the Exchange platform:

Office 365 Admin

Exchange admin center

dashboard Welcome

recipients permissions compliance management

mail flow

mobile unified messaging

hybrid
setup

In the next section, we will see how to plan an implementation of Exchange Online.

Planning Exchange Online

In each project or subproject, it is always advised to carefully plan using best practices,
depending on the type of implementation or migration that you require.

You will need to know the core functions and capabilities of Exchange and its
requirements.

The best way to start is to use the Microsoft Exchange Server Deployment Assistant. This
tool is an effective way to start the planning of your project. It is available at
https://technet.microsoft.com/en-us/office/dn756393.aspx. As shown in the
following screenshot, it supports several scenarios:
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Microsoft Exchange Server Deployment Assistant

The Exchange Server Deployment Assistant is a web-based tool that asks you a few questions about your current environment and then generates a custom step-by-step
checklist that will help you deploy different versions of Exchange Server for different types of scenarios.

Launch the Deployment Assistant e

Exchange 2016
scenarios

The following deployment
scenarios are available for
Exchange Server 2016:

On-premises
deployments

New installation of Exchange
Server 2016

Upgrade from Exchange 2010 to
Exchange 2016

Upgrade from Exchange 2013 to
Exchange 2016

Upgrade from mixed Exchange
2010 and Exchange 2013 to
Exchange 2016

Hybrid deployments

(On-premises + Office 365)

Exchange 2016 on-premises with
Exchange Online
Exchange 2013 on-premises with
Exchange Online
Exchange 2010 on-premises with
Exchange Online

Exchange 2013
scenarios

The following deployment
scenarios are available for
Exchange Server 2013:

On-premises
deployments

New installation of Exchange
Server 2013

Upgrade from Exchange 2010 to
Exchange 2013

Upgrade from Exchange 2007 to
Exchange 2013

Upgrade from mixed Exchange
2007 and Exchange 2010 to
Exchange 2013

Hybrid deployments

(On-premises + Office 365)

Exchange 2013 on-premises with
Exchange Online
Exchange 2010 on-premises with
Exchange Online
Exchange 2007 on-premises with
Exchange Online

Exchange 2010
scenarios

The following deployment
scenarios are available for
Exchange Server 2010:

On-premises
deployments

New installation of Exchange
2010

Upgrade from Exchange 2007 to
Exchange 2010

Upgrade from Exchange 2003 to
Exchange 2010

Upgrade from mixed Exchange
2003 and Exchange 2007 to
Exchange 2010

Hybrid deployments
(On-premises + Office 365)
including Exchange Online
Archiving

Exchange 2010 on-premises with
Exchange Online
Exchange 2007 on-premises with
Exchange Online
Exchange 2003 on-premises with
Exchange Online

Cloud-only scenarios

Understand your options for migrating
email to Exchange Online and Office 365:

Exchange migrations
Cut-over
Staged
IMAP

Third-party migrations

IMAP

Exchange Server Deployment Assistant is a tool that was developed to help the
implementation of Exchange scenarios, either on-premises, cloud, or hybrid. This tool asks
you a few questions within the scenario that you have in place or your future scenario, and
it will give you a checklist of the tasks you must perform. It also provides you with an
estimate of how much effort you'll need to spend on your project to help you calculate the
required investment.
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At the time of writing, the deployment assistant supports the following scenarios:

e Exchange 2016
¢ Exchange 2013
¢ Exchange 2010
e Cloud-only

e Hybrid

In the following example, we will use Exchange 2016 in a hybrid deployment (on-premises
and Office 365) scenario in the deployment assistant.

When we start the deployment, the assistant allows us to choose Hybrid, as shown in the
following screenshot:

Exchange Server Deployment Assistant = ?

The Exchange Server Deployment Assistant is your source for Exchange deployment technical guidance. Tell us what kind of deployment you're
interested in, answer a few questions about your environment, and then view Exchange deployment instructions created just for you.

On-Premises 1 Hybrid M= Cloud Only

Configure Exchange 2010,
2013, or 2016 to support both
on-premises users and cloud
nment users in Office 365
010, 2013, or 2016

All the processes described later are the result of content provided by
Microsoft within the results of the wizard of Exchange Deployment
Assistant, and were changed to reflect this scenario as an example of the
configuration that  have done. Refer to https://technet.microsoft.
com/en-us/library/hh529921.

Next, we are going to select Exchange 2016 hybrid.
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Then, select the Exchange Server 2016 as the Current on-premises environment option:

Exchange Server Deployment Assistant

Current on-premises environment

4 Welcome

Deployment Options . i .
What is your current on-premises Exchange environment?
Choose your deployment type

® Exchange Server 2016
O Exchange Server 2013
O Exchange Server 2010
O 1 don't have Exchange Server installed in my on-premises organization

Current on-premises environment

We are going to select the first scenario, but you will need an Office 365 plan that is
supported for the hybrid scenario, such as enterprise, government, nonprofit, or education:

Exchange Server Deployment Assistant 0D = ?
Existing Office 365 plan

4 Welcome

Deployment Options
Have you signed up for Office 365 using a supported plan?

Choose your deployment type

Before you can configure a hybrid deployment, you need to sign up for Office 365 using a supported Office 365 plan. All Office 365 Enterprise, Government,
Nonprofit, and Education plans support hybrid deployments, Office 365 Business and Home plans don't support hybrid deployments. For more information about
Existing Office 365 plan Office 365 plans that support hybrid deployments, check out Compare Office 365 Plans.

Current on-premises environment

Sign up for Office 365 . .
® Yes, I've signed up for an Office 365 plan that supports hybrid deployments

O No, | either haven't signed up for Office 365, or my existing Office 365 plan doesn't support hybrid deployments

What does your Office 365 admin center look like?

The Office 365 admin center is getting a new look! Whether you see the new admin center depends on your Office 365 plan and whether you've signed up to see
new features earlier. Choose the picture below that matches what your admin center looks like. If you want to find out more about the new Office 365 admin
center, check out About the Office 365 Admin Center Preview.

(® Previous ® Next 3
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Next, you'll be asked to select the authentication method. Select the Password
synchronization (recommended) radio button, as shown in the following screenshot:

Exchange Server Deployment Assistant S

Authentication method

4 Welcome

Deployment Options . . . L
Do you want to synchronize user credentials to Office 365 or require authentication to be performed by your on-

Choose your deployment type N N .
premises Active Directory?

Current on-premises environment

To help make your users' experience with Office 365 as seamless as possible, you need to configure single sign-on. Single sign-on lets users sign inta Office 365

using the same username and password that they use to sign into your on-premises organization. This means they only have to remember one username and

Authentication method password to access both their Office 365 mailbox and their on-premises network account, and reduces the administrative overhead involved with managing both
organizations. There are a couple of different ways you can implement single sign-on with Office 365:

Existing Office 365 plan

- ization Password synchronization syncs a user's on-premises username and password with Azure Active Directory. Azure Active
Directory is the directory service that Office 365 uses to authenticate users trying to log in to your Office 365 organization. Any time a user's password is
changed, the change is automatically synchronized with Azure Active Directory and, in turn, Office 365.

This is the recommended choice for most organizations.

- Active Directory Federation Services (AD FS) AD FS directs authentication requests from users logging into your Office 365 organization to your on-
premises Active Directory domain controllers. Only after users successfully authenticate with your an-premises Active Directory are they allowed to access

your Office 365 organization.

This choice should only be used by very large organizations with specific requirements or deployments, such as multiple Active Directory forests.

To help you choose the right options, check out Single sign-on with hybrid see the and di of both choices.

Password synchronization (recommended)
O ADFS

(© Previous ® Next 3)
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In the Edge Transport question, to keep this scenario simple, just select a scenario that does
not require edge servers by clicking on the No radio button:

Exchange Server Deployment Assistant oD = ?

Deploy Edge Transport

4 Welcome

Deployment Options . . . .
Do you want mail sent between your Exchange Online and on-premises organizations to go through an Edge

Choose your deployment type
Transport server?

Current on-premises environment
e 205 An Edge Transport server is typically deployed on a computer Iocated in an Exchange organization's perimater network and is designed to minimize the attack
bisting Office 365 plan surface of the organization. If you don't want to expose your internal Mailbox server to the Internet, answer Yes, and later we'll show you how to add an Exchange
Authentication method 2016 Edge Transport server to your hybrid deployment. The Edge Transport server works with internal Mailbox servers in the on-premises Exchange organization

Deploy Edge Transport to route messages between the on-premises and Exchange Online organizations.

Learn more about Edge Transport servers at Edge Transport servers with hybrid deployments.

O Yes

® No

(© Previous ® Next ®
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Then, we are asked how the inbound messages should be routed, through the on-premises
email server or through Office 365. Select the option to route the messages through Office

365:

Exchange Server Deployment Assistant o B = 2

Inbound mail routing

4 welcome

Deployment Options . i . . .
How do you want to route inbound Internet mail for both your on-premises and Office 365 mailboxes?

Choose your deployment type
Current on-premises environment All inbound Internet messages for both the on-premises and Office 365 organizations can follow the same inbound route. You need to choose the route that you
want these messages to take. The choice you make determines where your mail exchanger (MX) record will point and other routing cenfiguration options.

Existing Office 365 plan
Authentication method Learn more about mail routing in Exchange hybrid deployments at Transport routing in Exchange hybrid deployments.
Deploy Edge Transport @ Route all inbound Internet mail for both organizations through Office 365

nbound mail routing O Route all inbound Internet mail for both organizations through my on-premises Exchange servers

(© Previous ® Next 3)

After clicking on the Next button, we will see the checklist with the steps to deploy this
scenario:
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Exchange Server Deployment Assistant 0B = 2
welcome Navigate your checklist
4 prepare for Deployment Now that we've asked you a few questions about the type of deployment you want. it's time to review how to use your Exchange deployment checklist.
Navigate your checklist

> How can | see my answers to the deployment questions?

erequisites

How can | change my answers?
Collect information

Configure Hybrid Deployment How can | move through the checklist?

Prerequisites

Add primary SMTP domain to Office

365

What do | do when | finish a step?

Configure Azure Active Directory
Connect

How long will it take to complete the checklist?

Verify tenant configuration

What if | get interrupted?

Configure DNS

Configure Exchange Web Services

Configure Exchange certificates

Can | print this stuff?

Configure Hybrid Services

Can | copy and paste?

Run Hybrid Configuration wizard

How do | tell you what | think about this?

Finalize Your Deployment

Create a test mailbox
Move or create mailboxes
Configure MX record
Post-configuration tasks

Checklist complete

(© Previous ® Next (3

This will be the deployment scenario demonstrated throughout this chapter. I use my
domain name, nuno-silva.net, in all the examples.

The following is a summary of the deployment options.

The Exchange Server Deployment Assistant is the best way to know the most appropriate
scenario for your organization as well as to guide you throughout the deployment of
Exchange. With this tool, you only need to answer some questions about the Exchange
environment, and the deployment assistant will provide you with the instructions to
deploy that scenario. If you do not have experience within Exchange deployments, it is
advised that you contact a partner to design your scenario and to deploy your Exchange
workload. The partners have extensive experience from years deploying Exchange
scenarios in complex architectures that you can leverage, avoiding surprises and issues
with your deployment.
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The scenario that will be described in the following sections is the hybrid scenario using
Exchange 2016 connected to Office 365 with Azure AD Connect with password sync.

All the processes described later are the result of content provided by
Microsoft within the results of the wizard of Exchange Deployment
Assistant, and some variables has been changed according the scenario
and is an example configuration. Refer to https://technet.microsoft.
com/en-us/library/hh529921.

Implementation and migration Exchange
Online

The implementation and migration steps are explained in the following sections.

Some notes before starting

In a hybrid deployment, it is recommended that you create a complete plan of the
deployment. It is also advised that, before starting to configure the environment, you
carefully read the deployment assistant's output to know what steps will be necessary,
where you'll need to go, and what configurations you need, based on the scenario you have
selected. This includes components such as networks, security certificates, and firewall
rules. If you are not familiar with some of these topics, it is always advised to find a partner
with experience, because any missteps might cause trouble down the road.

need to sign up for Office 365 using a supported subscription plan. In the
beginning of this book, we gave you the instructions to sign up for

0 To successfully configure your organization for a hybrid deployment, you
Office 365.
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What is a hybrid deployment?

Hybrid deployment is a connection between your Exchange organization that is on-
premises and Exchange Online. This connection is a federation that is done by Hybrid
Configuration Wizard (HCW) that performs several steps:

The configuration of SMTP connectors between Office 365 that gives the mail
flow in both ways using your certificate with TLS.

The implementation of the global address list is shared between the two
organizations.

The federation of free/busy that gives you the possibility to have the availability
in calendars between users connected on each Exchange organization (on-
premises and online).
Youcanconﬁnuetousehttp://webmail.yourorganization.com,w&mmeyou
can change yourorganization.com to your public internet domain name as
you did before hybrid. When a user has their mailbox moved to Office 365, it will
also be connected to Office 365.

When you have ActiveSync, the users will be automatically redirected when their
mailbox moves between organizations.

Using Exchange Web Service (EWS), you have the ability to do a remote move
between your mailboxes' organizations.

If your hybrid is Exchange 2013 or 2016, you can use your Exchange Admin
center to manage both Exchange organizations.

It is not possible to have the primary in the cloud and the archive on the

premises. You can learn more about Exchange Online Archiving at
https://technet.microsoft.com/en-us/library/archive-features—in-

exchange-online-archiving.aspx.

[182]


https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx
https://technet.microsoft.com/en-us/library/archive-features-in-exchange-online-archiving.aspx

Exchange Online Chapter 7

Hybrid deployment components

In a Hybrid deployment, you will have several components as follows:

¢ On-premises servers: Exchange servers and AD Connect has requirements to
implement Exchange hybrid

e Office 365: Your tenant where your Exchange Online is
e HCW: This is where you configure the connection between your environments

Learn more about Hybrid Configuration wizard at https://technet.microsoft.
com/en-us/library/hh529921

Learn more about Sharing and Collaboration at https://technet .microsoft.com/

en-us/library/exchange-online-sharing-and-collaboration.aspx.

e Azure AD synchronization: Azure AD Connect synchronizes your on-premises
directory to Azure AD to support a hybrid Exchange. It synchronizes several
objects, such as users, distribution groups, security groups, and contacts. With
this synchronization, you will have a unique Global Address List (GAL)
available to the users. Keep in mind that when you have a hybrid Exchange
environment, your on-premises objects are the source authority system. Azure
AD Connect is a software component that is installed on an on-premises server
separate to domain controllers and Exchange environments.

Learn more about Azure AD Connect at https://docs.microsoft.com/en-us/
azure/active-directory/connect/active-directory-aadconnect-

prerequisites.

Hybrid deployment example

The following scenario was created for this book. This is an example architecture topology
that provides you with an overview of a typical Exchange 2016 environment. Nuno Silva
is a single-forest, single-domain organization with two domain controllers and one
Exchange 2016 server installed with the latest supported rollup update. Remote Nuno
Silva users use Outlook on the web to connect to Exchange 2016 over the internet to check
their mailboxes and access their Outlook calendar and using ActiveSync on mobile devices
also.
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The following figure shows the scenario:

On-premises
Exchange 2016 organization

Internet

Legend

Outlook on the web traffic

Mail flow to and from the Internet
Credentials sent from user to Exchange server

------ Credential verification between Exchange
server and domain controller

)
N
Cd
Remote

On-premises
Users
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The following figure represents the scenario as an example of my configuration:

On-premises

Exchange 2016 organization Office 365 for enterprises

Exchange R R QQE

Online
> Protection Azure Active Directory
(EOP)
» ~ A
= P
«— 4 v v
Y
Jam
Internet ﬁa ﬁa E

5
]

Credentials sent from user to Exchange Online
------ Credential verification between Exchange Online and Azure Active Directory

Qutlook on the web traffic

Recipient and password synchronization between on-premises Active Directory and Azure Active Directory
------ Recipient synchronization between Exchange Online and Azure Active Directory

Mail flow to and from on-premises and the Internet, and secure mail flow between on-premises and EOP

—————— Secure mail transport between EOP and Exchange Online

Directory synchronization and SSO

AD synchronization between the on-premises and Office 365 organizations is performed
every 30 minutes by a server on your on-premises, running Azure AD Connect, and it is a
requirement for configuring a hybrid deployment.

To know about certificates, bandwidth, mail flow, and information rights management,
refer to https://technet.microsoft.com/en-us/library/mt595771 (v=exchg.150) .aspx.
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0 It is advised that you always review all the requirements before starting.

Troubleshooting hybrid deployments

Configuring a hybrid deployment with the Hybrid Configuration wizard greatly minimizes
the potential that the hybrid deployment will experience problems. However, there are
some typical areas outside the scope of the Hybrid Configuration wizard that, if
misconfigured, may present problems in a hybrid deployment. Sometimes, there can be
minor configuration issues that prevent your hybrid deployment features from working as
expected.

Check out the following resources to resolve some common hybrid deployment
configuration issues:

o Troubleshoot a hybrid deployment at https://technet.microsoft.com/en-us/
library/jj659053

o Troubleshooting free/busy issues in Exchange hybrid environment at https://
support.microsoft.com/en-us/help/10092/troubleshooting-free-busy-
issues—-in-exchange-hybrid-environment

Administering Exchange Online

In this section, I will show you how to administer Exchange Online. Based on the steps
created before, you will see the following parts:

e AD Connect
¢ Exchange Hybrid
¢ Exchange Online
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AD Connect

After the installation of AD Connect using Express install option, you can read the
instructions at
link https://docs.microsoft.com/en-us/azure/active-directory/connect/active-dir

ectory—aadconnect—-get-started-express.

Go to the Start Menu and select the Synchronization service option. This program shows
the history of your synchronization between your on-premises AD and Azure AD, as
shown in the following screenshot:

4 Synchronization Service Manager on ADCONNECT - X
File Tools Actions Help

ﬁ Operations c;{:r Connectors g Metaverse Designer {g\ Metaverse Search

-

Nam Profile Name Status Slart Tme End Tlme

[m—
NunaSﬂva onmicrosof... Export success 11/20/2017 3 50 18PM 11/20/2017 3:50:38 PM
NunoSilva.onmicrosof... Delta Synchronization ~ success 11/20/2017 3:50:16 PM 11/20/2017 3:50:17 PM
nuno-silva local Delta Synchronization ~ success 11/20/2017 3:50:15 PM 11/20/2017 3:50:16 PM
NunoSilva.onmicrosof... Delta Import success 11/20/2017 3:50:03 PM 11/20/2017 3:50:13 PM
nuno-silva local Delta Import success 11/20/2017 3:50:03 PM 11/20/2017 3:50:03 PM
nuno-silva local Export success 11/20/2017 3:20:33 PM 11/20/2017 3:20:33 PM
NunoSilva.onmicrosof... Export success 11/20/2017 3:20:13 PM 11/20/2017 3:20:32 PM
NunoSilva.onmicrosof... Delta Synchronization ~ success 11/20/2017 3:20:11 PM 11/20/2017 3:20:12PM
nuno-silva local Delta Synchronization ~ success 11/20/2017 3:20:10 PM 11/20/2017 3:20:11 PM
NunoSilva.onmicrosof... Delta Import success 11/20/2017 3:19:58 PM 11/20/2017 3:20:08 PM
nuno-silva local Delta Import success 11/20/2017 3:19:58 PM 11/20/2017 3:19:58 PM
nuno-silva local Export success 11/20/2017 2:50:30 PM 11/20/2017 2:50:30 PM
NunoSilva onmicrosof... ort success 11/20/2017 2:50:09 PM 11/20/2017 2:50:29 PM
NunoSilva.onmicrosof... Delta Synchronization ~ success 11/20/2017 2:50:08 PM 11/20/2017 2:50:08 PM
nuno-silva local Delta Synchronization ~ success 11/20/2017 2:50:06 PM 11/20/2017 2:50:07 PM
NunoSilva.onmicrosof... Delta Import success 11/20/2017 2:49:55 PM 11/20/2017 2:50:05 PM
nuno-silva local Delta Import success 11/20/2017 2:49:55 PM 11/20/2017 2:49:55 PM

|Profile Name: Export User Name: ADCONNECT\AAD_6408ac8e81cd

Step Type: Partition: DC=nuno-silva,DC=local
StartTime:  11/20/2017 3:50:39 PM End Time: 11/20/2017 3:50:39 PM  Status: success
Export Statistics Connection Status
Adds 0 DC2016 nuno-silva local:389 success
Updates 0
Renames 0 Export Emors
Deletes 0
Delete Adds 0

2004runis) @
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AD Connect by default will run every 30 minutes. To do a Delta synchronization, you can
create a script in PowerShell, as shown in the following screenshot:

Q Administrator: Windows PowerShell ISE — O x
File Edit View Tools Debug Add-ons Help
H 4 0 X o » B = & 3l oo O | & 3.
StartDeltaSync.ps1 X - Commands X X
1 Start-ADSyncSyncCycle -PolicyType Delta
Modules: | A 2 lRefresl-l
Name:

A

Add-ADSyncAADServiceAccount
Add-ADSyncAttributeFlowMapping
Add-ADSyncConnector
Add-ADSyncConnectorAnchorConstr
Add-ADSyncConnectorAttributelnciu:
Add-ADSyncConnectorHierarchyProv
Add-ADSyncConnectorObjectinclusic
Add-ADSyncGlobalSettingsParamete:
Add-ADSyncloinConditionGroup
Add-ADSyncRule
Add-ADSyncRunProfile
Add-ADSyncRunStep
Add-ADSyncScopeConditionGroup
Add-AppvClientConnectionGroup
Add-AppvClientPackage
Add-AppvPublishingServer
Add-AppxPackage
Add-AppxProvisionedPackage

Completed Ln1 Col 40 100%

Create a file with the .Ps1 extension and write the following script:

Start-ADSyncSyncCycle -PolicyType Delta

You will have access to the main content of AD Connect and architectures
at https://docs.microsoft.com/en-us/azure/active-directory/connec

t/active-directory-aadconnect.
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Exchange hybrid

To manage your Exchange hybrid after the setup of hybrid Exchange, refer to
https://yoururlofexchange.domain.com/ecp, where change
yoururlofexchange.domain.com to your public internet domain name.

After logging in, you will have access to your Exchange Admin center:

ﬂ Enterprise  Office 365

Exchange admin center

recipients mailboxes groups resources contacts shared migration
permissions
~

compliance management +- test X | & o

DISPLAY NAME & | MAILBOX TYPE EMAIL ADDRESS
organization

teste 02 Office 365 teste.02@nuno-silva.net
protection
mail flow
mobile

public folders
unified messaging
servers

hybrid
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Exchange Online

To administer Exchange Online, go to http://portal.office.comand select the Admin
option, then go to Admin centers | Exchange, as in the following screenshot:

i Facebook x 4 mailboxes - Microsoft £+ % () Microsoft Office Home % (] Office Admincenter-H X | G change language exchar X . 7 ECP Display Language in % Ll - =] X
C | @& Secure | https;//portal.office.com/adminportal ] ¥
3 Apps i TalarisWeb & partilhado com parc [ Territory Plan - GFixl [§ Onenote -1 (720) @) GFl [ PowerShellfor Offic HR- All Documents §8 CIE TN Office 365 Weekly —  [] New Tab
Nuno Silva
@ DirSync Status > Q Users E= Biling > 1 Office software
Groups
@ Last directory sync + Addauser Total balance: €0.00 L Install my software
3 last synced 12 minutes ag ' .
Resources [l Delete a user Z Update payment details =7 Share the download link
@ Password sync £ Editauser w View my bill L Software download settings
Bl recent synchronization - -
e @ Reset a password Q Troubleshoot installation
Support
Settings @ Domains {2 Support n} Train yourself
For admins =
Setup + Add a domain +  New service request
Train your people
[ Delete a domain View service requests
R For end users
eports & Edita domain
=t Check health Advanced admin traini
Health ~
Delivere inkedin Learning
Admin centers
< Service health > Y Suggested features ) Message center >
Exchange Cf
. Exchange admin center “4bbrvices have posted advisories | B Updated Feature: Create custom site themes in Nov 17 X
kype for Business
(D) 3 advisories | 1 New feature: Compliance Manager public previ Nov 16 X
SharePoint CF
arerem | ¥z Updated Feature: Pending users now receive an... Nov 16 %
Onerive of 53 unread messages
p? Feedback
https://outlook office365 com/ecp/2rr 3658x t=en-USRealm=nuno-sil @ Need help DFe

1634
Nov-17

POR

g
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If you are already in your on-premises Exchange, you have the Office 365 tab on the top, as
seen in the following screenshot:

Ei Facebook % g mailboxes - Microsoft 2 % | ] Micreseft Office Home % I office Admin center - H- x G change|

&« C | & Secure | https//mail.nuno-silva.net/ecp/

i Apps di TalarisWeb 4 partilhado com parce [ Territory Plan - GFlxl @ Onenote - 15(720) £)) GFl [ Powershell for Officc () HR-

Office .-1.‘-5.
Exchange adﬁﬂﬂ—(l,enter

recipients mailboxes groups resources contacts shared migr

nee Management =+~ test X | & e
DISPLAY MAME & MAILEOX TYPE EMAIL ADDRESS
rganizatior
teste 02 Office 365 teste. 02 @nuno-silva. net

0 selected of 1 total

https://mail nuno-silvanet/ecp/#

Select Office 365 to go directly to Exchange Online administrative center.
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Summary

In this chapter, you learned about basic planning and started to implement Exchange
Online.

You now have more information on how to plan your Exchange Online project and how to
implement the base of Exchange Online.

In the next chapter, you will learn how to implement SharePoint Online, one of the most
widely used workloads in Office 365.
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This chapter will be an introduction to SharePoint Online. It will cover the following
topics:

¢ Implementing SharePoint Online
¢ Architecture of SharePoint Online
¢ Administering SharePoint Online

With this foundation of knowledge, you will learn more about how to implement
SharePoint Online in your organization.

Implementing SharePoint Online

Microsoft SharePoint Online is an online platform that allows organizations to have a
central location in which to collaborate. This can be formed using the intranet, extranet, or
other collaboration portals. With SharePoint Online, all types and sizes of organizations
have a central point where the end users have access to important data. In this way, data
can be accessed from any browser and any device, enabling your workers to collaborate in
a modern way from any location, drastically increasing their productivity. Organizations
that use SharePoint Online have productivity services that they can use to build
collaboration sites, manage their business, and use a central portal to organize their
organization's data. They need to own a platform that can be scalable and customized to
their specific needs. When you create an Office 365 tenant, the SharePoint Online service is
populated with some basic portals.
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To access your SharePoint central administration, go to http://portal.office.comand go

through the following steps:

1. Select the Admin option from the home page:

Office 365

Good afternoon

Search online documents pel

» - 0T @ @ O @

word

PowerPoint OneNote SharePoint

IR - b

Admin

Explore all your apps >

You can also access it from the menu on the upper left:

i Office 365 -
Apps
EZI Outlook &@ OneDrive

@ Word Excel

@ SharePoint 5 Teams
< Yammer n) Admin
All apps >

¥ Install Office 2016

Other installs

y: B

Yammer
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2. Go to the admin part of your Office 365 to access the Admin centers section.

Then go to the SharePoint option as shown in the following screenshot:

Office 365 Admin center

Billing

Support

Settings

Setup

Reports

Health

Admin centers

Exchange Cf

Skype for Business Cf

SharePoint Cf

OneDrive f

Yammer Cf

PowerApps CJ

Flow CF

Security & Compliance

Azure AD 7
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3. You can go directly to your SharePoint admin center using
https://yourtenantname-admin.sharepoint.com:

Nuno Arias Silva ﬁ)
SharePoint admin center
site collections Site Colloctions
9 ° =
New  Dete perties Quners sharing Storage BUy  Server Resource Upprade | R Add Reoyde
+ storage ’ Wetriie Doman &
Man, Putiic 1
1.03 TB available of 1.04 TB 1 15700 resources available 1
] URL STORAGE USED (GB) STORAGE LIMIT (GB) PERCENT USED SERVER RESOURCE QUOTA
https://nunosilva.sharepoint.com 454 10.00 45.37 % 300
nity 058 102400 0.0 0
0.00 0.00 0.00 0
0.03 0.98 2,60 % o
DiscoveryCenter 0.00 029 00
0.00 1.00 0.20 300
0.00 5120.00 0.00 % 0
0.90 1.07 8364 300

Site collections

The first thing you'll see after accessing the SharePoint Online admin center is the list of site
collections. Let's take a closer look at each of these sites:

® Yourtenantname.sharepoint.com: The home URL such as
https://yourtenantname.sharepoint.comis your starting point for
SharePoint Online, and is where your top root site for the default site collection
is. This is the place where you can create your organization's intranet.
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e Yourtenantname.sharepoint.com/portals/hub: The portals/hub URL is
where you can find your Office 365 Video portal videos that are currently being
migrated to Microsoft Stream. If you use Office 365 Video, you should migrate to
Microsoft Stream. You can read more at https://docs.microsoft.com/en-us/

stream/migrate-from-office-365. The following screenshot shows the
video portal that is arranged with channels to your organization:

1t Upicad 4 Portal Settings
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The following screenshot is the stream portal, where you have the new Office 365
service where Microsoft will migrate all your content to, from Office 365 Video:

Stream

the SMART mnemonic to|

Welcome back, Nuno

Trending now.

How to be productive with Office 365

WIKTCH NOW

Securely upload Find content Channels and groups Embed and share
Watc Now atch Now Watch Watch No

TRENDING VIDEOS POPULAR CHANNELS

CMCascais0365 AN

5@ 0@ 0]

® Yourtenantname.sharepoint.com/portals/community: The
portals/community URL is where you will have your community site. Let's see
how to create a collected site using the community site template. Go to site
admin and create a new site collection. Fill in all the requested properties, such as
the following:

Title
Web Site Address

Template Selection:
e Select alanguage

e Select a template

Time Zone

Administrator
Storage Quota
Server Resource Quota
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new site collection

Title }Cc:nrr'lmur'lit'_.,-I Site ﬂTI
Web Site Address | https://nunosilva.sharepoint.com v |

| /sites/ v |C|:rrnmunit_',.r |
Template Selection 2013 experience version will be used

Select a language:
'English v

Select a template:

WlELNT AUl | Enterprise | Publishing | Custom

Team site (classic experience) -
Blog

Developer Site

Project Site

Community Site

A place where community members discuss topics of common interest.
Members can browse and discover relevant content by exploring
categories, sorting discussions by popularity or by viewing only posts that
have a best reply. Members gain reputation points by participating in the
community, such as starting discussions and replying to them, liking posts
and specifying best replies,

Time Zone |{UTC) Dublin, Edinburgh, Lisban, Londan v
Administrator | Nungo Arias Silva: | & B2
Storage Quota |:| GE

Server Resource Quota resources of 15700 resources available
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The preceding screenshot shows the page where you can create a new site
collection. In this case, it is a community site. Wait for a few moments while the
site is created as shown in the following screenshot:

Site Collections

]

— = ©
DIEID ') I:Il:'o In.l-_,.-

2

L™

Mew  Delete  Properties Owners Sharimg Szorage Buy  Server Resource Upgrade  Rename  Add scycle
- Quota  Storage Cuota ‘Website Domain q_E-Eirr'
Contribute hanage Public Website Restore
Search by URL L
URL

https://nunosilva.sharepoint.com @&
https://nunosilva.sharepoint.com/portals/community
¥

ttps://nunosilva.sharepoint.com/portals/hu

https:// h t ‘portals/hub

ttps://nunosilva.sharepoint.com/searc

https:// h t f h
si/fnunosilva.sharepoint.com/sites/Communi

htt ff [ h t sites/C t

ttps:y/ nunosilva.sharepoint.com/Sites/eDiscoveryCenter

https:// h t S D y t

ttps:./‘nunosilva.sharepoint.com/sites/

https:// h t ‘eites/IT

ttps:y//nunosilva-my.sharepoint.com

https:// y.sh t

http:/fwww.nuno-silva.net
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After the site has been created, it will look like the following screenshot:

Office 365 | SharePoint

Community Site E -»

v

fome Welcome to the community. We want to hear from you. Ask 3 question. Share your t Get smart Ip ot
Community tools
@® new discussion " )
Recent What'shot My discussions - @
0 items to show in this view of the "Discussions List" discussion board.

[

What's happening

0 members

Top contributors

You can see the whole process of creating a community site at https://support.
office.com/en-us/article/Create—a-community—-8b6bb936-7ebc-4e60-b8ab—
2d4897499%afo9.

® Yourtenantname.sharepoint.com/search: The /search URL is where the

Search in the SharePoint and the search center reside. It's also where you can
issue your search queries:

Office 365 SharePoint - Munao Arias Silva ﬁi

H> Sca rﬁ h
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Chapter 8

After you type, for example, test, you can see all the contents that have the Test
keyword as shown in the following screenshot:

Office 365

SharePoint

Result type
Excel

PDF
PowerPoint
Web page
Word

Zip

SHOW MORE

Author

Muno Arias Silva
Manuela Arias
Conta de Sistema
Rui Silva

John Rudow

SHOW MORE

Modified date

Search on Yammer

test )}
Everything Pe

Preference for results in Portuguese (Portugal) «

Test
nunosilva.sharepoint.com/portals/Test

Test Demo
nunosilva.sharepoint.com/sites/../Documentos Partilhados/Test Demo

Test Channel
nunosilva.sharepoint.com/portals/Test-Channel

Test Tab Channel
nunosilva.sharepoint.com/sites/Team DevOfficeDayy.../ Test Tab Channel

Test Channel - Videos
Tipe de ConteddoVideo na Muvem NomeConfigure - Bandwidth Throttling
Modificado15/09/2016 12:49 Modificado por Nuno Arias Silva Duragéo (segundos)109

nunosilva.sharepoint.com/portals/.../pVid/Forms/Thumbnails.aspx

Test - Channel Settings

Categoria Definicdes Versdo do Canal Nome Descri¢do Cor do Mosaico  Videos
em Destaque

nunosilva.sharepoint.com/portals/../Channel Settings/Alllterns.aspx

Test - Pages
nunosilva.sharepoint.com/portals/Test/pPg/Forms/Allltems.aspx

Test Post using Word - WPC 2014

Test of Blog using Word this post was using Word 2013 with an image automatically
uploaded ..

nunosilva-public.sharepoint.com/Lists/Posts/ViewPost.aspx?ID=255

Test Channel - Settings
nunosilva.sharepoint.com/portals/../pSet/Forms/allitems.aspx

Test - Settings
nunosilva.sharepoint.com/portals/Test/pSet/Forms/Allltems.aspx
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® Yourtenantname.sharepoint.com/sites/CompliancePolicyCenter: The
/sites/CompliancePolicyCenter is the URL that is used for your compliance
policy center, where you can configure information-management policies that
will be applied to your content. You can, for example, create a policy that will
delete all documents that are more than 10 years old:

Search this site v 0
Document Deletion Policy Center

Use the Compliance Policy Center to manage Document Deletion and DLP Policies to help keep information secure in your organization. You can configure policies to delete content after a specific time, or notify end users when they share sensitive
content. These policies can then be assigned to sites in SharePoint to protect content. The Compliance Policy Center is also required if you want to protect content in SharePoint using DLP Polices in Office 365. Learn more about Document Deletion

Policies.

Deletion Policies
Create and manage deletion policies to delete documents after a specified period of time. For example, you can set up a policy that deletes documents in a site collection five years after the documents were created

»

&l

v Neme

There are no items to show in this view of the "Policy Definitions” list.

— Poi Assignmel
Assign deletion policies

v/ A

v Nem

site collection templates. Al site collections created from the template will use these policies, unless there's a policy assigned to a specific site collection to override these.

bl

There are no items to show in this view of the “Policy Assignments” list

Policy Assignments ons
|ﬁ_, I Assign deletion policies to specific site collections. These assignments will override any policies assigned to the site collection template,
\/ Find an item y)

¥ Name  Modified

There are no items to show in this view of the “Policy Assignments” list

To learn more, go to https://support.office.com/en-us/article/Overview-
of-document-deletion-policies-55e8d858-£278-482b-al98-2e62d6a2ebe5?ui=

en-USrs=en-USad=US.
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e Yourtenantname-my.sharepoint.com: The -my.sharepoint.com URL is
where your OneDrive for Business resides:

Office 365 OneDrive

A~ Search + New T Upload o Flow 23 Sync
A Files
Files
n Name T Modified Maodified By File Size Sharing
& Anexos anuary 4 Nuno Arias Sitva

Blocos de Notas anuary 23 uno Arias Silva
Camtasia Studio February 13 Nuno Arias Sitva
@ Collab365 May 31, 2016 Nuno Arias Sitva
Datacenter Airlif 27 Jan 2016 July 12, 2016 ung Arias Sitva
a oy April 20 Nuno Arias Silva
Docs.com-nunoarias une 9 uno Arias Silva
Documentagdo Técnical ay 31, 2016 Nuno Arias Sitva

Downloads October 27, 2015 Nuno Arias Sitva

Email attachments ay 26, 2015 uno Arias Silva

Fotografias March 19, 2015 Nuno Arias Sitva

OneDrive for Business is the enterprise-class file storage service for your personal
files, and it resides in SharePoint Online. To access your personal OneDrive, you
can go to http://yourtenantname-my.sharepoint.com Or you can use the
OneDirive client on your machine or device. You can download the client at
https://onedrive.live.com/about/en-us/download/.
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® Yourtenantname-public.sharepoint .com: Public websites have been retired
by Microsoft. The following screenshot shows how they used to look:

MAKEWESSITE OMUNE €017

Reminder: This site will soon be removed. Click to read more.

i . A Q0 son
) office36s  Nuno Arias Silva Website
e e e e

Blog  Phots ¥ 7 EDITUNKS 2

| have migrated this site, please
go to http://www.nuno-silva.net

Welcome to my site!
This i the home page of my website and the first thing that visitors will see when they reach
my website on the Internet. This page is the most engaging part of my site by including

Photos, Blog Posts, and interesting content.

Where 1o start?

Powsred by Offce 365

] Office 365

I have used the public website feature for several years, and I have now migrated to a
solution that has more capabilities and that is more scalable. On April 1 2018, Microsoft
deleted the content of the site, and I have written an article that was widely used by
customers that needed to migrate their content to a new and more scalable platform. You
can read my article to learn how to migrate your content to a new solution using Azure,
WordPress, and SQL Database on Azure. You can find the article at https: //www.nuno-
silva.net/blog/post/10723/migrate—-sharepoint-public-website-to-wordpress-on-

azure-with-sqgl.

Architecture of SharePoint Online

SharePoint can be deployed in different topologies:

¢ SharePoint Online
e Hybrid

e Azure/laaS

¢ On-premises
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The following image shows how responsibilities are split between Microsoft and the
customer depending on the selected topology:

IT Responsibility

SharePoint

On-
premises

Data governance &
rights management

Client endpoints

Account & access
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Identity and directory
infrastructure
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Applications

Operating system

Physical hosts
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SharePoint Online

SharePoint Online is a software as a service (SaaS) product that comes with your Office 365
tenant. The following image depicts a typical scenario in most organizations that uses
SharePoint Online, with synchronized users to Azure AD and the source of the identity

being the on-premises AD:

Office 365
Optional

Users
Directory synchronization BJ A

Azure AD Tenant
Azure AD Azure Server

/% m % m Connect AD

SharePoint in Azure or an on-premises hybrid

A SharePoint hybrid is a way to integrate your SharePoint Server 2016 on-premises farm
with your SharePoint Online tenant by sharing some of the components of the two". You
can deploy your on-premises farm either in your data center or on Azure as an

infrastructure as a service (IaaS).
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SharePoint hybrid

The following image represents an organization that has SharePoint on-premises and is
connected to SharePoint Online so that it can have capabilities such as integrated searches:

1T
) _ Outbound requests
SharePoint Online

Directory synchronization

Azure AD Tenant L/

Azure AD

% m Connect
Server-to-server trust

SharePoint Server 2016
on premises farm

’_E‘ Azu érver
¥ AP EO

Active Directory
Federation Services

SharePoint on Azure

Alternatively, some customers use an on-premises SharePoint infrastructure deployed on

Azure instead of their own datacenter. Consider the following image:

Azure

SharePoint Server 2016 farm )
Windows Server AD

domain controllers and

Frontend Distributed Application Search Database DNS

servers cache server server cluster

Site URLs

OR

&ﬂ»' @ ﬁ E B E‘j 3
A 2 O 5 ==

requests

ENE 0 B0

ExpressRoute or
- site-to-site VPN
replies connection

A\

Windows Server AD
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SharePoint on-premises

A SharePoint on-premises architecture is where SharePoint is only deployed on the on-
premises infrastructure datacenter or on an IaaS cloud provider:

On-premises

Users Front end Distributed Application Search Database
servers cache server server server cluster

[ O [®
® O EE' g &
[ [ = 6

requests

e

Site URLs

w

replies

™

You can deploy SharePoint in several different topologies, such as completely on-premises
or in Azure, but the basic architecture described in the hybrid scenario will have the same
requirements for your on-premises infrastructure in your data center, or for Azure as an
TaaS. You can see more at https://technet .microsoft.com/en-us/library/cc263199 (v=

office.16) .aspx.

Features

SharePoint Online, like other services following the software as a service (SaaS) model, has
some differences between an on-premises farm installation and its online service brother.
To best understand all of the functionalities in each SharePoint plan, go to https://

technet.microsoft.com/en-us/library/sharepoint-online-service-description.aspx.
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Capabilities

SharePoint Online is a service that leverages the capabilities of the SharePoint platform in
the cloud, but it differs in some areas when compared with the on-premises version. It can
aid collaboration between people in your organization, and has the following capabilities:

e Enterprise portal

e Intranet sites

Extranet sites

Content management for managing files and synchronization with OneDrive

Search portal
Rich-editing online, with coediting and authoring, viewing, and sharing

Enterprise workflow with capacities extended by Microsoft Flow

Administering SharePoint Online

To administer SharePoint Online, as described earlier, you can go to your admin URL at,
for example, https://yourtenantname-admin.sharepoint.com. In the SharePoint
Online admin center, you have a variety of tools that you can use to set your options
according to the needs of your organization. For instance, this is where you can configure
tenant settings and implement a hybrid SharePoint. In the admin center, you can configure
several components:

e Site collections:
e Create

e Manage
Delete
Change Permissions

Change Storage
e Manage and configure features:
e InfoPath

e User profiles:
e People

¢ Organizations

e My Site settings
¢ Business Connectivity Services
e Term Store
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Records Management
Search

Secure Store

* Apps
Sharing

General Settings

Configure Hybrid
Access Control

With these options in the admin center, you can configure your settings based on the
requirements of your organization.

Now, we will look at the options available in the Admin center based on the configuration
settings.

Site collections and their various options

In the site collections pane, you have the following options;

¢ Create: To create a new site collection, click on the New drop-down, then select
Private Site Collection, and follow the instructions based on the type of site that
you need:

Office 365 Admin

site collections

2

=

Private Site Callection
1.03 T8 available of 104 T8 15400 resources available B

URL STORAGE USED (GB) STORAGE LIMIT (GB) PERCENT USED SERVER RESOURCE QUOTA
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e Manage: To manage a site, select a site and choose from options such as

Properties, Owners, Sharing, and Storage Quota to change its properties as you
see fit:

B & &aDD DS

Properties Owners Sharing Storage  Buy  Server Resource Upgrade
v Quota Storage Quota -

Manage

e Delete: To delete a site collection, select it and click on the Delete button. When

you click Delete, the following message will be shown stating that you have 30
days to recover the site from the recycle bin:

delete site collections

Important: Deleted site collections will remain in the Recycle Bin for 30 days. After
(") 30 days these site collections will be permanently removed, along with all Web

-~/ parts, lists, document workspaces, content types, user associations, and any other
customizations you have made to these site collections.

Do you want to send this site collection to the recycle bin?

URL USAGE (GB)

https://nunosilva.sharepoint.com/sites/IT 0.00

Total storage to be freed: 0.00 GB
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Managing and configuring features

The managing and configuring features are as follows:

e InfoPath: To manage InfoPath, select the InfoPath from the left-hand menu:

Office 365 | Admin

User Browser-enabled Form Templates

Exempt User Agents

Googlebot
MsOffice

The InfoPath will be supported until 2023. You can learn more about it at https:/
/blogs.office.com/en-us/2014/01/31/update-on-infopath-and-sharepoint-

forms/.
After the InfoPath section, you have the following options:

e user profiles: To manage user profiles, you have several options, such as the

following;:
e People: In this option, you can manage the following;:
e User properties

User profiles
e User sub-types
Audiences

e User permissions
Policies

¢ Organizations: In this option, you can manage the following:
¢ Organization properties
¢ Organization profiles
¢ Organization sub-types
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e My Site Settings: In this option, you can manage the following:
e Setup My Sites
¢ Configure trusted host locations
¢ Manage promoted sites
e Publish links to Office client applications
¢ Managing social tags and notes

Nuno Ari:

Admin

SharePoint admin center

2 peopl Profiles
Jp People Number of User Profiles 94
Manage User Praperties | Manage User Profies | Manage User Sub-types | Manage Audiences | Manage User Permissions | Manage Polices . wvc of liser Properties 13
Number of Organization Profiles 1
user profiles Organizations Number of Organization Properties 15
Manage Organization Properties | Manage Organization Profiles | Manage Organization Sub-types Audiences
Number of Audiences 1
My Site Setting: Uncompiled Audiences 0
Setup My Sites | Configure Trusted Host Locations | Manage Promoted Sites | Publish Links to Office Client Applications Audience Compilation Status 1dle
Manage Social Tags and Notes Ended at

Last Compilation Time 511279
02/12/2017 00:59

¢ bcs: To manage Business Connectivity Services (BCS), you have several
options, such as the following;:
¢ business connectivity services:
e Manage BDC Models and External Content Types
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¢ connection settings for apps:
¢ Manage connections to online services

¢ Manage connections to on-premises services

Office 365 | Admin ?  NunoAras Siva ﬁvl

e term store: In the term store option, you can manage the taxonomies used in
your tenant:

Office 365 Admin

SEARCH GENERAL
Taxenomy_/vSNE25cTICZWOBPbtIKeQ==

TAXONOMY TERM STORE
English (3 }
% Taxonomy ASNEZSCTICZWSBPDUKeQ== ™ pplicati

Applications
! xonomy_/vSNEZSCTICZWIBPbLIKeQ== ¥

term store

Installed lanquage packs ¥
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e records management: In this option, you can manage the record location using
the menu on the left:

Office 365 Admin

Send To Connections

Add Cannection

e search: In the search section, you can manage the following;:
e Manage Search Schema

e Manage Search Dictionaries
e Manage Authoritative Pages
Query Suggestion Settings
Manage Result Sources
Manage Query Rules
Manage Query Client Types

Manage Remove Search Results

View Usage Reports

Search Center Settings

Export Search Configuration

Import Search Configuration

Crawl Log Permissions
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e secure store: In this section, you can manage target applications as shown in the
following screenshot:

Office 365 Admin

e apps: In this section, you can manage apps using the following options:
App Catalog

Purchase Apps

Manage Licenses

Configure Store Settings

Monitor Apps
e App Permissions

e sharing: In this section, you can set your sharing options for your tenant. You can
configure the following:

¢ Sharing outside your organization

Who can share outside your organization

Default link type

Default link permission

Additional settings
Notifications
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The following configuration is recommended when you share information outside your
organization:

Sharing outside you

irector)
sharing d using anon;
Who can share outside your organization
Let only users in selected security groups share with authenticated external users
Default link type
Chaose the type of link that is created by default when users get links. Learn more.
sharing 2 Use shorter links when sharing files and folders
Default link permission
Choose the default permission that is selected when users share. This applies to anonymous access, internal and direct links

T T

You can be more precise in the permissions you give than the
recommendation we have shown here.
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General settings

In the settings option, you can configure the following:

Show or Hide Options

Site Collection Storage Management
OneDrive for Business Experience
OneDrive Sync Button

SharePoint Lists and Libraries Experience
Postpone deletion of SharePoint Online public websites
Admin Center Experience

Office Graph

Enterprise Social Collaboration
Streaming Video Service

Site Pages

Global Experience Version Settings
Information Rights Management (IRM)
Site Creation

Subsite Creation

Custom Script

Preview Features

Connected Services

Access Apps

Mobile Push Notifications - OneDrive for Business
Mobile Push Notifications - SharePoint
Comments on Site Pages
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Configure hybrid

This section is where you start to configure you hybrid SharePoint to leverage SharePoint
Online features in your on-premises SharePoint deployment:

Office 365 Admin

hybrid picker

When you go to Hybrid Picker, download https://configure.office.com/scenario.
aspx?5id=54, you will have access to the Hybrid configuration:

SharePoint Hybrid Picker

To access to the Hybrid Picker you need to have an Office 365 and be
administrator at least for SharePoint.
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Access control

In the access control section, you can configure the following settings:

e Restrict access based on device or network location:
e Unmanaged devices

e Apps that don't use modern authentication

e Control access based on network location

Apps that don't use modern authentication

ies to third-party apps and Office 2010 and earlier

Control access based on network location

Only allow access from specific IP address locations

OneDrive admin center

OneDrive for Business is a part of SharePoint, but has a separate admin center that can be
accessed directly at https://admin.onedrive.com. In this admin center, you can configure
the following options:

e Sharing

e Sync

e Storage
Device Access
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e Compliance

¢ Notifications

Home
Sharing

Sync

Storage
Device access
Compliance

Notifications

adding reports and
i or change

Now we will look at the options that we can configure in the OneDrive Admin center.

Sharing

In the Sharing section, you can configure the following:

e Links
¢ External Sharing
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The following two screenshots show the recommended settings to use when setting up an
organization in which you want to be able to share documents and sites outside of Office
365 and the SharePoint Online environment:

Office 365 | OneDrive c ?  Nuno Avias Siva i’.

Sharing

Default link type
Shareable: Anyone with the link

nternal y peeple in your organization

®

Office 365 | OneDrive 2 & ? Mmokissiva ‘;l

External shar

B sharePoint @ OneDrive

Anyone
Mew and existing external users
Existing external users

Only people in your organization

Advanced settings for external sharing

Other settings
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Sync
The Sync setting helps you control the syncing of files in OneDrive and SharePoint. You
can configure the various options as shown in the following screenshot:

Office 365 OneDrive / Nuno Arias Silva ﬁ

Home Sync

Sharing
Use these settings to cantrol syncing of files in OneDrive and SharePoint

Sync vnload the sync client

Fix syne probler
Storage

Show the Sync button on the OneDrive website
Device access
. Allow syncing only on PCs joined to specific domains
Compliance ¢

Netifications Edit domains

Block syncing of specific file types

Edit extensions

Storage

You can use the Storage section to specify the storage limits for all users. You can configure
the options as shown in the following screenshot
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Nuno Arias Silva ﬁ

Office 365 OneDrive

Storage

Home

Sharing
Use these settings to specify storage limits for all users and retention for deleted users.

Storage
Default storage in GB
Device access

Compliance
hat's the maximum for my Office 365 plan?

Notifications

Days te retain files in OneDrive
a er account is marked

ion

Device access

The Device access section helps you control the access of each device. You can configure
the following options as shown in the following screenshot:

Nuno Arias Silva ﬁ'.

Office 365 OneDrive

Home Device access
sharing

Control access based on network location
Sy

Allow access only from specific |P address locations

Control access from apps that can't enforce device-based restrictions
Compliance Allow access from apps that don't use modern authentication
Notifications
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The Device access option, has the following settings for your mobile applications
management:

Office 365 OneDrive G ? Nuno Arias Silva ﬁ“

Mobile application management

naring Use these settings to control access to features in the OneDrive and SharePoint mobile apps. If you created other policies in
ntune, they will take precedence for the selected users. The settings do not apply to personal accounts that users may have

added to the apps.

-
T ttings appl he apps for Android and i0S
Le
ance F ,
| -,
otif
ading 3
Bl t g screensh 1the & Al 1 or
B pyir d content within files
ek | ] file the af
ock backing ] up app data
equire app p e
Block opening OneDrive and SharePoint files in other apps
Encrypt app data e
Require Office 3 o !
When a device is offline

Compliance

The Compliance section helps you keep a check on all the legal, regulatory or technical
standards that you may need to meet. In the Compliance section, you can configure the
options as shown in the following screenshot:
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Office 365

Compliance
Home
Sharing If your organization has legal, regulatory, or technical standards that you need to meet, or if you want to help identify and protect sensitive information in OneDrive, use the
Sone Security and Compliance Center to perform the following tasks
Storage

Device access
ho recently accessed, deleted, or shared files.

Compliance

Notifications

ve infarmation s it doesn't get into the wrong hands. You can als natch your policies.

g as you need

activities in OneDrive.

Notifications

You can use the Notifications section to control the various notifications that you receive.
The following is a screenshot of the options that you can configure in the notification
section:

Office 365 OneDrive

Home Natifications

Sharing

Use these settings to control notifications in OneDrive

Sync

Display device notifications to users when OneDrive files are shared with them Q

Device access
E-mail OneDrive owners when
Compliance
o Other users invite additional external users to shared files
otifications

B xternal users accept invitations to access files

An anonymous access link is created or changed

[227]



SharePoint Online Chapter 8

Summary

In this chapter, you have learned about the basic planning and implementation of
SharePoint. You now have more information on how to plan your SharePoint Online
project and how to implement the basics of SharePoint Online. In the next chapter, you will
learn how to implement Skype for Business Online, another of Office 365's most popular
tools.
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In this chapter, you will learn about Skype for Business Online. The chapter will cover the
following topics:

e Implementation of Skype for Business
e Architecture of Skype for Business
¢ Administration of Skype for Business

With this base, you will learn more about how to implement Skype for Business Online.
Skype for Business includes the following features:

¢ Instant Messaging (IM) and presence

Web conferencing

Audio conferencing
e PBX
Broadcast
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Skype for Business gives you the possibility to perform the following:

* Text, call, e Laptop e Collegues
communicate » Desktop e Customers
* Meet, e Tablet e Skype
discuss, o Phone contacts
collaborate e Remote users
e Connect,
present,
demonstrate

Implementing Skype for Business

In the near future, customers of Skype for Business Online will be migrated to Microsoft
Teams and this chapter will show you how to implement and manage Skype for Business
Online while it's still supported.

Skype for Business Online is the easiest product to implement if you use a cloud-only
scenario. Go to: https://portal.office.com/Domains/AddDomainWizard.aspx?Scenario=
AdvancedSetup.

To implement Skype for Business Online, first you will need to set up your domains:

1. Provide a domain name as shown in the following screenshot:

Add a domain

1. Provide domain name .
type a domain name

2. Confirm ownership

3. Finish You can only add domain names that you own. If you don't already own a domain, buy one from GoDaddy, and we'll set it up for you.

yourdamainname.com| ®

Example: contoso.com

T
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2. The next step is to confirm the ownership.
3. Follow the instructions to validate your domain name:

Add a domain
b ersssenenns - confirm that you own yourdomainname.com

2. Confirm ownership

Betore you $&1 Up your domain with Office 365, we have to Make Sure Thal you Gwh U doman Rame. To do that, youll s & Specific 1cerd 1o e DNS records at your DNS hosting provider. We then look for the record 1o
condirm ownership

Mote: This doesn't aflect how your domain works. Leam more

See step-Dy-sep instructians fer performing this step with |[ONS hosting providen -

Dene, verify now

To confirm the ownership of your domain, you will need to create a record on
your public DNS:

e If you do not have access to your public DNS, or it is under the
responsibility of another team, you will need to ask the team
responsible to create the DNS record to validate your domain as
proof that you are the owner.

¢ When you receive the DNS record from the team or external DNS
provider, you can go back to the Office 365 portal and click on
the Done, verify now button.

¢ Microsoft will need to validate that you are the owner of the
domain name. To accomplish this, it is necessary to create the
record, as shown in the following table:

To validate the domain, you only need to create one of the following DNS

records.
Record type . . .
yP Alias or hostname Destination or points to address TTL
(choose one)
TXT @ or yourdomainname.com MS=ms123456789 1
hour
MX @ or yourdomainname . com ms123456789.msvl.invalid.outlook.com }11
our

If you have access to your public DNS infrastructure or DNS provider, you can
create the DNS record asked by the Office 365 portal.
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The direct link to add domains can be found at https://portal.office.

com/Domains/AddDomainWizard.aspx?Scenario=AdvancedSetup.

4. After having registered the domain, follow the instructions to add the DNS
records required for Skype for Business, as shown in the following screenshot:

“~ Skype for Business
Type Priority Host name Points to address or value TTL
CNAME sip sipdir.onlinelync.com 1 Hour
CHAME ynediscover webdironline lync.com 1 Hour
Type Semvice Protocol Part Weight Pricrity TTL MName Target
SRY _sip _tls 443 1 100 1 Hour @ sipdironline lync.com
SRV sipfederationtls tep 5061 1 100 1 Hour @ sipfed.onlinelync.com

After validating your domain, you just need to add a license to the users within
your domain name and Skype for Business Online is all set.

If you are using a split DNS (separate DNS servers provided for internal
and external networks), you will need to set them up on both DNS
infrastructure zones. The complete setup guide can be found at https://
support.office.com/en-us/article/Set-up-Skype-for-Business-
Online-40296968-e779-4259-980b-c2delc044c6e.

5. Go to the Office 365 portal http://portal.office.com and then to the Admin
section as shown in the following screenshot:

Good morning P
Apps [ -
B v & o O e B b @ Fowcrreint B oo B serceon
V= ] ;@ on o O swe
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6. Go to the Users section and create a user and provide the Skype for Business
License.

7. In the Active users pane, you will find the Add a user option. Click on it as
shown in the following screenshot:

Office 365 | Admin center a & 7 @
Home & customize you e Nuno Silva
{Q Home
‘ Search users, groups, settings or tasks

Q users
&L Groups

<P DirSync Status > 8 Active users > & B8iling > 1) Office software
I8 Resources

© Lastdirectory sync + Add a user L Install my software

last synced 24 minutes ago
B Biling © Password sy [ Delete a user =1 Share the download link
0 0 & Editauser L Software download settings
Support \
O Be @ Reset a password Q Troubleshoot installation
€3 Settings
P setwp @ Domains > © Support 3 Train yourself
For admins F
»  Reports +  Add a domain +  New service request
Train your people

[ Delete a domain £ View service requests eI Il
QQ  Health For end users =

& Edit a domain
B Admin centers i

Check health Advanced admin traini...
i [P
< Service health > 1D Suggested features > [T Message center >

Some services have posted advisories

(@ 10 advisories

@ Need help? [ Feedback
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8. Fill in the First name, Last name, Display name, and Username fields and select
the domain and location as shown in the following screenshot:

Skype @ For Business User

Skype For Business User

Usemame: Camal

‘k'r'l'-'F‘L?-.—'"r -:- nuno-sihva.net ¥
Location
Fortuga )

Contact information

Password Auto-gensrated
Roles User [no adm Ao B
Product licenses * Cffice 365 Enterprise E5
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9. Now we need to select the Skype for Business license. We should only select
Skype for Business features, as shown in the following screenshot and select as
shown in the following screenshot:

Office 365 Enterprise E5 -I Cn

42 of 50 licenses available

|
|
|
|
[ | off
|
|
|
|

43 of 50 licenses available
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10. After the user is created, the Office 365 portal shows the information about the

result of the operation:

User was added

Display mame  Skype ez User
Uszrname uno-
LT udsZ10
o Tend s ama
Ernail the rew passwand to the following recipients *
Send email and close
=0 ancne: 1
dit deta -
- ad B -
_ ar=this o e
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11. Now let's log in with the user by going to http://portal.office.comand filling
in the username:

B2 Microsoft

Signin

| skypeuser@nuno-silva.net

1 SCCESE YOUr account

B Micosoft  Tesms of use

12. Click the Next button, fill in the password, and click on the Sign in button:

B® Microsoft

skypeuser@nuno-silva.net

Enter password

rosoft  Terms of use
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13. Since the user only has a Skype for Business license, you must install the Skype
for Business client on your desktop. In the Office 365 portal, select the Install

Office apps drop-down:

Office 365

Good morning

Install software

(] 3 sk, One
Werd, Excel, PowerPe

Store

Explore all your apps

AppS Install Office apps

nd more

m Feedback

14. Select the version required and click on the Install button:

Office 365

Software

for Business

Skype for Business Skvpe

Office

Language: Version:
English (United States) v 32-bit (Recommended) Advanced
Review :“"Stil" reguirements

| nstall
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15. After installing the Skype for Business client and the user has logged in, he/she
can start using the service:

Skype Tor Busirsess

What's happening today?

Skype For Business User

Available =
©  setvourLocation ¥
o ..
- O o
Find someone or dial a number Q
GROUPS ETATUS RELATIOMEHIPS MEW Eﬁ*
4 FAWORITER

4 CTHER COMTACTS ()

T add contacts, drag from another group or add from search.

| LR c}‘ = CALL FORWARDIMNG OFF
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16. The user can now search for a contact and start a conversation:

Skype for Business

‘What's happening today?

Skype For Business User

W~ {—} = CALL FORWaRDIMG OFF

Available =
Set vour Location ™
s O = ®-
TILIF AP .4 »
WY COMTACTE EKYPE DIRECTORY

" £
‘?A Muno Arias Silva - avsilable - Mobile

45
Muno Arias Silva - Presence urknown

Arias Silva Muno - Presence unknown - Externa

i- architect, Infrastructure Services

Metwork

Architecture

Regarding the architecture of Skype for Business Online, there are three models:

e Cloud only
¢ Skype for Business on-premises
e Skype for Business hybrid
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Cloud only

The cloud-only model is used as Software-as-a-Service (SaaS). Microsoft has your identity
and manages the Skype for Business infrastructure. You can also have some add-ons, such
as Microsoft's cloud-hosted Private Branch Exchange (PBX) and the Public Switched

Telephone Network (PSTN) calling service:

Directory
qu &£ synchronization
Skype for

Business Online E Active Directory

Domain Services
Microsoft
Azure
Microsoft Azure Active

Directory Tenant qu

In cloud-only scenarios, organizations use the Skype for Business service only on the
Microsoft infrastructure.

You can learn more at https://docs.microsoft.com/en-us/

skypeforbusiness/skype-for-business—-online.
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Skype for Business on-premises

Your installation and your architecture are maintained on-premises in a datacenter that
your organization controls:

D
23

On-premises

i

Skype for Business
5 :

front end pool

Edge Server

i

Storage

B

Active Directory
Domain Services

$24

Skype for
Business users

In this scenario, customers have Skype for Business deployed in their infrastructure in their
on-premises servers. You can learn more about this at https://docs.microsoft.com/en-

us/skypeforbusiness/plan-your—-deployment/topology-basics/reference-topologies.

The following image is a reference topology used for small organizations:

Central Site

[ 1T 1] EEEE PSTM Gateway
T T
== = EE
)
I l |HH
I T i
| P
1 B | “Pairing
1 Edge Server | standard Standard
1 | Edition Server  Edition Server
|
|
.
: =
IH'I'I'P Reversel
Proxy Office Web  Exchange UM
| | Apps Server Server

PSTM

WAN

Branch Site

-
Survivable
Branch

Appliance
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You can read more about how to start to plan your Skype for Business on-premises at

https://docs.microsoft.com/en-us/SkypeForBusiness/plan-your-deployment/plan—

your—deployment.

Skype for Business hybrid

The third scenario is the hybrid Skype for Business, where you have your on-premises
connected to the online Skype for Business:

Online

e
ﬁ
Q i

On-premises

Hybrid

Skype for Business hybrid is a combination of the cloud and on-premises scenarios:

Office 365

On premises
N

Z
)
5 : Skype for

Business Online

Microsoft Azure Active
Directory Tenant

Microsoft
Azure

géﬂ (1T
Skype for Business
front end pool

Ee»%ﬁ',a

Directory
synchronization

Edge Server

Active Directory
Domain Services

For a complete plan to implement Skype for Business Online in the hybrid mode,
Visit https://support.office.com/en-us/article/Plan-your-Skype-for-Business—
hybrid-deployment-255f0395-1bfa-4360-9cf6-£0d1d82453a4.
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To learn more about how to implement Skype for Business in a hybrid deployment, visit
https://docs.microsoft.com/en-us/skypeforbusiness/skype-for-business—hybrid-

solutions/skype-for-business-hybrid-solutions.

Administering Skype for Business

To administer the Skype for Business cloud-only scenario, from the admin section of Office
365, go to the Skype for Business admin center as shown in the following screenshot:

Admin centers

Exchange CF

Skype for Business Cf
SharePoint T
OneDrive 7

Yammer Cf

PowerApps CF

Flow 7

Security & Compliance

Azure AD 7
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After entering the admin center of Skype for Business, you will have access to the following
dashboard:

Skype for Business admin center

Resources

Community

We can see in the following screenshots, the various options are as follows:

e users: For Skype for Business user, you can set the following options:
e general: The following screenshot displays the general options that
the users can select the Skype for Business features:

Office 365 Admin

©

Skype For Business User

general Options
exierna
communications Select the Skype for Business features you would like this user to have. Leam more

i Audio and video:

v

m

auamw conterencing
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¢ external communications: The following screenshot displays the
external communications options where the users can choose
people outside the organization they can communicate with:

Office 365 Admin

Skype For Business User

general Options

externa

communications Choose people outside your organization that the user can communicate with. Learn more
e V| External Skype for Business users

VoIce -

V| External Skype users

audio conrerencing

e voice: The following screenshot displays the voice options:

Office 365 Admin

Skype For Business User

general Options
externa
communications fesianed number

No number assigned

voice

audio conrerencing
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e audio conferencing: The following screenshot displays the audio
conferencing options where the users can acquire the licenses for
the Skype for Business audio conferencing service and so on:

Admin

)
®©

Skype For Business User

o argenizatian to join she mestings of this user.

in & mesting. i gt then they will wait in the labty untd an suthenticated user jcins.
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e organization: In the organization section, we can see several options as shown in
the general tab:

Admin

Skype for Business admin center

presence privacy mode

By default, anyone who can communicate with one of your users can also see that user information, You can make
users available only to their contacts. Individual users can later change this setting themselves

garn m

presence information

using Skype for Busine

® Automatically display presence information
Display presence information only to a user's contacts

audio conrerencing

ine meet mobile phone notifications

online meet

t00ls You can turn on alerts for incoming instant messages ), voice mail messages, and missed IMs or missed calls for Skype for

ools Business Mohbile use sing a push naotificati ce instead of Office 36 send those alerts, Depending en your
supported mobile d 5, you can use the Microsoft Push Notification Service, the Apple Push Notification Service, or both.

eports

Learn more

¥ Microsoft Push Notification Service

#| Apple Push Netification Service
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The external communications tab is where you can configure the external access:

Admin

Skype for Business admin center

dashboard general  external comr

users
external access

organization

Yfou can control access to Sky ific domains, but allow

access to everyone else, or 2) allow

v

o]

On except for blocked domains v

call routing

audio conrel

public IM connectivity

online meetings #| Let people use Skype for Business to communicate with Skype users outside your organization.

tools i
blocked or allowed domains

reports + ol
DOMAIN STATUS

There are no results to display.
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e voice: In the voice section, we have the configuration of the phone numbers,
port orders, voice users, emergency locations, and on premises PSTN tabs:

Admin

Skype for Business admin center

dashboard phone NUMDErs DOrt oraers Qlce users  eme

users =
You have 58 licenses

+v 50

organization

Number Number Location Assigned Number Type Number Status
voice +1 425-728-81¢ Seattle, United ¢ Unassigned User
e +34 910 4704 £ Madrid, Spain  Unassigned User
call routing +35121 12197 Lisbon, Portugal Unassigned Service
audio confe +35121 121 97 Lisbon, Portugal Auto Attendant Service
+1425-528-04S Seattle, United ¢ User User
online meetings ~3491047 03¢ Medrid, Spain  User User
tools +34 910 47 04 1 Madrid, Spain = User User
=34 910 Madrid, Spain  User User
reports +34 910 47 13 € Madrid, Spain  User User

5 oY 0 selected of 9 total

[250]



Skype for Business

Chapter 9

We can go to voice users, select a user, and assign it a number. Click on
the Assign number link, as shown in the following screenshot:

per Status

Failed

Pending

Activated

Pending

Failed

PSTN Connectivity
Cnline
Online
COnline
Cnline
Cnline
Cnline
Cnline

Cnline

LS
=
i
Tl
[
L

Assign numkber

Assigned license

Licensed
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Now you can select a number and emergency location and click on the save

button:

Assign Number

+1425-728-8199 Change number

Select validated emergency location

Emergency workers will respond here when called

Microsoft HQ, 15010 NE 36TH 5T REDMOND WA 98052 US ¥

X
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Now the user can start using the number as shown in the following screenshot:

Skype for Business

What's happening today?

Skype For Business User

Available -
Set Your Location ™

O B - .
el ) ®
+351910000004 X
1 2 3
oo ABC DEF
4 5 6
GHI JKL MNO
7 8 9
PQRS TUV WXYZ
* 0 #
N
Redlial & call
My number:

MY CONTACTS

(425) 728-8199

SKYPE DIRECTORY

+351910000000

lﬁ - (—> * CALL FORWARDIMG OFF
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e call routing: In the call routing section, you can configure the auto attendants
and call queues options:

Admin

Skype for Business admin center
dashboard auto agttendants  Call queues
LUSers

organization

1]

Auto Attendant PT +351 21 121 9799 Portuguese (Portugal)
call routing

audio conferencing
online meetings
tools

reports

To create an auto attendant, click on the Add new button and fill in the general
information as shown in the following screenshot:
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Create an auto attendant

general info

Edit general info

hours of operation Name =

General number - Auto attendant
business hours call handling

Phone number

holidays
= +351211219776 -
dial scope Time 2one -
(UTC) Coordinated Universal Time -
Domain *
nuno-silva.net -
Language *
Paortuguese (Portugal) -

Speech recognition

Enables callers to give their input by voice

Qperator

Person in your company - Mung Arias Silvz‘ hd

Type at least 2 characters to start searching

Select the hours of operation as follows:

Create an auto attendant H save

general info

Select hours of operation

hours of operation i®) 2447 () Custom
business hours call handling
holidays

dial scope
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Select the options required in the Business hours call handling section:

Create an auto attendant H save

general info

Business hours call handling

hours of operation Company greeting

None -
business hours call handling
holidays What happens to the calls after the greeting?
() Disconnect
dial scope ) Redirect call

® Play menu options prompt
Menu prompt

Create a custom prompt -

Callers will hear

|#! Dial by name

Enables callers to reach people by name (directory search).

Edit menu options

Click on the dial pad buttons to add or remove the corresponding menu option.

o [N N I I A [N

Select 0 for: Transfer to:

(Oper:
(Cpe

r) Operator -

Select * to repeat menu

Specify the holidays as shown in the following screenshot:

You can only change this setting after saving.
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Create an auto attendant H save

general info .
Holidays

hours of operation You can add, delete and change settings for scheduled holidays. You can make changes to greetings and what to do with a call
when it is answered during a specific time.

business hours call handling + Add Holiday

holidays @ You have to save the auto attendant before you can add a holiday

dial scope

Select the dial scope option and click on the Save button:

Create an auto attendant H save

general info

Select Dial Scope

hours of operation

Include
business hours call handling ® All online users () Custom

All Cnline users in Azure Active Directory will be included for Dial by Name (Directory
holidays Search)
dial scope Exclude

(® None () Custom

Mo online users in Azure Active Directory will be excluded from Dial by Name (Directory
Search)

While the auto attendant is being created, do not close the screen:

(@D Auto Attendant provisioning may take a few minutes. Please don't close this screen,
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After the creation, we can test, edit, or delete the auto attendant:

Admin

i ' X
Skype for Business admin center ‘ P ‘ ‘ P —— ‘
dashboard auto attendar

auto attendant details
users

<+ ADD NEW

organization MName General number - Auto attendant

\

1]
]
]

Primary UR sipoaa_d25df262a1a445d989b6104b39607916@ nuno-silvanet
Auto Attendant P
call routing Phone number +351 21121 9776

General number -

audlio conrerencing

attendant Language Portuguese (Portugal)
online meetings 1 Speech recognition  Disabled
tools Operator Nuno Arias Silva
reports Business hours Custom

ours ca Dial by name - Enabled

Welcome to auto attendant

rs ca Disconnect

Dial scope Global

If you are using the Skype for Business Client, when you click on the Test button,
it will pop up the ability to do the call. Click on Click to call:
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- | +351211219776 -0 X
+351211219776 (oot
EG3 2 Participants \:—E>

Click to call +351211219776 X

@ ©

And, as we can see in the following screenshot, the call is connecting;:

oaa_d25di262a1a445d589b6104b39607816@nunc-sivanet [H @ — [ X

2 Participants Connecting cal

oaa_d25df262a1a445d989b6104b3960...

¢* 2z -~
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After you call, you can confirm that the auto attendant is working:

a ‘0aa_d25df262a1a445d965b6104b39607916@nuno-sihvanet B o — O X

&8 2 Participants all oos (88

oaa_d25df262a1a445d989b6104b3960...

After the auto attendant greets you, it will transfer the call to the user, as shown
in the following screenshot:

Skype for Business

Nuno Arias Silva

Calling email@nuno-s...

Nuno Arias Silva

2 Participants
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e audio conferencing: In the admin portal, we can also use the Microsoft bridge
tab on audio conferencing section:

Admin

Skype for Business admin center

dashboard

users

organization

voice

call routing

audio conferencing
online meetings
tools

reports

These are the phone numbers used with this conference bridge. You can change languages for dedicated

numbers or change the default toll number

Phone number

6128318 Taoll
+91 22 6001 Toll
1- Tall

Toll

3 Toll

+94 7201 Tall

+60 3-9212

Toll

6 Toll

Toll
Toll

1 Toll

Tell

: Toll

62 Toll

+4142430

Toll

i Toll

Toll

Type Category

Shared

Location
Sydney, Australia
Mumbai, India
Tokyo, Japan

Karachi, Pakistan
Seoul, Korea

All locations, Sri Lank
Kuala Lumpur, Malay:
Wellington, New Zeal
Manila, Philippines
Moscow, Russia
Singapore, Singapore
Bangkaok, Thailand
Taipei, Taiwan
Vienna, Austria
Bruxelles/Brussels, Be
Manama, Bahrain

Sofia, Bulgaria

Zurichy

Primary language
English (Australi:
Hindi (India)
lapanese (Japan
English (United ¢
Karzan (Korea)
English (United ¢
Malay (Malaysia)
English (Australic
Filipine (Philippit
Russian (Russia)
English (United ¢
Thai (Thailand)
Chinese (Traditic
German (Germar
Dutch (Metherlar
Arabic (Saudi An

Bulgarian (Bulga

» German (Germar

Default
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You can also set your Microsoft bridge settings options:

Admin

Skype for Business admin center

soft bridge settir

dashboard vicrosoft bridge  Mic

v
m
&
v

meetng Join experience
organization

#| [Enable meeting entry and exit notifications to be turned on.

= Motifications can be turned on in the Skype for Business meeting options
) (they are off by default). In meetings where people join only using audio
all routing
call routing conferencing, notifications will play when this setting is checked.
audio conferencing Entry/exit announcement type

i : Mames or phone numbers ¥
onling meetngs

#| Ask callers to record their name before joining the meeting,

tools

reports EECLI'it}-’
PIM length
5 v

#| Automatically send emails to users if their audio conferencing settings change

“ canes
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You can search for a user and change their settings:

Admin

Skype for Business admin center

dashboard VIICMOSOTT Dridge VIICTOSOTL Dridge settn
users
organization All
voice

Display name Provider Default toll number
call routing

Muna Arias Silva Microsoft

audio conferencing
online meetings
tools

reports

Y

+351 21121

nuno arias silva

Jo
X

Default toll-free number

2853

833

Conference

Dynamic

0 selected
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e online meetings: In this section, you can set meeting invitation information as
shown in the following screenshot:

Admin

Skype for Business admin center
dashboard meeting invitation  broadcast meetings

LUSErs . . . L A .
You can customize Skype for Business meeting invitations to meet your organization's needs. You can add
with the URL of

by providing the link

your own logo. You can replace the default URL for Skype for Business meeting support

organization

your organization’s support website if you have one, You can also add legal d m

to a website with this information or by including the text directly in the meeting invitation. Learn more

voice
Logo URL:

a ing . - - - -
call routing https://wwwsitenunoariassilva.blob.core.w nciows.ne iy

audio canferencing Help URL:

TS IESieE http://www.nuno-silva.net/about-me

Legal URL:
tools
http://www.nuno-silva.net/contact

o
reports Footer text:

Have a good meeting

“ CEIq:El
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In the broadcast meetings tab, you can set the settings for this service:

Admin

Skype for Business admin center

dashboard meeting invitation  oroac

LUsers - . _— .
You can change your organization settings for Skype Meeting Broadcast, a service which allows thousands

L of attendees to join a single meeting. Learn more
organization

Meeting Settings and Access Policies

#| Enable Skype Meeting Broadcast.

all routing - - . o o
call routing #| Enable Skype Meeting Broadcast Preview features for my organization. Leam maore

audio conferencing #| Allow organizers to schedule anonymous meetings

online meetings llow broadcast meetings to be recorded.

Helpdesk support URL for attendees:
tools

www.nuno-silva.net
reports
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e tools: In this section will help you troubleshoot and provide useful tools for
implementation:

Admin

Skype for Business admin center

dashb

organization

audi eren
online meetings

tools

reports

cing

You can use the tools to manage or troubleshoot the Skype for Business Online service f;

organization

for Business Online sign-in for administrators

Diagnoses and resolves Skype for Business Online sign-in issues.

fice 365 setup meets the requirements to make connections from mobile

devices that have Skype for Business apps installed.

Microsoft Remote Connectivity A

Tests connectivity to the Office 365 DNS servers.

Setting up Skype for Busin )nline external communicati

Sets up Skype for Business Online external communications to let your Skype for Business users IM and talk

with Skype users and Skype for Business contacts in other organizations.

Learn more

inline Call Quality Dashb

ormation for troubles! network issues that can impact call quality. Learn more

Skype for Busi

all Analytics (Preview)
Allows you to search for users, view the quality details of their calls and meetings, and troubleshoot issues.
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e reports: In this section, you have the PSTN usage details:

Admin

Skype for Business admin center

[ e 1 1 + pe
N MINUTE |

dashboard PSTN usage

details (pre:
users

o @ Export to Excel
organization

voice To group by a particular column, drag and drop the column header here.

call routing User = = | = =|=|=|= =|l=|=|=|=
Id
. i 1
aualio o nferencmg
. i <N{  <No.. +35 +35 ucaplir Inte Porl Sem 20 00:( 000 EUR MC
online meetings
tools <N¢  <NMo .. +35 +33 wucapin Inte Perd Sen 20.. 00: 000 EUF MC
reports <N{ <No.. +33 +33 wucaplir Inte Porl Sem 20 00:( 000 EUR MC
<N¢  <No.. +35 +35 ucap_r Inte Pord Sem 20.. 00: 000 EUR MC
<N{  <NMo.. +33 +33 wucaplin Inte Porl Sen 20 00:( 000 EUR MC
<N{ <No.. +35 +35 ucapir Inte Pord Sen 20.. 00:{ 000 EUF MC
Unil  email... +33 +14 Apstn Inte Porl Use 20 00:( 000 EUR MC
<N{  <No .. +35 +35 wucapir Inte Pord Sen 20.. 00:( 000 EUF MC
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The following screenshot shows the PSTN minute pools details:

Admin

Skype for Business admin center

dashboard

Users

Export to Excel

organization

To group by a particular column, drag and drop the column header here.

voice
call routing = Capability = Country Minute = —— T.= ———
L Description Pool
audio conferencing e e
MC... Office 365 Calling Pl... United States - Puer. 0 6000 0.0..
online meetings
MC... Office 365 Calling Pl... United States - Puer... 1 1200 a5 —
tools
MC... Cffice 365 Calling Pl... Spain 0 4800 00..
reports
MC... Office 365 Calling Pl... Spain 0 2400 0.0..
MC... Office 365 Audio Co... Outbound Calls to Z... 0 8100 0.0..
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The following screenshot displays the blocked users details:

Admin

Skype for Business admin center

dashboard
users

. Export to Excel
organization
voice
call routing Userld =
audio conferencing
online meetings

tools

reports

Phone =
Number

To group by a particular column, drag and drop the column header here.

Block = Block
Action Action
Time (UTC)

[a]
LA

Block =
Action
Reason
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The following screenshot displays the various session details:

Admin

Skype for Business admin center

-l DSTR mrarmn e Fee ol
sils  PSTN minute pools  users

dashboard

users
email@nunc-sive w  2/1/201812 5] O 4920181 5] © SUBMIT
organization

voice Export to Excel

call routing

To group by a particular column, drag and drop the column header here.

audio conferencing

M= S1= E= From = To U = = T= Con... =
online meetings Ty Ti Ti Uri l a url
- D Vi Vi
tools
o - +3512... emai R.. R...
A B | o 0. _ :
reports AM A silva.n... silva.net Ly... M...
- : T +3519.. email... Ren Re.
- o silva.n... silva.net Ly... M...
A A

To see the complete admin help, visit the link at https://support.office.com/en-us/
article/Skype-for-Business-Online-in-Office-365-——Admin-Help-4307bdbf-6097-

458d-9a6a-048112695c509.
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Summary

In this chapter, you have learned about the basic planning and how to start to implement
Skype for Business Online.

You now have more information on how to plan your Skype for Business Online project
and how to implement the basics of Skype for Business Online.

In the next chapter, you will learn how to implement Microsoft Teams, which is also one of
the fastest growing tools in Office 365.
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Working with Microsoft Teams

In this chapter, you will be introduced to Microsoft Teams. We will cover the following
topics:

¢ Implementing Microsoft Teams
¢ Extending Microsoft Teams

With this foundation, you will learn more about how to implement Microsoft Teams.

Implementing Microsoft Teams

Using Microsoft Teams is an easy way to be more productive on a daily basis. You can use
Microsoft Teams to interact with people inside and outside of your organization, by
creating a team and creating channels.

With this new way to collaborate, you can have conversations, files, channels, SharePoint
pages, mentions, calls, video calls, chats, planners, emails, OneNote notebooks, PowerPoint
presentations, Word documents, Excel workbooks, and more, all dedicated to your team or
channel in just one place.

To be more productive on a daily basis, we need to focus on the tasks that are related to our
team or project in one place. With all the different tools that we use to collaborate, it is
difficult to find the information if we use several channels to communicate, for example,
email, chat, and file sharing.

When you use Microsoft Teams, you can have your data spread across different
technologies and devices, and access it all on Windows, macOS, Android, iOS, or the
internet.
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These new technologies will allow you to have more time to concentrate on other things,
such as creating new projects, adopting new technologies, and becoming more productive.
Microsoft Teams helps organizations to build a better world!

In the following figure, you can see where Microsoft Teams fits in your organization:

Where to Start a Conversation

[2)
Inner Loop I— ,§
(<

People you work with
regularly on core projects

People you connect with
openly across the organization

%
2 —| Outer Loo
% p

Outlook

Email

Ubiquitous for targeted communications

L Office 365 Groups J

Cross application group membership

Microsoft Teams is the digital transformation of an open space, office environment that
adopts easy connections with people, and it helps each other to work together and build
relationships using new technologies and a new way of collaboration.

Planning Microsoft Teams

In each project, you will need to plan according to what your implementation will be.

What should you do today? The following diagram represents the answer:
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Microsoft
Teams

Plan your journey Onboard users Run Teams and Drive value

to Teams relative to and begin using Skype for through user

the Teams roadmap. Teams today to Business side by adoption.
explore the benefits side until Teams Customize and share
of the hub for fully meets your Skype and Teams
teamwork in needs. side-by-side.

Microsoft 365.

Check out these Pilot Essentials resources at https://go.microsoft.com/fwlink/?1linkid=
859067 to run teams and Skype for Business side by side.

You can use these User Readiness resources at https://go.microsoft.com/fwlink/?
1inkid=859044 to drive value through user adoption.

Overview of Microsoft Teams

Microsoft Teams is part of Office 365 and has many technologies used on Office 365, such
as Exchange Online, groups, and SharePoint, that leverage teams as a productivity tool to
have a central workplace to be more productive on a daily basis. You also have the
capabilities of chat in a central place that together will give the chance of working together
no matter where you are and on what device you are working.

Microsoft Teams has the source of identities on Azure AD, which is the base authority of
other services in Office 365. At the creation of a team, it will create an Office 365 Group, an
Exchange Online group mailbox, and a SharePoint Online team site.

The chat capacity that you have in Microsoft Teams will interact with many other services,
such as the integration with Skype for Business. In Microsoft Teams, you have the
experience of Skype for Business with more and more functions coming in the next few
months.

You can view the Offz’ce 365 Roadmap at https://aka.ms/skype2teamsroadmap Or at https:/
/products.office.com/en-US/business/office-365-roadmap?filters=

$26freeformsearch=Teamnms.
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You can also develop bots, add tabs to each channel, and connectors as an extension to
Microsoft Teams to connect and be more productive, and have an central place connected
to external content of Microsoft Teams.

To access Microsoft Teams, go to http://teams.microsoft.com.

When you log in to Microsoft Teams for the first time, Microsoft Teams will show you a
screen informing you that Microsoft is setting up teams for you. After a few seconds, it will
ask you to create your first team. Fill in the name and description and click on the Create a
team button, or, if you don't want to create a new team right now, skip this step:

Microsoft Teams

Let's create your dream team. First,
give it a name!

First Team

This is the first team that | create |

Privacy

Private - Only team owners can add members v

If you create a new team, it will ask you to add members to it, as shown in the following
screenshot. Search for the users and click on the Add button:
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Microsoft Teams

Now it's time to pick your team. Who
will it be?

‘1 Nuno Arias Silva X
Pssst! You can add people. groups, and dist

After you have defined your team members, click on the Close button.

When you first log in to Microsoft Teams, it will show you a few hints to help you work
better:

Review the Bring your team together option and click on the Next button
. Review the Chat 1:1 and with groups option and click on the Next button

3. Review the Connect through online meetings option and click on the Next
button

Review the Files, notes, apps, and more, all in one place option and click on the
Next button
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5. Review the You're ready! option, where you can view a video to learn more
about Microsoft Teams, and then click on the Let's go button:

Here, you'll find your first view of Microsoft Teams. You can click on the Download button
to install a Desktop version of Microsoft Teams:
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Want an even faster, more collaborative experience? Download the desktop app.

a . First Team > General -

& ¢

Welcome to the team!

Microsoft Teams and Office 365

In Office 365, there are applications that use Office 365 Groups; each application is intended
to best fit where the user is working depending on the needs and the audience.

These tools are:

e Microsoft Teams: Centralized app that users need to work on a team model
together

¢ Outlook: An enterprise tool that is used to send and receive email and organize
more personal work, it have normally structured data, based on email
communications, calendar and contacts

e Yammer: This is an enterprise-class social network

e Skype for Business: Real-time communication software with presence and
unified communications

¢ SharePoint Online: A central place to have intranet, documents, and lists
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It is advised that you have a journey to implement Microsoft Teams using a methodology
that helps your organization launch a successful project. Use the following phases to
implement a project with each phase to deploy Microsoft Teams:

Technical and legal evaluation

Assess/prepare
IT pilot
Business pilot
Rollout

In each project, you need three basic tasks to be successful:

e Plan
e Deliver
e Operate

Without those simple phases, you cannot leverage Microsoft Teams to the next level. The
Microsoft Teams journey is shown in the following figure:

The Microsoft Teams Journey

Technical

& Legal
Evaluation IT Pilot Rollout |
Assess / Business

Prepare Pilot

Clients for Microsoft Teams

To access Microsoft Teams, you have web-based and desktop-based clients as well as
mobile clients:

e Web-based client: For the web-based client, you can use http://teams.
microsoft.com for the web version of Microsoft Teams; it has almost all
functions that the desktop version has. Real-time communications are not
available at the time of writing this book. View the roadmap of Microsoft Teams
to see the updated features and delivery dates.
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¢ Desktop clients: Microsoft Teams has desktop clients for Windows and macQOS.
You have 32-bit and 64-bit versions as well. With this version, you have a fully
functional client that has access to real-time communications, such as video, calls,
and meetings. To download the clients, go to https://teams.microsoft.com/
downloads and select your desktop app.

e Mobile clients: The mobile apps for Microsoft Teams are available for Android,
iOS, and Windows Phone, and they are geared at users participating in the chat-
based conversations while on the go and allow users to have peer-to-peer audio
calls. The supported mobile platforms for Microsoft Teams' mobile apps are as
follows:

e Android: 4.4 or higher

¢ i0S: 10.0 or higher
¢ Windows Phone: Windows 10 mobile

To download the clients, go to https://teams.microsoft.com/downloads and select your
mobile app.

Office 365 licensing for Microsoft Teams

The following Office 365 subscriptions will enable users for Microsoft Teams:

e Office 365 Business Essentials

Oftice 365 Business Premium

Office 365 Enterprise E1

Office 365 Enterprise E3

Office 365 Enterprise E4—existing subscriptions only (retired plan)
Office 365 Enterprise E5

0 Microsoft Teams is also available for nonprofit organizations.

Microsoft Teams are available in multiple Office 365 plans, and there is no difference in
features on the core components. The only difference is on compliance that is tied on the E3
or E5 subscriptions.

Within any subscription that has Microsoft Teams available, you will have access to all
clients, such as desktop, mobile, and web.
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Microsoft Teams license

When you enable an eligible license plan of Office 365, the Microsoft Teams license is
enabled by default. The Office 365 individual user license assignment can be seen in the

following screenshot:

Office 365 Enterprise E5

19 of 25 licenses available

Flow for Office 365

PowerApps for Office 365

-I On

-I On
-I On
-I On

-I On

Office 365 Advanced Security Management

Office 365 Advanced eDiscovery

Customer Lockbox

T
T
T

Il

]

0]

255 LIoUd FbA

ness PSTH Conferencing

|
mj o
mj o
mj o
mj o
mj o

-I On
-I On
-I On

Microsoft Teams is enabled by default on Office 365 for the whole organization, but if you
need to do a proof of concept on a few users or a department, you will need to disable all
users that are not part of your proof of concept, or you can use a separate tenant to test it.

Tenant-level configuration

If you need to configure Microsoft Teams in Office 365, you can enable or disable it for the
whole organization. Remember that it is enabled by default.
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If you need the complete instructions for how to disable or enable Microsoft Teams on
Office 365, refer to https://docs.microsoft.com/en-us/microsoftteams/enable-
features-office-365.

If you need to change some configurations, you can do it by going to http://portal.
office.com and then to the admin center. Expand the Settings drop-down menu and click
on the Service & add-ins option and then you will find Microsoft Teams. Also, you can go
directly to https://portal.office.com/adminportal/home#/Settings/
ServicesAndAddIns.

In the following three screenshots, you have the settings to configure Microsoft Teams:

¢ The General and Email integration settings:

ﬁ Microsoft Teams

Mote: Users with active Microsoft Teams licenses see the Microsoft Teams app
tile even if you turn off Microsoft Teams here.

Please be aware this control is temporary and will be removed in the future.
To manage individual user access to Microsoft Teams, use licenses. O

View practical guidance on how to successfully plan, deliver, and operate
Microsoft Teams. CF

Tenant-wide settings

~ General
Show organizational chart in personal profile -I On
Use Skype for Business for recipients who don't have -I On
Microsoft Teams
Allow T-bot proactive help messages -I On

~  Email integration

Allow users to send email to channels -I On

Allow senders list (separated each domain with a comma)

contoso.net,microsoft.com ‘
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e The Apps and Custom cloud storage configurations:

~ Apps

Default Apps
Available first party apps

| Mame

+| Bing News I

+| Dynamics 363

| Flow

| Forms

| Images

| Mews
External Apps
Allow external apps in Microsoft Teams -I On
Allow sideloading of external apps -I On
Enable new external apps by default -I On
~  Custom cloud storage
Box maj o
Dropbox -I On
Google Drive mj o
SharefFile -I On

Settings by user/license type

Select the user/license type you want to configure

Turn Microseft Teams on or off for all users of this type

Business & Enterprize v

mml o
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¢ The Teams and channels, Calls and meetings, and Messaging settings options:

~ Teams and channels
Use the Groups dashboard in admin center to manage teams.
Anyone on the team can add and manage channels. Cf
~ Calls and meetings
Allow scheduling for private meetings -I On
Allow ad-hoc channel meetup -I On
Allow scheduling for channel meetings -I On
Allow videos in meetings -I On
Allow screen sharing in meetings -I On
Allow private calling -I On
~ Messaging
Enable Giphy so users can add gifs to conversations -I On
Content Rating

Allow all content v
Enable memes that users can edit and add to -I On
conversations
Enable stickers that users can edit and add to -I On
conversations
Allow owners to delete all messages I Off
Allow users to edit their own messages -I On
Allow users to delete their own messages -I On
Allow users to chat privately -I On
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User-level configuration

Remember that if you need to enable or disable Microsoft Teams for each user, you can
enable or disable the product license for each user.

It is always advised that Microsoft Teams is available to all users within
your organization for the best experience on collaboration and not to
block new technologies and keep the work done for a dynamic
organizations that we are facing today across the world. If you need to do
a proof of concept, it is also advised to keep Microsoft Teams enabled by
default and just communicate the availability to those users who are in
scope.

Extending Microsoft Teams

Microsoft Teams provides a piece that can integrate with other parts of Office 365 and
many third-party applications to combine information from different sources to enhance
productivity. Microsoft Teams can be extended with connectors, tabs, and bots.

Connectors

Connectors are a way to let your team get updated data from external services connecting
to a channel. A member of your team can use external services using connectors for
Microsoft Teams, for example, an external RSS feed to a site that when an updated data is
available, such as Office 365 blog or URLs, and IPs addresses of Office 365 or news, to all
that updated changes been written directly to a channel of an Microsoft Teams.
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You can add connectors from web client or desktop client of Microsoft Teams. Complete
the following steps:

1. To use a connector and link to the channel of your choice, just click on the more
options (...) button on the channel and then click on the Connectors option, as
shown in the following screenshot:

Feverites . First Team > General -+

n Microsoft Ignite

Conversations Files Wiki +
General —

Demo Teams

Welcome to the team!

Dream Team

Here are some things to get going...

General

Ideas

Team Dev Office Day
General

Test Tab Channel
Dev Office
a Stream Group
First Team

General

Create more channels Open the FAQ

For Business User has added Nuno Arias Silva to the team
Connectors

& Get email address

& Getlink to channel

E] Follow this channel
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2. You can use several connectors, such as RSS, and then click on the Add button.
The following screenshot shows all the connectors available to add to a channel:

Connectors for "General" channel in "First Team" team X

Keep your group current with content and updates from other services.

Search yo) All Sort by: Popularity ~
Connectors for your team -
MANAGE
Configured ﬂ Forms Configure

Easily create surveys, quizzes, and polls.

My Accounts
All connectors

CATEGORY Visual Studio Team Services

All Collaborate on and manage software projects online.
Analytics \ RSS
CRM .\ Get RSS feeds for your group.
Customer Support
PP }-‘bq Incoming Webhook

Developer Tools C’-. Send data from a service to your Office 365 group in real time.
HR

_ 7 JIRA
Marketing ) Gather, organize, and assign issues detected in your software.

News & Social

, Twitter
Project Management )
Send and receive messages called Tweets.

Others

Updated
#_ Yammer P

Receive undates from vour Yammer network

<
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3. Click on the Add button on RSS as an example. The following screenshot shows
the installation of the RSS connector:

\ RSS
.\ The RSS connector sends periodic updates from an RSS feed.

Add to a team Yes

View features

A0 Get notifications right in a channel

About

View more

By Microsoft Corp.
Version 1.0

Privacy and permissions
By using RSS, you accept its privacy policy and terms of use:

Install
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4. Fill in the data of the connector that you are using, for example, a blog. After
filling in the details, click on the Save button:

Connectors for "General" channel in "First Team" team X

RSS

The RSS connector sends periodic updates from an RSS feed. To set up a connector, enter a link that contains the
address for a feed that you want to receive updates from.

Enter a name for your RSS connection.

Nuno Arias Silva Blog

Address for RSS feed
http://www.nuno-silva.net/feed

Digest frequency

Choose how often you would like to receive your digest.

Every 15 minutes N

Save Cancel
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5. After configuring, you can see the properties:

Connectors for "General” channel in "First Team" team X
Keep your group current with content and updates from other services.

Search jo) Configured Sort by: Popularity v

Configured Get RSS feeds for your group. S
: 1 Configured ~ :

My Accounts
Nuno Arias Silva Blog - Get feeds for Nuno
CATEGORY Arias Silva Website Manage

Added by: Nuno Avrias Silva
All

Analytics

CRM

Customer Support
Developer Tools

HR

Marketing

News & Social
Project Management

Others
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6. You can see the updated information of a site that RSS directly into a channel:

First Team > General - private

Conversations  Files Wiki +
loday

@ Nuno Arias Silva has added RSS to the team

@ RSS 2:50 PM

Nuno Arias Silva has set up a connection to RSS so group members will be notified with periodic updates from http://www.nuno-silva.net/feed. The digest
name is Nuno Arias Silva Blog

& Reply

@ RSS 2:50 PM = Q0

Weekly digest: Office 365 changes - 23 to 27 April

This is the 64th email that Microsoft has sent to Tenant Admin&#8217;s his Newsletter with Office 365 changes. This Weekly digest is intended to reach the
Administrators of Office 365 within the latest changes that are happening to Office 365. Bellow are an example that can be applied to your tenant, because this
email&.#8217;s are based on the services that you have in your Tenant and subscription. Here is ag#8230;

The post Weekly digest: Office 365 changes &#8211; 23 to 27 April appeared first on Nuno Arias Silva Website.

Increase Storage Allocation on SharePoint Online

Microsoft has announced an increase of Storage Allocation you will have an 20x increase in the SharePoint Online per user license storage allocation. This will
increase to 1 TB plus 10 GB per user license purchased, up from 1 TB plus. 5 GB per user license purchased. This change will start at July. All Office 365 services
that use SharePoint for content services, including Microsoft Teams and Office 365 Groups, &#8230,

The post Increase Storage Allocation on SharePoint Online appeared first on Nuno Arias Silva Website.

Weekly digest: Office 365 changes - 17 to 20 April

This is the 63th email that Microsoft has sent to Tenant Admin8&:#8217;s his Newsletter with Office 365 changes. This Weekly digest is intended to reach the
Administrators of Office 365 within the latest changes that are happening to Office 365. Bellow are an example that can be applied to your tenant, because this
email&.#8217;s are based on the services that you have in your Tenant and subscription. Here is ag#8230;

The post Weekly digest: Office 365 changes &#8211; 17 to 20 April appeared first on Nuno Arias Silva Website.
Weekly digest: Office 365 changes — 9 to 13 April

This is the 62th email that Microsoft has sent to Tenant Admin&#8217;s his Newsletter with Office 365 changes. This Weekly digest is intended to reach the

See more
« Reply

Start a new conversation. Type @ to mention someone.

MG OBBE b S >

[291]




Working with Microsoft Teams Chapter 10

Developing custom connectors

If you need to develop a connector that has your data from your internal application, or to a
third-party service that does not exist yet on the connectors, you can use the internal
Webhook connector that is built in to Microsoft Teams to create your own connection to a
channel using standard protocols, such as HTTP, to pull your data from the source of your
application:

1. To use the Incoming Webhook, add a connector, select it, and click on the Add
button. The following screenshot shows the connector of the incoming Webhook:

Cg Incoming Webhook “

2. To create a Webhook, specify a name, update the image of the Webhook if
necessary, and click on the Create button. The following screenshot shows the
incoming Webhook configuration:

Connectors for "General" channel in "First Team" team X
0
@o},) Incoming Webhook send feedback

The Incoming Webhook connector enables external services to notify you about activities that you want to track. To
use this connector, you'll need to create certain settings on the other service, which needs to support a webhook that's
compatible with the Office 365 connector format.

To set up an Incoming Webhook, provide a name and select Create.

Name your connection X

Customize the image to associate with the data from this Incoming Webhook.

Upload Image

@

Default Image

[292]



Working with Microsoft Teams Chapter 10

3. To learn more about Office 365 connectors, go to https://docs.microsoft.com/
en-us/outlook/actionable-messages/card-reference. You can also create
cards, using the example at https://docs.microsoft.com/en-us/outlook/

actionable-messages/actionable-messages-via—-connectors.

If your team needs to create custom connectors and a connection to your internal or
external applications, follow the guide at https://msdn.microsoft.com/en-us/microsoft-

teams/connectors.

Tabs

Tabs is a feature on Microsoft Teams that is tied to a channel. Within this feature, you can
have tabs connected to your channel based on your needs. By default, you have a channel
that creates two tabs—Conversation and Files. The following screenshot shows the default
tabs:

D, a @ Northwind Traders > Marketing # -

D Crum
@ This i the latest budges and campaign propasal, Wee need to get this approved by EOD, 5o please send your foedback ASAR

gg 160724-VintesCampaignBudgen m 160724 WhinterCampaignPropesal
Customer Accounts

Development & Feply
Marketing -
it P Oiaphne Knoules
SocliM sdia '8 Can someone please point me 10 the Iatest FY2017 strateqy presentation” | need to start palishing the tempiate.
[d] Website
' 32 more channeis
LLQ.] Migue! Sina

& v % There's stil quite  bit of content missing from this deck. You can definitely start working on the template
X S butwel still be adding new slices. We also need help improving the charts if you have time!

General 3 Besly
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In every channel that you create, you can have a tab with your external services dedicated
to a channel. The following screenshot shows adding custom tabs:

Add a tab

Turn the team's favorite apps and files into tabs at the top of the channel.

Excel PowerPoint Planner Word

E> YouTD

SharePoint YouTube Wrike Hootsuite Smartsheet

‘ .
Power Bl PDF Stream Website Visual Studio

Add Excel spreadsheet tabs you can easily get to.
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In the Add a tab screen, you can have many tabs, such as files, that are needed to be shown
on a tab and many other connections to the tab. You can also click on the more options (...)
button of a file and select the Make this a tab option to create a tab based on a supported
file. The following screenshot shows converting files into tabs:

Practical Guidance for Teams > General -

Conversations Files Wiki —+
@ General
(] New Upload [[y Getlink B Open in SharePoint x

Type  Mame Modified ¥ Modified by Size

m Teams Practical Guidance.pptx Mirunan Gunarajah 19195 kB

@3 Open in PowerPoint Online
ﬂ] Open in PowerPoint

Open in SharePoint

m 8

Move

[ Ccopy

4  Download
] Delete

=P Rename

[y Getlink

[§ Make this atab

If you need to add a tab to a website, it is necessary for the destination site to have HTTPS
(secure site) to add it. The practical way to use a tab is, for example, if you want a file or
other content to have more focus to your team, just add a tab pointed to the file that is
needed to that channel, and the best way is give access directly to the file that your users
need access within directly in an Microsoft Teams tab. The following screenshot shows the
tab conversation:
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B Practical Guidance for Teams > General -

Conversations Files Wiki Teams Practical Guidance + § O o

ﬂ; Teams Practical Guidance.pptx

1027 AM
e Tab conversation has begun.
m Teams Practical Guidance

10:28 AM
Q This is the PPT we will be presenting!

OH YEAH!

Plan, Deliver & Operate
Microsoft Teams

You can also add more tabs to a channel, for example, Microsoft Stream, Power BI, or even
your intranet viewed from an tab. The following screenshot shows the Power BI and
Microsoft Stream integration with teams:
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Developing custom tabs
If you need to develop a custom tab, it is possible to design your own and you can also
share it.

To develop the custom tabs, continue reading at https://msdn.microsoft.com/en-us/
microsoft-teams/design where you can learn more about how to build your own tab and

the best way to accomplish your goal. You can see samples at https://msdn.microsoft.

com/en-us/microsoft-teams/samples.

The following screenshot shows the sample Bing Map tab integrated into the channel:

General (Teama dev platfoem - comtent) | Microaolt Tearms

@ X o Teams dev platform - content > General -

Wl ocerom-o - [EF e ——
Fa ~ f \
'l-\_j (+) -\{ H ¥

- by

cneral > &
— -] Tab conversatson has begun.

|

Bots

You can also use bots. Bots is a way that you can have some artificial intelligence to help the
members of each team by responding to their questions and finding information.
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You can create your own bot using the Bot Framework available at https://dev.

botframework.com/.

If you are a tenant administrator, you can enable these bots if the user can use them or not.

T-Bot

By default, each user will have access to T-Bot, an embedded assistant that helps users
learn how to use Microsoft Teams. Users can interact with T-Bot to ask it questions about
how to use Microsoft Teams. The following screenshot shows the T-Bot screen:

Chat | Microsoft Teams

Chat =  T-Bot 12:57 AM & The questions you ask T-Bot may be used to improve its response over time and are subject to the Microsoft services agreement and Privacy state
& What can | help you with today?
Q Hi, I'm T-Bot! I'm here to help you use Microsoft Teams. Just ask me a question like "Hew deo | send
a private message?” or type some keywords like “add team member* and I'll send you an answer
that looks something like this:
Fa
What does it mean to be mentioned or
@mentioned?
) i
€ ey T P —
@ o
G e ‘once copy s goud o ga, byl be b
W Foerranan iboutis pacement.
@
o
%
Feedback
@ B o
®
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You can ask the bot something and it will help you. The following screenshot shows the T-
Bot interaction through chat conversations:

3:43 PM
How can | add members to a team?

T-Bot
? . o .
Q It sounds like this is what you're looking for.

T-Bot

0

How do | add a team member?

*3-:111'rn a team owner you can e

asily add new people. From your
Teams and Channels list, just click =s= next to the team name, then
click Add members.

This is helpful! Not what | was looking for

A ©

T-Bot also provides alternative assistance methods for users who prefer browsing the

content instead of asking a bot questions. The following screenshot shows the T-Bot
interaction options:

@ T-Bot *

I Conversation Help FAQ Videos Release Notes I
& The questions you ask T-Bot may

be used to improve its response over time and are subject to the Microsoft services agreement and Privacy state...

T-Bot

Hi, I'm T-Bot! I'm here to help you use Microsoft Teams. Just ask me a question like “How do | send

a private message?” or type some keywords like “add team member” and I'll send you an answer
that looks something like this:
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It provides a full slate of Help, FAQ, Videos, and Release Notes sections through the tabs
within the bot chat. The following screenshot shows the browsing content using alternative
T-Bot methods (Help, FAQ, Videos, What's new, About):

= =
o [ © Tt

a B Deskiop help Getting started

Additional bots

Bots that have been developed by the community and made available can be leveraged
within Microsoft Teams. The bots' functionality and side loading must be enabled on the
tenant level for custom bots to be functional.

Bots can be used in private chats or in channels. For channels, bots can be added as team
owners or members.

Adding bots to private chats and channels

There are two ways of integrating a bot in private chats and channels:

1. Install publicly-available bots for private chats or channels.
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2. Users can find bots by navigating to the chat, searching for a contact, and instead
clicking on the Discover bots option. The following screenshot shows adding a
bot to Microsoft Teams:

R

Search QL

& Discover bots

3. Select which bot you would like to have a conversation with. The following
screenshot shows selecting a bot you would like to interact with:

X
Bots

Bots allow you to get more done by helping you complete tasks in your conversations.
Chat with them 1:1 or add them to a team. Learn more

Search Q

Polly 4

Poll your team with Polly!

m Meekan +
(o]

Scheduling meetings made easy

Growbot +

Growbot is a fun way to help encourage recognition and positive feedback in y...

Q +

Q turns Teams into the priority inbox for your important client communications.

Assistant @ Zoom.ai +
Your personalized automated virtual assistant that can schedule meetings, get yo

3 Workbot
=2 +

Eliminate app hoping and integrate all your cloud apps right from Teams. - Get

‘-f.‘ Hipmunk =+

W Hihillma super-powered travel assistant Hipmunk who can dig through tons of

Zenefits +

Zenefits for Teams

Ry st +
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4. Once selected, provide the bot with permissions and select whether you would
like to use bots in a private chat or select a team to use it in. The following
screenshot shows providing permissions and selecting a private chat or a
channel:

Add a bot

C:b AzureBot

By Microsoft

Be more productive with your own Microsoft Azure subscriptions using natural
language. You can start, stop, and list Azure VMs and start Azure Automation
runbooks. Note: Only supports Azure AD accounts, not Microsoft / MSA accounts.

This bot has the following permissions:

®* Receive messages and data that | provide to it.

* Send me messages and notifications.

* Receive messages and data that team members provide to it in a channel.

* Send messages and notifications in a channel.

®* Access my profile information such as my name, email address, company name,
and preferred language.

* Access this team's information such as team name, channel list and roster
(including team member's names and email addresses) - and use this to contact
them.

* Send messages and notifications directly to team members.

Where do YOou want 1o use It!

My private chats A4

By using this bot, you accept its privacy policy and terms of use

5. Alternatively, to use a bot within a channel of a team, simply click on the View
team option and Bots. Here, you can discover additional bots.
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6. Click on more icon (...) near the team, click on the Manage team option and select
Apps to view and remove the bot that you would like to remove. The following
screenshot shows removing a bot from a team:

Members Channels Settings Bots
—
Bots are like little assistants that help you get things done. Chat with them one-on-one or add them to a team. Learn more g Discover bots
Mame ¥ Description

E AzureBot Be more productive with your own Microsoft Azure subscriptions using natural language. You can start, stop, and

=]

Developing custom bots

If you need more customized bots, you can create a bot that could integrate with your
application or website using Microsoft Bot Framework. To create and to test a bot to teams,
gOtO]1ttps://msdn.microsoft.com/en—us/microsoft—teams/botscreateforsonmeguides
on how to develop your bots as well as a how-to guide.

You can also use the Bot Framework Emulator at https://github.com/Microsoft/
BotFramework-Emulator to test it, and also as advised, you should have a separate Office
365 tenant to test it before going to production tenant.

Side-load your own bot for private chat

To side-load your own bot, see the website with the instructions on how to give access to
yourappﬁcaﬁonsathttps://docs.microsoft.com/enfus/microsoftteams/addfbots???
history=0pfid=1lsample=89ref=1.

To learn more about Microsoft Teams, go to https://docs.microsoft.

com/en-us/microsoftteams/platform/.
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Summary

In this chapter, you learned about the basic planning to start implementing Microsoft
Teams. You now have more information on how to plan your Microsoft Teams project and
implement the basics of Microsoft Teams, including connectors, tabs, and bots.

In the next chapter, you will learn how to use Delve.
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Delve

In this chapter, you will learn how to use Delve. We will cover the following topics:

e Managing time
e How to be more productive

With this foundation, you will learn more about how to be more productive in your daily
tasks using Delve.

What is Delve?

Delve was created to be a portal to research data from the client organization's website and
to be a central point of shared information. It was also created to enable the client to
investigate what is happening around them and their peers. Delve is a portal to research,
examine, and explore your data. It is available to Enterprise Plans E1, E3, and E5, as well as
Business Essentials and Premium.

Enabling Delve

To start working with Delve, it needs to be activated on your Office 365 tenant. If you
haven't activated Delve yet, go through the following steps:

1. Go to your Office 365 portal at http://portal.office.com.
2. Select the Admin Center option
3. Go to SharePoint admin center


http://portal.office.com
http://portal.office.com
http://portal.office.com
http://portal.office.com
http://portal.office.com
http://portal.office.com
http://portal.office.com
http://portal.office.com
http://portal.office.com
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4. Go to the settings option and then enable Office Graph as shown in the

following screenshot:

site collections

cure store

sharing

settings

configure hybrid

SharePoint admin center

Show or Hide Options

Use this setting to show or hide the options available to users.

Learn more about how to change the top navigation bar,

Site Collection Storage Management

Automatic storage management provides worry free operation by removing the overhead of having to manage individual storage limits.

Manual override allows the tenant admin to set usage limits on a per site collection level

OneD

e for Business experience

The new experience gives people improved performance, additional phone and tablet features, and a simplified UL If you select the new
experience, users can still switch to the classic experience if they want. Select the classic experience if you're not ready for your users to switch
to the new experience. Note that eventually, the classic experience will no longer be available.

OneDrive Sync Button

Show the Sync button in OneDrive to help users install and set up the new sync client.

SharePoint Lists and Libraries experience

The new experience gives people improved performance, additional phone and tablet features, and a simplified UL Select the new experience
(auto detect) option when you want to use the classic experience for libraries that have features or customizations enabled that only work in
the classic experience, and use the new experience for libraries that don't have these features or customizations enabled. If you select the new
experience, users can still switch to the classic experience if they want. Select the classic experience if you're not ready for your users to switch
to the new experience

Postpone deletion of SharePoint Online public websites
SharePaint Online public websites are being deleted, Starting May Ist 2017, existing sites will no longer be publicly available, and later in 2017,
your public website will be deleted. See here for more details about dates, and for information about third-party solutions.

If you need more time to find an alternative website solution, you can chaose to keep your public website until March 31st, 2018,

Admin Center Experience

Use this setting to switch between a simple or advanced admin center user experience. The simple experience displays only the essential
options. The advanced experience shows everything.

Office Graph

Control access ta the Office Graph for everyane in your organization. The Office Graph is a representation of the relationships and interactions
between objects in Office 365 such as people and documents, Not allowing access to the Office Graph also disables solutions that are built on
top of it such as Delve.

OneDrive for
Business

@® show DHide

Sites OHide

Automatic

Manual

OClassic experience
New experience

@ show the Sync button
OHide the Sync button

Classic experience
® New experience (auto detect)

It's OK to delete my public website
d like to keep my public website until March 31, 2018

Ouse simple
®Use Advanced

Allow access to the Office Graph (default)
O Don't allow access to the Office Graph

Using Delve

To fully use Delve, you need to use some workloads in your Office 365 tenant. Some of
those workloads are as follows:

¢ Exchange mailbox
¢ OneDrive
e Skype for Business

To open Delve, go to http://portal.office.com and select the Delve option.
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When you first open Delve, the home page will look something like the following
screenshot:

Popular documents

& = '

o @

ﬂqﬁ&b@@;‘i

In Delve, you have the following options:

¢ Open Delve

e Search

¢ Documents

e My Analytics

Favorites

Go to the profile page of a person
Click on a card to open a document
Group documents/contents in boards
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You can see the location of each option in the following screenshot:

Office 36 Delve

| D Search | Popular documents

@ Katie Jondan e Arir Hasiouneh
nl Home B siodified = Yestardy Mol « r

@ Pow t O3 Onefdote

Q2 Web Market
Planning

Documents « Contoso

FQ"' Tony Krijren e Egnnie Kearney
e Aziz Hassouneh W Modified « 4 da 2.
CONTOSO REPORTS Q2
@ e EARNINGS
@ Bonnie Kearney
Boards B Word SETLITUL
W Marketing Campaigns Contoso Reports Q2 Transactional Matrix

Earnings for Contoso

— ._'| Sales Performance

--_--__"*_

It is advised that you allow your organization's users to update their profiles, namely such
details as the following:

¢ Photo

e Phone

e Projects

Skills

Schools and education
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Click on your photo or initials in the upper-right corner and select the My profile option:
>
<.

My accounts x

A4 @ Nuno Arias Silva
‘\ l emaill@nuno-silva.net
My profile

My account

Sign out

Click on the Update profile option to update your details.
Add some of your personal data, such as the following:

e Personal description

e Fill in the projects you are working on, as well as past projects
¢ Your skills and expertise

e Details about your education and which school you attended
¢ Your hobbies and interests

* You can also change your photo when you click on the camera icon on the left of
your picture
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After adjusting your image, you can choose to make the image your profile photo by

choosing the Set as profile photo option. After adjusting the photo (if you choose), the
profile photo will be changed:

oR

—— ®  Nuno Arias Silva Upd! B

Change your profile photo *
Contact information (%) Uplozd a new photo
About me
Projects
Skills and expertise
Schools and education

Interests and hobbies
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In Delve analytics, you can get insights about your work over the current and past weeks as

shown in the following screenshot:

J) MyAnalytics

Dashboard Trends

Your time
Your stats are based on your email and calendar Learn more

Meeting hours Email hours =
Goal < 10 hrs Goal < 10 hrs

hrs hrs

Edit goal Edit geoal

@ Why we showed you this.

Network

Focus hours

44

hrs

Edit goal

Q

Goal > 10 hrs

You read 214 after-hours emails within 30 minutes of receiving them last week.
That's 31.4% of emails read after hours.

Need to catch up on emails after work? Minimize the interruptions by muting notifications and scheduling a
single block of time to address after-hour emails.

£3 Share

01/04/2018 — 07/04/2018

Time settings

After hours ©
7 4 Goal <0 hrs
hrs.

Edit goal

G
A

You can also see more details regarding your network, meetings, email hours, focus hours,
after hours, trends per week, and trends per month. You can also set up your favorites.
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To do this, go to your documents and mark a document as a favorite as shown in
the following screenshot:

L 3 You
| Modified » Today

@8 Word

T

9153 10 _ForRevision_
DB

Muno Arias Silva's OneDrive

N o

After this change, it will now be shown in the Favorites list.

You can continue to read more about Delve at https://support.office.
com/en-us/article/What-is-Office-Delve-1315665a-c6af-4409-a28d-
49£8916878ca. To learn more about the administration of Delve, you can
continue reading at https://support.office.com/en-us/article/
office-delve-for-office-365-admins-54£f87a42-15a4-44b4-9df0-
d36287d9531b?ui=en-USrs=en-USad=US.
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Summary

In this chapter, you have learned how to be more productive using Delve. You now have
more information on how to use Delve and how to be more productive in your daily tasks.

In the next chapter, you will learn how to implement and manage some of the most-used
workloads of Office 365.
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Managing Workloads

In this chapter, you will learn and understand how to manage and maintain Office 365
workloads. We will cover these topics with the help of the following tasks:

e Basic tasks
e Complex tasks

You will learn more about how to manage Office 365 workloads on a daily basis.

Basic tasks

To start managing Office 365, you need to know what the basic management tasks are.
Depending on the workloads that you are using, you need to perform the tasks according
to the best practices.

In Office 365, you have several administrator roles that you can use to separate the
responsibilities of each person in your organization, depending on the needs of a particular
administrative role. Within these roles, it is possible to assign a specific task to each
administrator in your organization. Here are the several administrator roles:

¢ Global administrator

e Billing administrator

¢ Exchange administrator

¢ SharePoint administrator

¢ Password administrator

e Skype for Business administrator
e Service administrator

¢ User management administrator
¢ Reports reader
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e Security and compliance roles

e Dynamics 365 (online)

¢ Dynamics 365 service administrator
¢ Power Bl administrator

You can find the updated version of the administrator roles along with what each user
assigned to the role can do at https://support.office.com/en-us/article/about—
office-365-admin-roles—da585eea-f576-4£f55-ale0-87090bbaaadd.

To manage the workloads and to be informed of the changes, you have the Office 365
Service Management toolkit.

To stay up-to-date, you should visit the Office 365 Roadmap at http://roadmap.office.com
where you have access to all updated information on Office 365 releases, and you can check
the upcoming features, as well:

Office 365 Roadmap

» Launched
{3 Rolling out

@ In development

@) Cancelled

Visit the Office blog to learn more about Office 365 announcements and news at http://

blogs.office.com:
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Office 3 og

At the Office blog site, you can filter by Office 365 area to see the latest articles, too. Stay
ahead of change with the Office 365 Message Center in the Office 365 admin portal:

hMessage Center

To have access to the Message center, go to http://portal.office.comand select Admin
center.
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In the Admin center, go to the Message center section as shown in the following
screenshot:

Nuno Siva
Search users, groups, Settings of lasks
R, Adive users &= Biling
L
L
aits

3 sy Train yourself = Me: . % Senvice health

£ Support n; T Message center Service healtf

} pri Som rupte

P Health

Admin centers

(07 Suggested features 3 Help users get started Setup guidance L Usage report

In the Message center area, you can view all the updates regarding your Office 365 Tenant,
as shown in the screenshot:

@ Updated feature: New
ing nal

@ REMINDER: SharsPoint
themi O jebsites are

Sharepoint
templatas

y Informed 1 Update to Office 365 custom

o

Informed 1 Contact information

ures in Outiook for

1 Updated fe

Plan For Change

[317]




Managing Workloads

Chapter 12

It is advised that you be informed of all changes to Office 365 so that you can plan
accordingly before new features are made available or major service changes are deployed.

In the example that follows, you can see an Office 365 message warning you about a new
feature. This message is marked with an alert symbol because it requires you to plan for
change or to take some action. Make sure you always read these messages:

Home > Message center

Updated feature: Group members now receive all group email in their inboxes O x

[ems [ e [ s ][ e |[ves <]

B> Ubdated feature: New
theming for additional
SharePoint Online site

Major Update : General Availability started
templates

Applies To': All Customers

General Availabi

ated feature: Group members now receive all group email in their inboxes

Category
| Stay Informed
I Stay Informed

Plan For Change
Stay Informed
Stay Informed
Stay Informed
Stay Informed
Plan For Change
Stay Informed
Stay Informed

Apri5  Plan For Change

Stay Informed

Apr30  Plan For Change

Message title

a

Update to Office 365 custom organization t.

a

Contact information features in Outlook for.

Q

Updated feature: Group members now receiv.

a

Updated feature: eDiscovery Compliance B..

a

Updated feature: eDiscovery export all cont.

=)

Review Your Device Compliance and Toggle.

a

Updated feature: Outlook meetings with m.. \What do | need to do to prepare for this change?

We're replacing the Public Newsfeed in Sha.

i What's new in Microsoft Teams: April update

e Hybrid architecture for Exchange customers.

7 Your Microsoft Stream Trial is expiring Additional information

7 Updated feature: Office 365 sign-in user int.

1 We are retiring the Office Mix Preview @ e % pistie - Need help?

To learn more about this updated feature, click on the Additional information link. You
can also refer to https://techcommunity.microsoft .com/t5/0utlook-Blog/Introducing—

Follow-in-inbox-and-other-improvements-for-managing/ba-p/102611.
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You can also be informed by the email setting in the Edit Message center preferences link:

@ Updated feature: New @> REMINDER: SharePoint
all group theming for additional Online Public Websites are
SharePoint Online site geing away
templates Announcement
General Availability started

Views

Here, you can set your preferences, such as which products you want to receive messages
about, as well as the possibility of receiving these messages in your email inbox:

. . X
Home > Message center Edit Message center preferences
mj o
B> Updated feature: New @: REMINDER: SharePoint
group theming for additional Online Public Websitas are -I on
SharePoint Online site going away
templates Anneuncement mj o
General Availability started Ior
mj o
& it Me - o
mj o
Act by Category Message title Published \/ Message ID
mj o
| Stay Informed 1 Update to Office 365 custom organization t... Apr 13 MC133972 -
on
I Stay Informed 1 Contact information features in Outlook for.. Apr 12 MC133798 =]
On
Plan For Change 1 Updated feature: Group members now receiv. Apr 10 MC133709 [
I Stay Informed 1 Updated feature: eDiscovery Compliance B... Apr10 MC132705 g
Cn
I Stay Informed 1 Updated feature: eDiscovery export all cont. Apr10 MC133704 -
On
I Stay Informed 7 Review Your Device Compliance and Toggle... Apr7 MC133554 m -
on
I Stay Informed 1 Updated feature: Outlook meetings with m. Apr7 MC133553
I Plan For Change @ We're replacing the Public Newsfeed in Sha... Apr6 MC133551 ;o Les
I Stay Informed @ What's new in Microsoft Teams: April update Aprs MC133477
mal o
I Stay Informed T Hybrid architecture for Exchange customers.. AprS MC133451
muj o
I Apr15  Plan For Change 3 Your Microsoft Stream Trial is expiring Apr4 MC133409
04
I Stay Informed 1 Updated feature: Office 365 sign-in user int... Apr 4 MC133397
H

Monitor the Service Health dashboard for information about the service health of the
Office 365 admin portal. It is where you can find the status of the products that your
organization is using:
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To view the Health dashboard, goto https://portal.office.com/adminportal/home#/
servicehealth as shown in the following screenshot:

Office 365 Admin center

Home >
Home ) .
Some services are disrupted 2018-04-14 20:06 (UTC)  View histon
Users
All services A Exchange Online 1 incident
Groups
@ Microsoft Teams 2 advisories
Incidents
Resources
@ Office 365 Portal 1advisory
Billing Advisories
@ Power BI Tadvisory
Support
@ SharePoint Online 1advisory
Settings
@ Skype for Business 1 advisory
Setup
@ Office Subscription Service is healthy
Reports
@ Identity Service Service is healthy
Health
@ Microsoft Intune Service is healthy
Service health
@ OneDrive for Business Service is healthy
Message center
: (%) pranner Service is healthy
Directory Sync Status
YT GE TS @ Microsoft StaffHub Service is healthy
@ Azure Information Protection Service is healthy
@ Mobile Device Management for Office 365 Service is healthy
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To view an incident, click on it as shown in the following screenshot:

Home > Service health Nuno Silva

Some services are disrupted 20180

Al services A\ exchange oniine Tincident A
Groups

EX133852 - Legitimate mail marked as potential phishing messages
Incidents

Resources
Status:

User impact:
Billing Advisories »

Support

Settings

Setup

Reports

Health

Service health

Message center

Directory Sync Status.

Admin centers

You can click on the Show details link to learn more about the incident.

Keep up to date on the go with the Office 365 admin app on your mobile device:

To download the Office 365 admin app, go to https://products.office.com/en/
business/manage-office-365-admin-app and download the app for your device. You can
also stay informed, manage users, and get needed support.
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Have more questions? Join the Tech Community at http://techcommunity.microsoft.com:

Complex tasks

For complex tasks, you need to have more information and to better organize processes in
order to have your organization correctly managed.

It is advised that you use a service management framework like, for example, the
Information Technology Infrastructure Library (ITIL).

Here is a process that you can use in your organization to best organize your process within
the project and gain insight about each phase.

In this process, there are several steps, which are as follows:

¢ Deploy: You deploy your solution based on organizational needs within the
Office 365 workload area.
e Operate: This is the run state of your project, where you perform tasks to best
accomplish your goal; you can separate them into:
¢ Change management: You register all changes within your
organization and have a historical view of what has gone to
production and what has changed
e Service health: You see the health of your solution tied to
monitoring
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¢ Maintenance performance and monitoring: You monitor your
environment based on availability and performance

e Support: You provide support to your project workloads

e Optimize: This area is where you optimize the whole process. This can be further
divided into the following:

¢ Usage and adoption: You give the vision of your project to the end
users and have the ability, based on your experience, to engage the
user to use and to adopt new technologies deployed to your
project

¢ Extensibility and development: You can extend your project to
integrate with other workloads or business applications and
processes, as well as develop of applications that fit your business
needs

¢ Ongoing and go live: This last phase is where you monitor the success plan of
your project and use the lessons learned to best fit your organization's needs:
e Empowered: You provide the vision to your departments like: IT,
admins, and partners
¢ Engaged: You provide the users with best practices to be more
productive: productive users

¢ Excellent: You monitor your whole process: service experiences

Here is a diagram of the preceding steps:

b’

m EMPOWERED
OPTIMIZE IT, Admins,
OEUEEQIE Productivity & and Partners
DEPLOY Efficiency ENGAGED
Productive Users
EXCELLENT

Service Experiences

We will now move on to the process that you can use based on best practices.
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Service change management process

In each phase, keep in mind that it is a part of a whole cycle, and you need to stick to the
following phases:

e Plan: In the plan phase you can have several tasks to do:

e Capture: What information is needed for the phase based on the
process, such as requirements, needs, and the people involved.

e Classify: You classify the changes with priorities and risks and
measure indicators of your phase.

¢ Discuss: You discuss things with your peers and sponsors, so that
all people that are in the process can be involved and approve the
plan to be a success. It is not the most critical, but still a very
important part, of the plan.

¢ Deploy: In the deploy phase you can have several tasks to do:

¢ Rings: Verify the availability of the rings of the phase that you are
deploying based on the roadmap. That will allow you to know
what is going to happen during your change plan.

¢ Target release: Deploying on first release is advised to best
understand new features and to be prepared for the changes to
Office 365.

e Telemetry: Learn about and monitor what the users are doing and
monitor the adoption of the new technologies.

¢ Communicate: In the communicate phase you can have several tasks to do:

¢ Policy: Have a communication policy for the users sponsored by
your communication department and management team.

¢ Playbook: Create a Playbook, where you provide information in a
single page or a few pages, on how to work with the new product.

¢ Resources: Create resources and put them in Office 365, such as
Stream, Yammer, and SharePoint. Create some Skype for Business
presentations or Skype broadcasts to launch the change
management phases.

e Listen: In the listen phase you can have several tasks to do:
¢ Signal versus noise: Stay connected with users and listen to their
new experiences and combine them with other departments
e Feedback: Ask for feedback; you can use Forms or Yammer
e Measure: Always measure your success in each phase and present
successes to the sponsor team
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For the whole process, it is advised that you perform the following phases as a cycle:

* Capture
* Classify
* Discuss

* Signal vs. noise
* Feedhack
* Measure

Communicate

* Rings
* Target Release
* Telemetry

* Policy
* Playbook
* Resources
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Understanding the rings in Office 365

Office 365 is composed of different rings. When the development team creates and updates
new features, these features are first released to Ring 0, which is used by internal feature
teams.

Then, when approved, they are promoted to Ring 1, which is used by the Office 365 team
and so on, until they get to all customers Office 365 tenants in Ring 4.

You can always change the configuration of your tenant to target release and you will get
the new features first rather than regular Office 365 tenants. By default, each tenant is set to
standard release. Targeted release will get you new features first, but also not fully tested
features, and you might incur small issues, so the decision of activating targeted release
should be carefully taken. The following image shows the different rings in Office 365:

Ofﬁce 365
team

Ring O Ring:L) Ring 2 Ring 3 Ring 4

It is a best practice to have a separate tenant of Office 365 to test the targeted release on the
whole tenant and then enable it in your production tenant just for a few users.
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To configure your tenant, follow these steps:

1. Gotohttp://portal.office.comand then to Admin center

2. Go to the Organization profile option in the Settings drop-down
3. Click on the Edit button in the Release preferences section:

Office 365

Admin center

Home

Users

Groups

Resources

Billing

Support

Settings

Services & add-ins

Security & privacy

DirSync errors

'Organization profile

Partner relationships

Setup

Reports

Health

Admin centers

Home > Organization profile

Nuno Silva
Name NUno Silva

Address Lisbon

Phone

Technical contact

Preferred language

Release preferences

Choaose how r organization gets new features and service updates from Office 365,

Release track

Release track users A

Manage custom themes for your organization

Customize Office 365 to reflect your organization's brand.

Add custom tiles for your organization

Create custom tiles that will appear in the My apps list for each user.

can then pin this tile to their app launcher for quick access
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4. Select the best option based on the best practices described previously:

Release preferences X

Release track

To learn more about Set up the Standard or Targeted release options in Office 365, refer to
https://support.office.com/en-us/article/set-up-the-standard-or-targeted-

release-options-in-office-365-3b3adfad-1777-4£f£0-b606-£fb8732101£47.

Summary

In this chapter, you have learned how to manage and how to maintain Office 365
workloads. You now have more information on how to maintain your Office 365
environment using basic and complex tasks.

In the next chapter, you will learn the best practices to adopt Office 365's most commonly
used workloads.
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Adopting Office 365

In this chapter, you will learn and understand how to Adopt Office 365 in your
organization. The chapter will cover the following topics:

¢ Adopting Office 365
¢ Change management in Office 365

Adopting Office 365

Following the best practice adoption rules is crucial for a successful Office 365 deployment.
To have a successful project, you will need to adopt Office 365 workloads. When adopting
Office 365 workload, you will need to have several phases based on best practices; those
phases are represented in the following diagram:

e|dentification of
organization scenarios
and set the vision

oCreate an adoption
plan and give priority
to solutions

eMeasure, audit and
share information
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This cycle can be used in the adoption phase at your organization. You can use this process
in the full implementation of Office 365 or on a specific workload. Going deeper into the
cycle of adoption of Office 365, it is suggested to use the process described as follows:

« Identify key *Define and
stakeholders prioritize solutions
« Executive 'grrsg::rs champions
sponsorshi - joriti
.Sp sorsnip Set vision PI’I.OI’ItIZe *Create an adoption
et vision . : solutions and | id
*|dentify scenarios and identify plan guide
e Create an
organization oot
scenarios adoption
/\ plan
Measure, Commit
share success redsources
and iterate el execgte
the adoption
*Measuring success plan *Create office 365
* User satisfaction learning center and
surveys an learning center
*End user training

When you are facing an adoption project, it is advised to have a change management
strategy:

1. Set your approach and vision for each scenario that is needed

2. Make a logical connection to your scenario and create an adoption plan
3. Put your adoption plan into practice and measure it

4. Make it a cycle of best use and share the successes

It is particularly important to define your success criteria and it is
recommended that you choose your criteria based on success and end
user satisfaction.
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Use the SMART mnemonic. This term first appeared in the November 1981 issue of
Management Review by George T. Doran, in a paper titled There’s a S.M.A.R.T. way to write
management'’s goals and objectives, to understand your success criteria better:

Specific

# Clear and unambiguos

» Answers the questions

» What, why, who, where ?

Measurable
= Concrete
» Cleary demonstrates
progress
Attainable
» Realistic
= Mot extreme
Relevant

* Matters to stakeholders

Timely

* Grounded to a specifictarget
date

* Answers the question, When
?
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Changing management in Office 365

To use adoption in Office 365, you will also need to change management to take your
service to the next level. You need to use some strategies to maximize your results, such as
the following:

e Engagement events
e Communication
e Training

For each of the preceding part, consider the following diagram:

Training

*Which can vary from
classroom-style sessions to
self-help getting started
guides, is essential to
ensure that employees
understand how to actually
use the new technologies
to get their work done

Engagement Events

Communications

«With internal
announcements or
newsletters, is critical to
driving adoption, as it
informs and inspires users
about the new technology
and helps create a natural
“buzz” or excitement

*Such as parties, town hall meetings, contests,
and giveaways, can help further momentum
and encourage employees to start interacting
with the new tools. Events should require
users to interact with Office 365, so that they
can experience the value first hand
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Keep in mind the more communications, events, and training sessions that
you organize, the more likely your colleagues will engage with Office 365
during the project launch and afterward.

In order to drive awareness and excitement, do the following:

e Show people what's in it for them
¢ Clearly communicate goals and milestones
e Tailor your language and target your audience

"If people understand how it’s going to help them they will be more motivated to learn it.”
—-Sharepoint adoption guide, Microsoft

The preceding quote explains that if we provide the right tools to users to make them more
productive they will be more motivated to use and learn new technologies.

Create a campaign wherein all users are involved. It is crucial that all users see the
advantages of new services and how to be more productive. It is advised that your
campaign should have many types of communication, such as newsletters, training
sessions, emails, flyers, and events, both in person as well as online. You can download the
various communication templates from the following links:

¢ Posters: To download the posters template, refer to https://
productivitylibrary.blob.core.windows.net/dlc/en-us/Office/Office_
EditablePoster_Template.docx

e Flyers: To download the flyers template, refer to https://
productivitylibrary.blob.core.windows.net/dlc/en-us/Office/Office_
FlyerTemplate.docx

¢ Countdown email: To download the Office countdown template, refer
to https://productivitylibrary.blob.core.windows.net/dlc/en-us/Office/
Office_CountdownTemplate.docx

¢ Announcement email: To download the Office announcement template, refer

to https://productivitylibrary.blob.core.windows.net/dlc/en-us/Office/
Office_AnnouncementTemplate.docx
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Launch and engagement events

The key points to launch and engage events are as follows:

¢ Schedule a meeting event to a wide audience. It is always advised to have
sponsorship from top management for the team with the responsibility of the
rollout present in Office 365.

e It is advised that you have the key users or champions be active during the event
to interact with the public with questions and milestones, and to have the
audience engaged with the adoption of Office 365.

* You can also create Microsoft Teams for the champions group to engage with the
audience or, if the organization is big, create a Yammer group.

e Make questionnaires using Microsoft Forms and create prizes, contests, and some
small events in several locations of the organization with an door open policy.

e Create stickers, flyers, posters, and give T-shirts to the champions.

* You can also make some playbooks to distribute to the audience to provide some
daily activities to show them how to be more productive.

Awareness and communications

To help you create awareness, refer to the following points.

Creating emails and newsletters

The key points for creating emails and newsletters within a few weeks before the launch are
as follows:

e Itis advised that you create mono sheets—concise and with a short and clear
message.

¢ Create a page on SharePoint with the adoption program and plan FAQs about
Office 365.

e Use Stream to publish videos about the presentations and short videos on how to
embed them on the SharePoint page and give the links when you send the
newsletters.

¢ The communications in emails or newsletters must contain a short and concise
subject about the objective, such as Office 365 is coming or How to be more
productive with Office 365. Listen to your champions, executives, and marketing
and communications departments regarding the best message to keep in mind.
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e Keep your communications effective using your communications template; you
can also combine the templates offered by Microsoft to keep the message short
and direct.

* You must have an email address active to the project and a site dedicated to the
project including support, FAQs, videos, how-to guides, and among others
relevant to have back-to-back communications within the users of your
organization.

Launching date and first impressions

Within a few weeks before the launch of the Office 365 project to end users, host an event in
the main area of the organization to show the advantages of a new technology and how it
will help them to be more productive on a daily basis.

About two weeks before launch

The key points to remember about two weeks before the launch are as follows:

¢ Create an informal break to give to users the chance to become interested in the
project by asking questions. It is an opportunity for the key users to show how
they can help with adoption and to show the advantages of Office 365.

e It is advised to continue with these kinds of events through some recurring dates
to have all the organization members on board.

In order to drive adoption and increase confidence, do the following;:

e Deliver simple, targeted, and engaging training
¢ Leverage early adopters and champions
e Bring people together

The tips and tricks templates for doing so can be downloaded from the following links:

® https://productivitylibrary.blob.core.windows.net/dlc/en-us/Office/
Office_TipsandTricks_1_Template.docx

® https://productivitylibrary.blob.core.windows.net/dlc/en-us/Office/
Office_TipsandTricks_2_Template.docx
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Training for end users

The first step is understanding your users. Do an assessment to learn more about the end
users. Conduct interviews with the end users to understand their questions and what are
they expecting about the project and at what level they are in the moment of the interview.

It is necessary to learn more and keep in mind the following;:

o Who are you training?

o What is their role in the organization? What are some of the everyday jobs they do?

e Where do users do these tasks? On a mobile device? In the workplace using a computer
unit or a laptop?

o When do users do these tasks? When do they need the tools? When should training be
finalized?

e How combined is the tool set in daily activities? Does your organization have policies
about the new features and what is the policy about sharing documents, storing files,
collaborating with externals, and using email attachments, among others?

All people learn in a different way. Training should take on multiple methods to
accommodate diverse learning styles, geographical barriers, and resource limitations. You'll
want to develop a complete training plan that considers the technologies being rolled out,
the core tasks your audience will need to learn, and the available training budget. Training
is the most important thing in the organizations. Without training, you could have blockers
about adoption and it is necessary to end users to be always informed and updated with
new technologies. Without proper training, you could have issues with your project
because end users could complain that they do not know how to work, and it could be a
huge obstacle to daily basic activities that keep your organization running. It is advised that
you present the benefits of new technologies in the training, and the new way of working is
called change management. You can benefit from the training and here are some tips:

¢ Make sure you understand your users; get to know their challenges.

¢ An organization storytelling is needed on how to work, not an IT story.

e If you want to get people to do something, allow the entire team to collaborate
with each other, train them at the same time, give them time in training to
discuss and collaborate together, listen and make notes about some issues that
could be a blocker, and give them immediate feedback and answers that best fit
your goals and will not be a blocker outside of the training.

¢ Give examples on how other teams work.
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¢ Provide the opportunity for the managers to reveal best practices using Office
365 technology to work better in new technologies and what is the best way to do
their daily basis activities.

¢ Ask questions to get them involved and to allow them to become comfortable
with the project.

¢ Have a governance model to help keep the organization informed about the
whole process.

¢ Create a SharePoint site with a Learning Center to provide how-to videos and
FAQs.

¢ Keep key users updated on changes and any kind of issues or ideas from other
groups.

e Communicate every week with tips, statuses, how-to guides, ideas, and new
features. Always keep the users informed.

¢ Give prizes to the champions and end users if they find something that could be
better or offer treasure hunts.

¢ Make some questionnaires with prizes and create an event to give them out.

¢ Always make the communication personal; keep users updated and send
messages with their names and make them feel that they are important in this
process.

Any time that Office 365 has a new feature, continue to inform end users.

Ongoing usage and support

Increase the depth and breadth of usage and manage upcoming changes to the service. You
have access to resources to use in your adoption:

e Office Training Center Bill of Materials at https://www.microsoft.com/en-us/
download/details.aspx?1d=54088

e Workplace productivity training at https://support.office.com/en-us/article/
Workplace-productivity-training-af07cb6b-980d-4£33-8599-3225827674087
wt .mc_id=otc_homeui=en-USrs=en-USad=US

° Office 365 Tmining Center at https://support.office.com/en-us/office-
training-center
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Driving new behaviors and staying engaged

Rally people around the solution, keep listening, and drive change:

e Establish communication avenues
¢ Maintain momentum and dialog among users
e Seek feedback and act on it

Feedback loop tips

The feedback loop tips are as follows:

e With your champions, create a feedback form to address end-user inquiries at the
appointed time. The team can create a Yammer group for users to submit
questions and provide advices on where to access information.

* You can maintain a FAQ list to address the most predicted questions. Post the
FAQ to your intranet, SharePoint, Yammer, and depending on the size of the
organization teams.

Ongoing usage, feedback, and success

As you develop your success criteria and surveys, take advantage of the examples we
provide here:
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End-user survey
templates

Success criteria
examples

Download the Measure and share success guide at https://productivitylibrary.blob.

core.windows.net/dlc/en-us/Measuring_Success_Guide.pptx.

Download the Office 365 User Satisfaction Surveys at https://productivitylibrary.

blob.core.windows.net/dlc/en-us/Sample_User_Satisfaction_Surveys.xlsx.
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How to drive Office 365 adoption

A successful Office 365 rollout involves driving adoption and helping everyone recognize
the benefits of working in an innovative way. Microsoft has a four-step strategy that can
help you create a successful project and perform the adoption of Office 365. A better
solution is to create a four-phase plan, as shown in the following diagram:

Measure results, adapt, and iterate.

i
Set vision ¥ Prioritize ,i Commit Measure,
& identify solutions & m . resources & share
business J create an I ; ( execute on success,
scenarios q 1 adoption plan " adoption plan & iterate

Always measure results, adapt and iterate with your organization:

Onboarding  Run
Phase State

Rollout Scenario Spotlight (e.g.: OneDrive for Business) Scenario Spotlight
= —— .
Launch Day Buzz Day Buzz Day Buzz Day Buzz Day Buzz Day Buzz Day

Useful tips, tricks, and resources to drive
adoption

You can see my session, How to be productive with Microsoft Office 365, at Microsoft Ignite
2017 regarding adoption at https://myignite.microsoft.com/sessions/55888.

It is advised that you hire a partner with experience of the adoption of
Office 365 to best leverage your business and to help you adopt the
products based on your needs.
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Summary

In this chapter, you have learned about how to drive the adoption of Office 365 in your
organization. You now have more information on how to plan your Office 365
implementation and how to use guides to adopt the workloads based on your
organization's needs. In the next chapter, you will learn how to monitor and support Office

365.
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14

Monitoring and Support

In this chapter, you will learn how to monitor and support Office 365. We will cover the
following topics:

e How to monitor Office 365
e How to support Office 365

With this foundation, you will learn more about how to monitor a critical system and how
to provide support for your organization's users.

Monitoring

To monitor a cloud service such as Office 365, you need to know what technologies it's
using and what workloads you're using in your solution.

To best accomplish the monitoring of your Office 365 solution, you will need to collect all
the information about what workloads you are currently using, the environment
technologies, architecture, and so on.

First, you need to make an inventory of your current environment, for example:

e Azure AD Connect

Active Directory Federation Services (AD FS)
Exchange hybrid

SharePoint hybrid

Skype for Business hybrid

Office 365

Any other services
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In the case that you need to improve your monitoring solution beyond what is available out
of the box, you may need to use third-party software to best monitor your Office 365
solution.

Microsoft also has other products that you can use to improve your monitoring solutions,
for example, System Center Operations Manager (SCOM), Operations Management
Suite (OMS), or native tools.

Operations Manager

Microsoft SCOM is widely used in organizations to monitor their environments. With this
product, you can monitor your on-premises components including Office 365. To know
more about SCOM, go to https://docs.microsoft.com/en-us/system-center/scom/

welcome?view=sc-om-1801.

In SCOM, there are Management packs, which are packages created by Microsoft as add-
ons to SCOM that allow you to monitor several services, such as the following;:

e Office 365

e AD

¢ Exchange

e Skype

e Windows Server

e DNS

e LAN

e ADFS

e IIS

¢ Any other services depending on your choice of Office 365 package

The link to download the Office 365 Management pack is at https://www.microsoft.com/
en-us/download/details.aspx?1d=43708.
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An example of an Office 365 dashboard in SCOM is shown in the following screenshot:
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With this dashboard, you can see an overview of the health of your subscription, your
incidents, planned maintenance, and other messages from your Office 365 environment.
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OMS

OMS is a part of Microsoft Azure, and can be used to monitor Office 365 and your
infrastructure, both on Azure and on-premises. Depending on the services that you use,
you can have the right to use SCOM in your on-premises infrastructure.

Some of its features are as follows:

e Monitoring workloads
e Monitoring servers

¢ Log analytics

¢ Other services

To access OMS and learn more about it go to https://www.microsoft.com/en-us/cloud-

platform/operations-management-suite.

In OMS, you can monitor your on-premises environment by installing agents directly on
virtual machines or by integrating it with SCOM. There are a plenty of solutions available
to use in OMS to monitor your solutions, as shown in the following screenshot:

&

Solutions Gallery

Solution offers

Insight & Analytics
Microsoft

* Monitorand Troubleshact Appication and
Infrastrucuressues using Log Ana
+ Incudes 2 soluons

Security & Compliance
Microsoft

* Secure and audit your datacenter withfl isbity to
allsecurty data and wit advared theat detection
* Incudes 2 soutons

Automation & Control

Microsoft

+ Iresse control wih avtomton and confuraton
managerment

« incudes 2solutons

Protection & Recovery
Microsoft
'+ Ensure data protection with doud backup and disaster

recovery
* Indudes 2solutons

All solutions

Azure Application
steway Analytics

EIEEE

HDInsight Hadoop HDInsight Kafka HDInsight Storm
Monitoring Monitoring Monitoring

T Service Management
Connector

HDInsight HBase
Monitoring (Preview)

Avai

e

Logic Apps
Management (Preview)

HDInsight Logic Apps B28
InteractiveQuery

Monitoring

HDInsight Spark
Monitoring Available

lable Available

System Center
Operations Manager
Health Check (Preview)

Available

Security and Audit

Available

Service Fabric Analytics
A

Surface Hub
Available
2
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You can also use Office 365 Analytics, which monitors user activities such as SharePoint,
Exchange, or Azure AD. You can see an overview of the dashboard in the following
screenshot:

Data based on custom timerange. (@

Overview » Office 365

Time: Custom time range

OPERATIONS EXCHANGE SHAREPOINT AZURE ACTIVE DIRECTORY

n
B II .
o [

Rz Rns fos R0 o7 o

16K Exchange activities SharePoint activities Azure Active Directory Activities

ACTIVITIES

2 H v + ©

9 Feb 10 Feb 11

48 3k

AcTvITy count AcTvITY counT

Set Company Informatio

Update user,

Seell See all

You can read more at Office 365 management solution in Azure (Preview), at https://docs.

microsoft.com/en-us/azure/operations—-management-suite/oms—-solution-office-365.

Monitoring Office 365

To monitor the health of Office 365 using native tools, you have several options, for
example:

e Office 365 service health
o Azure AD Connect

As a starting point for monitoring, navigate to https://status.office365.com/ or follow
on Twitter at https://twitter.com/Office365Status.

To see all options, please continue reading the documentation by visiting the website
at https://support.office.com/en-us/article/monitor-office-365-connectivity-
53cdb60c-a6b2-4848-b3ff-e7b75dc3£d1t.

You can also monitor health using your Office 365 portal at http://portal.office.com.
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Service health

In the Health section of the admin portal, you have the Service health dashboard, which
monitors how the services are doing and the present status of each one, as shown in the

following screenshot:

Office 365 Admin center
Home
Home

Users

Groups

Resources

Billing

Support

Settings

Setup

Reports

Health

Service health

Message center

Directory Sync Status

Admin centers

Some services are disrupted

A Skype for Business

@ Exchange Online
@ Office 365 Portal
@ Office Subscription
@ Microsoft StaffHub
@ Microsoft Teams

@ Mobile Device Management for Office 365
@ Azure Information Protection

@ Identity Service

@ OneDrive for Business

@ Planner

@ Power Bl

@ SharePoint Online

@ Microsoft Intune

@ Sway

2018-02-10 18:15 (UTC)  View histor

Tincident | 1advisory

3 advisories

1 advisory

Service is healthy

Service is healthy

Service is healthy

Service is healthy

Service is healthy

Service is healthy

Service is healthy

Service is healthy

Service is healthy

Service is healthy

Service is healthy

Service is healthy
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For example, this incident has the following status:

Home > Service health
Some services are disrupted 2018-02-10 18:15 (UTC)  View history

All services A Skype for Business 1incident A~

LY128781 - Presence information is unavailable or inaccurate
Incidents

Status: Service degradation Updated:

Advisories User impact: Users may be unable to vi

resence for Skype for Business contacts. Start time:

sh ails

Rate the accuracy and usefulness of information in this post

;I\ incicent

@ senviceisheaitny (D g
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When you click on the Show details link, you can see the detailed information for this
incident, as shown in the following screenshot:

LY128781 - Presence information is unavailable or inaccurate

Status: Service degradation Updated: 2018-02-09 23:18 (UTC)

User impact: Users may be unable to view presence for Skype for Business Start time:  2018-02-07 20:22 (UTC)
contacts.

Latest message: Title: Presence information is unavailable or inaccurate

User Impact: Users may be unable to view presence for Skype for
Business contacts.

Current status: We've completed our initial analysis of the client
logs and suspect a portion of infrastructure is not processing
traffic as efficiently as expected, causing presence issues within the
Skype for Business service. We're monitoring traffic over the
weekend to confirm our findings and determine next steps.

Scope of impact: Impact is specific to a subset of users who are
served through the affected infrastructure.

Preliminary root cause: A portion of infrastructure may not
processing traffic as efficiently as expected, causing presence

issues within the Skype for Business service.

Mext update by: Monday, February 12, 2018, at 6:00 PM UTC

Rate the accuracy and usefulness of information in this post:
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You can see more details under the Message history section, as shown in the following
screenshot:

Message history

Title: Presence information is unavailable or inaccurate Updated: 2018-02-09 23:18 (UTC)
User Impact: Users may be unable to view presence for Skype for Business contacts.

Current status: We've completed our initial analysis of the client logs and suspect a

portion of infrastructure is not processing traffic as efficiently as expected, causing

presence issues within the Skype for Business service. We're monitoring traffic over

the weekend to confirm our findings and determine next steps.

Scope of impact: Impact is specific to a subset of users who are served through the
affected infrastructure.

Preliminary root cause: A portion of infrastructure may not processing traffic as
efficiently as expected, causing presence issues within the Skype for Business service.

Next update by: Monday, February 12, 2018, at 6:00 PM UTC

Title: Presence information is unavailable or inaccurate Updated: 2018-02-09 00:25 (UTC)
User Impact: Users may be unable to view presence for Skype for Business contacts.

Current status: We're continuing our efforts to review the client logs and determine
our next steps for remediating the issue.

Scope of impact: Impact is specific to a subset of users who are served through the
affected infrastructure.

Next update by: Friday, February 9, 2018, at 11:30 PM UTC

Not all incidents shown in the portal affect your Office 365 environment.
This monitoring is a proactive way that Microsoft provides to customers

on the region that your Office 365 is based to inform them that an issue is
occurring and may affect you.
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Message center

Message center is the central point where Microsoft informs your organization of changes,
new features, and planned maintenance actions in Office 365. To be informed about Office
365 changes, you will need to make some decision about product cycles and manage the
updates accordingly.

With Office 365, you receive new product updates and features as they become available,
instead of scheduled updates that are months or years apart. As a result, you and your
users will routinely experience new and improved ways to do your job rather than a costly
and time-consuming company-wide upgrade. The challenge with such a model is keeping
up with the changes and updates. Here are a few ways that you can stay on top of the
Office 365 updates in your organization:

e Message center

Target release

Roadmap

Blogs and community

For more information, refer to the following URL at https://support.office.com/en-ie/
article/Stay-on-top-of-0Office-365-changes-719f4904-cbdd-4889-alcf-fbd7837dfecd.
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Overview of the Office Message center

In this section you can have an overview of what are the news, messages, and updates. The
following screenshot shows the Office Message center:

Home > Message center

r] New feature: OneDrive for
Business File Hover Card

r] Updated feature: Mi ft : Reminder: SharePeoint Online

Forms

General Availability startad

Public Websites are going
away

Ceneral Avalabiliy ©
Views ‘ All active messages v
Act by Category Message title Published ~~ Message ID
I Oct 31 Plan For Change 1 We are moving to TLS 1.2 for encryption Feb 10 MC128929 X
I Stay Informed & New feature: See Microsoft Planner tasks in... Feb 10 MC128924 X
I Stay Informed Y+ Updated feature: Improved Following Feed ... Feb 9 MC128870 X
I Mar 15 Plan For Change 1 New Groups features coming in the Qutloo... Feb g MC128869 X
I Stay Informed ¥z Planned Maintenance: Yammer Enterprise Feb 8 MC128801 X
I Stay Informed 1 Updated feature: Azure Active Directory Ad... Feb 7 MC128792 X
I Stay Informed @: Updated feature: Qutlook for iOS search im... Feb 6 MC128740 X
I Mar 30 Plan For Change 1 The iOS Researcher App is being retired on ... Feb 6 MC128738 X
I Stay Informed 1 Updated feature: Search improvements and... Feb 5 MC128702 X
I Mar 31 Plan For Change d> Reminder: SharePoint Online Public Websit... Jan 31 MC128387 X
I Stay Informed @ New feature: OneDrive for Business Guided ... Jan 30 MC128306 X
I Stay Informed @ New feature: Additional web parts for Shar... Jan 30 MC128305 X
I Stay Informed i New feature: New ways to interact with app... Jan 30 mci28277 X
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When you click on a message that has Act by column information, it is important that you
read it and plan your actions, as shown in the following screenshot:

We are moving to TLS 1.2 for encryption

Previous Next H Dismiss H More ‘

1 We are moving to TLS 1.2 for encryption

sly communicated in MC124102 in October of 2017, and MC126199 in December of 2017, to provide best-in-class
to ensure our service is more secure by default, we are moving all of cur online services to Transport Laye

we had indicate would be removing support for TLS versions lass

than rom aour onling services, beginning March 1, 2018. After receiving valuable feedback from administrators like you, we
-

have decided to extend the deadline for upgrading to TLS 1.2 or later to October 31, 2018.

il

How does this affect me?

As of October 31, 2018, Microsoft Office 365 will no longer support TLS 1.0 and 1.7.
By October 31, . all client-server and br r i
ensure connection without issues to Office 36
combinations.

If yau do not update ta TLS version 1.2 (or ¢ October 31, 2018, you may experience issues when connecting to Office
you experience an issue related to the use of an old TLS version after October 21, 2018, you will be reguired to update
fo TLS 1.2 as part of the resolution.

o

1.2 (or a later version) to
t-server and browser-server

What do | need to do to prepare for this change?
We recommend you proactively address weak TLS usage by removing TLS 1.0/1.1 dependencies in your environments and
disabling TLS 1.0/1.1 at the operating system level where possible. Begin planning your migration to TLS 1.2+, today.

Please click Additional Information to learn mare.

Additinnal infarmation

D/—]7 Like EQ Dislike _
@ Need help?
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When you click on the Additional information link, you will be redirected to a support
aﬁhﬂethatdescﬁbesthechange,athttps://support.microsoft.com/en—us/help/
4057306/preparing-for-tls-1-2-in-office-365.

You can also edit your preferences in the Edit Message center preferences section and
receive emails notifying you of the changes.

Directory sync status

In this section, you can monitor your status about the integration with your Windows
Server AD, and monitor the basic status of the sync process, as shown in the following
screenshot:

Resources

Billing

Integration with local Active Director
Support N "

Settings

Domai ffied

7 seup

Directory sync anabled

Reports Last directory sync

Password sync enabled
Health Password sync

Directory sync clent version
1dFix Tool

Directory sync service account Sy ADCONNECT._6408ac8e81cd@NunaSiha. onmicrosoft com
Directory Sync Status.

Admin centers

Using Microsoft Azure Portal, you have access to more information by visiting the website
at https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/
AzureADConnect.

Using Health and Analytics service, you have access to AD Connect Health. To learn more,
gOtO]nttps://docs.microsoft.com/en—us/azure/active—directory/connect—health/

active-directory-aadconnect-health.
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Support

Given that Office 365 is a SaaS service, it's outside your responsibility to provide certain
support tasks. When you run into an issue in Office 365, knowing how to contact support
and opening a ticket is important.

To start, you have four main options to get support on Office 365:

e Portal support

¢ Phone support

e Premium support

e Other help forums such as Answers or Tech Community

There are other support sites that you can use such as the following:

. Oﬁ‘ice support at https://support.office.com/

o Oﬁ‘ice 365 Admin help center at https://support.office.com/en-us/
office365admin

Portal support

Using the preferred support option depending on the issue you are facing is the best way to
start have Microsoft support. You can go to your portal and create a support ticket. Go to
http://portal.office.com and in the Support section, click on the New service request
option:
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Office 365

Home

Users

Groups

Resources

Biling

Support

New service request

View service requests

Customer Lockbox Requests

Settings

Setup

Reports

Health

Admin centers

Admin center

@

L)

+

m

DirSync Status >

Last directory sync
lastsynced 17 minutes ago

Password sync
recent synchronization

Support

New service request

View service requests

Suggested features >

L Active users >

Add a user

® +

Delete a user

Edit a user

2N

Reset a password
Train yourself
Train your people
m -

= Help users get started >

ced admin traini

Linkedin Learning

Help your users get started with Office
365 by using ready to send emails

« Install Office Apps
« Productivity Solutions
« And more!

& Biling > 1 Office software

Get help

L Install my software

alance: €0.00 7 Share the download link

L Software download settings

N

Update payment details
Q  Troubleshoot installation

=4

Message center >

1 We are moving to TLS 1.2 for encryption Feb 10
& New feature: See Microsoft Planner tasks in iCal. Feb 10
¥z Updated feature: Improved Following Feed in Y Feb9

48 unread messages

M4 Setup guides

Act
Setup guidance

A Office 365 ProPlus quick s.

Le Usage report

@ Microsoft Exchange Advis

@0000000

You can read more at https://support.office.com/en-us/article/contact-support-
for-business-products—-admin-help-32al7ca7-6£fa0-4870-8a8d-e25badccfd4b.

Let's write something like Skype for business contacts asshown in the following

screenshot:

@ D

Need help?

Skype for business contacts

973 characters remaining
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Click on the Get help button.

We can see that we have a service incident that is related to the phrase that we have
written. You can check the details of the issue by clicking on the View details link:

Admin center

Home > Service health

Home . .
Some services are disrupted

Users
Al services /N Siype for Business
Groups
rate
ncidents
Resources
Advisories

Billing

Support

New service request

View service requests

Customer Lockbox Requests

Settings

Setup

Reports

Health

Admin centers

Tincident A

E @ 2 nunokissio

) D X
Need help?

Skype for business contacts

973 characters remaining
Get help
A service incidents A
acts in the Skyp
i
Q View solutions v
v

R Let us call you

You can click on the View solutions section to look at the possible solutions to your

problem.
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If you click on Let us call you section, a Confirm your contact number option is shown.
You can also attach five files containing up to 5 MB of data on the support case. In order to
get the call, you should click on the Call me button:

@ W X
Need help?

Skype for business contacts

073 characters remaining Privacy

Get help

M Service incidents

¥ View solutions

2 Let us call you

Confirm your contact number
Expected wait time is 30 minutes

35191000000

Attachments (optional)
Add up to 5 files to your ticket. Each file must be less
than 5 MB in size.

I attach a file

Call me
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Phone support

If you do not have access to your admin portal, you have the option to call Microsoft
Support using a phone number.

You can have access to the support phone numbers at https://support.office.com/en-
us/article/contact-support-for-business-products—admin-help-32al7ca7-6fa0-4870-

8a8d-e25badccfd4b#IDOEAADAAA=Phone_support_.
If you do not have access to the internet, you can call the following numbers:

e In the United States, call 1 800 865 9408
o In Australia, call 1 800 197 503

e In Canada, call 1 800 865 9408

e In the United Kingdom, call 0800 032 6417

Premium support

The premium support service for a cloud service such as Office 365 is Microsoft Premier
Service. You can read more at https://go.microsoft.com/fwlink/?1linkid=279816.

If you have a contract with a Microsoft partner who has the Premier
Service, you can use their services to open Office 365 tickets with a
Premium Service.

Answers and Tech Community

If you have some problems and you need help, you can go to Answers or Tech Community
to ask for help based on your needs.

Answers

Answers is a central place to help you with Office 365 topics, with basic support given by
Microsoft and the users community. For more information refer to https://answers.

microsoft.com/en-us/msoffice.
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Tech Community

Microsoft Tech Community was created to have several user communities in one place, and
gives you a platform to help with your Office 365 implementation, among many other
things. For more information refer to https://techcommunity.microsoft.com/.

To get started, visit the website at https://techcommunity.microsoft.com/t5/Getting-
Started/bd-p/DaylGuide.

At the time of writing this, Tech Community is the fastest-growing central
community of IT professionals, developers, decision makers, and so on.

Please join. I'm available at the community to help. You can follow me at
https://techcommunity.microsoft.com/t5/user/viewprofilepage/

user—id/50.

Summary

In this chapter, you have learned about the monitoring and support options in Office 365.
You now have more information on how to monitor your Office 365 subscription.

In this book, you have learned about the Office 365 essential workloads. This book is meant
as an introductory resource, to help you take the first steps in using a new technology and
guide you through the planning, deployment, adoption, and monitoring of Office 365, the
world's most powerful and popular productivity suite.
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